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1. Ha3Ha4yeHue

YnpaBsnsemble (L2+) PoE «kommytatopbl Ha 10 noptoB SW-
60822/ILC n SW-80822/ILC npegHasHadeHbl Anisi CUCTEM MPOMbILLIIEHHOrO
NPUMEHEHNA U AN YCTaHOBKU B YNnYHble cTaHunm OSNOVO.

KommyTaTtopbl OcHalleHbl 8 ocHOBHbIMKM nopTamu: Fast Ethernet
(10/100Base-T) ana SW-60822/ILC n Gigabit Ethernet (10/100/1000Base-T)
ana SW-80822/ILC. B aTom 3aknodaeTcss OCHOBHOE OTnuyMe mogernewn
mexay cobon. Kaxabim n3 8mm NOpPTOB COOTBETCTBYET CcTaHgapTam POE
IEEE 802.3af/at n aBTOMartmMyecku onpegensieT nogknyaemole PoOE-
ycTponcTtea. MakcnmanbsHas mowHocTb POE Ha nopt pasHa 30 BT (o6was
BbIxogHass MowHocTb A0 240 BT). ®yHkuna POE moxeT 6biTb OTKMOYeHa
UNn BKITKOYEHA AN KaX4oro nopra B otaensHoctn vyepe3 WEB uHtepdenc.
MpucytctByeT dyHKuua PoOE Alive, aBToMaTuMyecks BO300OHaBnsoLLas
nogady PoE, ecnu ycTpowcTBO 3aBUCIMO MO KaKMM-NMOO MNpuyvMHaMm, Tem
caMbIM nepesarpyxas ero.

Kpome Toro, kommytaTopbl ocHaleHbl 2Ms Gigabit Ethernet Combo
Uplink noptamu: RJ45 (10/100/1000Base-T) + SFP (1000Base-X). B
kayectBe SFP-mopynen pekoMeHOYyeTCsl MCMoNb30BaTb MPOMbILLMEHHbIE
MOAYNN C pacLUMPEHHbIM TemnepaTypHbiM AnMana3oHoMm (CkopocTb SFP-
noptoB — 100 M6ut/c unm 1 TBut/c — MOXHO HacTpamsaTb Yepe3 WEB-
UHTEepdenc kKommyTaTopa).

KommyTatopbel HacTpauBatoTca 4vepe3d WEB-uHTepdenc u wnmeert
MHOXECTBO (PYyHKUMI L2 1 L2+ ypOBHS, Takux Kak:

v VLAN;
IGMP snooping;
STP;
ERPS;
QoS n gp.
B mogensix SW-60822/ILC n SW-80822/ILC npegycmoTpeH nopT RJ-
45 (Console) anga ynpaeneHus koMmyTaTopamu Yepes nHtepderic RS-232.

Kpome TOro, npoOMbIWMEHHbIE KOMMYTaTOpbl MNOAOEPXUBAOT
aBTomaTuyeckoe onpegenedne MDI/MDIX (Auto Negotiation) Ha Bcex
noptax. KommyTaTtopbl pacnosHalT TUM  MOAKIMOYEHHOTO  CETEBOrO
yCTPOMCTBA U MpU HEOOXOOUMOCTU MEHSIOT KOHTaKTbl nepefadn AaHHbIX,
4YTO NO3BOMSAET WUcnonb3oBaTh kabenu, obxatble nbbIM cnocobom
(kpoccoBble 1 NpsiMble).

AN NI NN
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KommyTaTopbl nutatoTca oT 6NMokoB nutaHus HanpsbkeHvem DC 45-
57V. O6napaloT BO3MOXHOCTbIO MOAKIMYEHUSS UCTOYHUKA pPe3epBHOro
nMTaHMa 1 yHKUMENn OnoBeLLEeHUs Mpu ero OTKMNIYEeHMM, a TakKke npu
OTCYTCTBMM COeaMHEHUs Ha nopTax (BblcTaBnseTca dip-nepeknoyarensamm).

KommyTaTtopbl Mogenen SW-60822/ILC n SW-80822/ILC moryT ObiTb
C YCMexoMm WCMNOMb30oBaHbl B CaMblX PasnUuHbIX cdepax MpUMEHEHUs U
obnagaT TemnepaTtypHbiM pexumoMm -40...+70 °C, u4rto nosBonseT
3KCMMyaTnpoBaThb UX B MPOMBILLMEHHbIX YCNOBUSX.

2. Komnnekrauunsa*
SW-60822/ILC
1. KommyTtatop SW-60822/ILC — 1wT.
2. Konogka 6-pin — 1wT.
3. PykoBoacTBo no akcnnyataumn —1wr.
4.CDclO - 1w

5. YnakoBka — 1LWT.

SW-80822/ILC
1. KommyTatop SW-80822/ILC — 1wrT.
2. Konopgka 6-pin — 1wr.
3. PykoBoacTBO no akcnnyartauuy —1LwrT.
4.CDc IO —1wr.

5. YnakoBka — 1WwT.

3. OcobeHHOCTU 06OpPYyAOBaHMUA

e [nanasoH pabounx temnepatyp -40...+70°C, IP30, pa3paboTaHbl
ANs 3KCnnyaTtauuy B NPOMbILLIIEHHBIX YCIOBUSIX;

e [logxoaaTt ons ycTtaHoBKM B yNu4YHble cTaHumMm OSNOVO;

¢ 8 kommyTupyemsbix Fast Ethernet (10/100 M6wuTt/c) nopToB ¢ PoE ans
mogenn SW-60822/ILC n 8 kommyTupyembix Gigabit Ethernet
10/100/1000 M6wuTt/c noptoB ¢ PoE gnst mogenun SW-80822/ILC;

13



2 Gigabit Ethernet Combo Uplink nopta — RJ45 (10/100/1000Base-
T) + SFP (1000Base-X) — ansa nepegayun Ethernet no Buton nape
unu ontuke ¢ nomowbo SFP-moaynen (B KOMMNEKT HE BXOAAT);
CootBeTtctBue ctaHgapTam PoE IEEE 802.3 af/at, aBTomatnyeckoe
onpeaeneHue nogknovyaembix POE-yCTpoOnCTB;

MakcumansHasa mowHocTb PoE Ha nopT — go 30 BT;

OOwas BbIxogHas MoLHoCcTb POE (8 noptoB) — go 240 Br;

PoE Alive — cpyHKUMA aHTU3aBucaHusa POE ycTponcTs;
Mopanepxka dpyHkunn L2 yposHsa (VLAN, IGMP snooping, QoS n
TA.);

Beicokas HagexHocTb cetn (RSTP, MSTP, ERPS, LACP);
Hactpowika n ynpasneHue yepe3 WEB-uHTepdeiic, RS-232 n
Telnet;

ABTomMaTun4deckoe onpegenenne MDI/MDIX;

Paswvep 6ydepa naketos: 4 Mb;

Pa3mep Tabnuubl MAC-agpecos: 8K;

Mogaepxka Jumbo-dpenmos: 9,6 Kb;

CucTema TPEBOXHOIO OMOBELLEHUS TUMA «CYXOW KOHTaKT» npw
OTKIMIOYEHUN UCTOYHMKA PE3EPBHOIO NUTaHWUS;

HnanasoH BxogHoro HanpsixeHuss DC 45-57V (Bl B komnnekT
NOCTaBKu He BXOOWUT);

®DyHKUUS pe3epBUPOBaHNS NMUTaHUS, 3alumMTa OT NEPENONOCOBKN.
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4. BHewHuW BUA N OnNucaHue 351eMeHTOB

4.1 BHelwHnn BUA

L Link/Act —‘_’]

Puc.1 KommyTatopbl SW-60822/ILC (SW-80822/ILC), BHeLUHUI BUL,
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4.2 OnucaHue anemMeHTOB KOMMyTaTopa

console

HWN

Puc. 2 KommyTaTtopbl SW-60822/ILC (SW-80822/ILC), pa3beMbl, KHOMKM
W VMHAMKaTOPbI NepeaHen naHenu
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Puc. 3 KommyTtaTtopbl SW-60822/ILC (SW-80822/ILC), pa3beMbl, KHOMKM 1
WHOWKaTOPbI BUA COOKY

Tab.1 HaszHaueHve pasbeMoB, KHOMOK U MHAMKATOPOB KOMMYTaTOpPOB
SW-60602/ILC, SW-60602/ILC-P

HasHayeHune
Ne n/n O6o3HayeHmne
SW-60822/ILC SW-80822/ILC
Pasbem RJ-45 ona noaknioveHnss KommyTatopa K
1 Console COM noprty MK ans ynpaeneHusa nv vyepes
MHTepgenc RS-232
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PW1

LED-nHgukaTtop nogknoyeHus 1ro 6rnoka nutaHms
DC 45-57V. 'opuT 3eneHbIM, ecrniv nuTaHne
npUCyTCTBYET.

PW2

LED-nHgukaTop nogknoyeHus 2ro, pe3epBHoOro
6noka nutaHus DC 45-57V. [opuT 3eneHbiM, ecnn
nuTaHue NpUCyTCTBYyeT.

Alm

LED-nHgukaTop HeucrnpaBHOCTU. [[OpPUT KpaCHbIM,
€CIN1 He NOJKIMYeH OAUH 13 BNTOKOB MUTaHWS UK
npowu3soLuen obpbiB Ethernet - coeguHeHus

9,10

SFP-cnotel B 9 n 10m Combo-nopTax.
Mcnonb3yloTca Ang nogknoyeHns kommyTaTopa K
ONTUYECKUM NNHUAM CBA3N. SFP-Moaynu B
KOMMIEKT NOCTaBKN HEe BXOOAT.

9,10

MegHble RJ-45 pasbembl A8 NOAKNIOYEHNS
KOMMyTaTopa K MegHbIM (BMTas napa) nMHusAM
CBA3N.

1234
5678

Pasbembl RJ-45 ans
NOAKIMIOYEHMNST CETEBbIX
YCTPOMWCTB Ha CKOPOCTU
10/100/1000 Mb6uT/c ¢
PoE. LED-nHankaTtopbl
Ethernet.

Pasbembl RJ-45 ang
NOAKITIOYEHMNS CETEBLIX
YCTPOMWCTB Ha CKOPOCTU
10/100 M6wuT/c ¢ PoE.
LED-unHaukaTopbl
Ethernet.

BuHTOBas knemma Ans NoAKMIYEHUS KOMMYyTaTopa
K KOHTYpY 3a3eMIIeHUSI.

PW1 Alm PW2
+ - + -
[

]

-5L¥H

KnemmHas konogka Ans NogkmoyYeHUs OCHOBHOIO
n pesepsHoro Bl DC 45-57V (PW1 PW2), a Takke
BbIXO pene Tuna «Cyxon KoHTakT» (Alm).

10

Alarm Control
Alarm Control
r port1~10 - - power
"oN £ck-
adddddddddid
2345678910

112

DIP-nepekntovatens Ha 12 NoNoXxeHuin,
nucnonb3yeTcs AN HACTPOWMKM TPEBOXHOMN
cuUrHanusauum gns pasHbeix nopToB. Ncnonb3ytoTcs
1-11. 12 DIP He ucnonb3yeTcs.
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5. MNMoaknioyeHue

5.1 Cxema noaknoyeHus

SW-60822/ILC SW-60822/ILC SW-60822/ILC
(SW-80822/ILC) (SW-80822/ILC) (SW-80822/ILC)

2 x DC 45-57V 2xDC 45-57V 2xDC 4557V
<+— <“b— <“—

K ycTpoicTeam

CLI{ﬂP CLI% » T C ONTUYECKUM
OnTuyeckuit kabens Ommecmu kabens noptom
< 2 > < 2 > 2>
nnm [
Cat 5e Cat 5e

i | CurHanusauns i | CurHanuaaums i I CurHanuaauus
g bl 2
$ SE g 38

PoE-kamepa PoE-kamepa PoE-kamepa PoE-kamepa PoE-kamepa
% 3
Ao 8 PoE-kamep no 8 PoE-kamep Ao 8 PoE-kamep

Puc.4 Tunosas cxema NoaknNio4YeHUs KOMMYTaTOPOB
SW-60822/ILC, SW-80822/ILC
5.2 MNoaknoyeHue 6noka NnUTaHuA

1. TMopgknoyaeTcsa kabenb OT 6n1oka NMTaHWS C Y4ETOM NOMASPHOCTY.

(ELLT *IJ
V14V V2+v2-

TReRGRHLI
Bexon

2. 3aKkpyunBaloTCs BUHTbI C APYrON CTOPOHbI KITEMMHOW KONOAKM.

W

BNOK NMUTAHUA

AC 110-220V

L
AC 110-220V

L

Puc.5 Cxema nogkntoyeHnsa 61okoB NUTaHUS K KNEeMMHOWN
KosioaKe KommyTaTtopos SW-60822/ILC, SW-80822/ILC

19



5.3 NMogknio4yeHne cUCTeMbl OnoBeLUeHUs

KommyTatopbl SW-60602/ILC, SW-60602/ILC-P wmelT penernHbin
BbIxoa Tuna cyxou koHTakT (NO) ang BKNOYEHUS CUCTEMbI OMOBELLEHUS MPU
OTKIMIOYEHUN OOHOIMO0 W3  UCTOYHUKOB nutaHnsa. PenenHbin  BbIXOA
nogaepXuBaeTt yrnpaBfeHne WCMNOMHUTENbHBIMU YCTPOUCTBaMn (CUpeHa,
cBeToauoaHoe Tabno un T.4.) ¢ noTpebnsaemon MOLWHOCTLIO He Gonee 24 BT.

MpumeyaHue:

HanpsbkeHne WCTOYHMKA NUTaHWs, MNOOKIIOYEHHOro K penenHoMy BbIXOAY,
[OIMKHO 6bITb He B6onee DC 24 V, a Tok, NpoOXoAsLInA Yepes perne, - He bonee
1 A (Pwuc.6).

CUCTEMA ONOBELLEHWA

AONONHUTENBHBIA MCTOMHWUK MUTAHWA
Puc.6 CxeMa nogkntoueHnst cucTeMbl OMNOBELLEHMS K KOMMYTaTopam
SW-60822/ILC, SW-80822/ILC

5.4 MNMoaknoveHue Luenu 3aseMsieHns

Puc.7 3azemneHue kommytatopoB SW-60822/ILC, SW-80822/ILC

Bo mnsbexaHne anekTpoMarHUTHbIX HAaBOAOK M MOMEX KOMMYTaTopbl
SW-60822/ILC, SW-80822/ILC HyxHO 3a3emnaTtb (Puc.7).
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6. MNMpoBepka paboTOCNOCOOHOCTN CUCTEMDI

Mocne nopknioveHus kabenen Kk pasbémMaMm W MOdavn NUTaAHUS Ha
kommyTaTop SW-60822/ILC (Mnm SW-80822/ILC) MoxHO yGeauTbcs B €ro
paboToCcnocobHOCTW.

Mogkniounte kommyTatop Mexay nasymst K ¢ u3BecTHbimn IP-
agpecamu, pacnonaralwMmncs B O4HOW noaceTtu, Hanpumep, 192.168.1.1 u
192.168.1.2.

Ha nepsom komnbtoTepe (192.168.1.2) 3anyctute KOMaHOHYK CTPOKY
(BbINONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHay:

ping 192.168.1.1
Ecnu Bce NogknmioyeHO NpaBuIibHO, Ha 3KpaHe MOHUTOpa oTobpasuTca OTBET
oT BTOporo Komnbtotepa (Puc.8). 3To cBuaetenscTByeT 00 MCMpaBHOCTU
KOMMyTaTopa.

WINNT\System32',command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: 32 time<1Bns

Reply from 192.168.1.1: 32 time<ifns T 5
Reply from 192.168.1.1: i TTL=255
Reply from 192.168.1.1: es=32 time<1@ms TTL=255

Ping statistics for
Packets: Sent = 4, ce i . = @ <8z loss),
Approximate und trip times i -seconds:
Minimum = @ms, Maximum = ®@ms, Average = Ons

IC:\>

Pvc.8 [aHHble, oToGpaxalolmecs Ha akpaHe MOHUTOpa, nocre
ncnonb3oBaHUsi komaHabl Ping.

Ecnn oTtBeT ping He nonydyeH («Bpems 3anpoca ucTekno»), To
cnepyeT NpoOBEPUTb COeQUHUTENBHLIN kabenb 1 IP-agpeca KOMNBLITEPOB.
Ecnn He Bce nakeTbl Oblny NPUHATEI, 3TO MOXET CBMAETENbCTBOBATD:
- 0 HM3KOM Ka4yecTBe Kabens;
- 0 HEeMCNpPaBHOCTM KOMMYTaTOPa;
- 0 rnomexax B NMHUN.

MpumeyaHue:

MpUYMHBI NOTEPU B ONTUYECKON NNHMN MOTYT ObITb BbI3BaHbI:
- HencnpaBHocTblo SFP-moaynen

- n3rmbamm kabens

- 6OMbLUIMM KONMYECTBOM Y3I10B CBapKU

- HEMCNPABHOCTbLIO UM HEOAHOPOAHOCTLIO ONTOBOJ/IOKHA.
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7. MoproToBKa nepepn ynpaBrieHMEM KOMMYTaToOpoOM Yepes3
WEB-uHTepdenc**

Web-nHTepdenc nossonsiet

rmoko HacTpamBatb W OTCIEXNBaATb

COCTOsIHME KOMMYyTaTopa, ucnonbaysi 6paysep (Google Chrome, Opera, IE v 1a)
13 ntobon TOUKM B CETU.

Mpexpge, YeM MPUCTYNUTb K HAcTpolke koMmyTaTopa 4epe3 Web-

uHTepdeic, Heobxoammo ybeautbest, uto Baw MK 1 kommyTaTop HaxoasTcA B
ogHon ceTn. YToBbl nmpaBunbHO ckoHdwurypuposatb Bawwl [MK wncnonb3ynte
CrneayoLLy0 NOLIAroByt UHCTPYKLLMIO:

1.

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawwem MK

5. BeeguTte B agpecHyto cTpoky 192.168.2.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knasmuarype.

Ethernet Properties

Ve [5550 | et procot Version 4 Tco1Pve) ropertes I

Connect usng
& Gualcomm Atheros ARB171/8175 PCIE Gl

Thie connaction uses the folowng tems
¥ 8005 Packet Scheduler

4 Microsoh Network Adsoter Muliplexor P
4 Microsalt LLDP Protocol Ditver
4. Link-Layer Topology Discovery Mapger |
4- Link-Layer Topology Discovery Respond)
4- Intemet Protocol Version 6 (TCP/1Pv6)
4 Intemet Protocol Version & (TCP/IPvd)

ARRR R

stal

Descrption

Transmisson Cortrel Protocel/intemet Protocol
wide area network protocol that provides commf
‘across diverse nteronnected networks.

oK

General

You can get IP

ed automatcal your ts
this capabity. Otherwise, you need to ask your network adminstrator

for the appropriate [P settngs.

Obtain an 1P address automaticaly

® Use the folowing [P address:

TP address: 192.168.2 .33

Subnet mask: 255 .255 .255 . O

Defauit gateway:

® Use the folowing DNS server addresses:
Preferred DNS server:

Alternate DNS server:

| Vahdate settings upon ext

H Opera I £2% Speed Dial

c

D 192.168.2.1

Y6eautech, 4To ceTeBas kapTta B Bawem [1K yctaHoBneHa, paboTtaeT u
nopaepxveaet TCP/IP npoTokon.

Mogkntounte mexay cobor kommyTatop M Baw [MK, ncnonb3ysa nartd-
kopa RJ-45

Mo ymonuanuio IP-agpec kommyTaTtopa: 192.168.2.1. KommytaTtop u
Baw [MK pgorkHbl HaxoauTbCca B ogHoln nogcetun. Namenute IP agpec
Bawero K Ha 192.168.2.X, roe X-uucno ot 2 oo 254. MNoxanyncra,
ybeoutecb, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawemy [1K, He
cosnagan c IP-agpecom KommyTaTopa.
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6. T[losBuTca chopma ayTeHTUpmKkauun. Mo ymonyaHuio
JlormH: admin. Maponk: admin

Please sign in
You need to sign in with "192,168.2,1:80"

Site message: Pob

Usernarne: admin

Password: -

B panbHenwem naponb W FIOTMH MOXHO MOMeHsTb 4vepe3 WEB
MHTEpPdEeNC KoMMyTaTopa.

8.MoproToBKa nepen ynpaBreHMeM KOMMYTaTOPOM 4Yepe3
nopt CONSOLE

YnpaeneHne kommytatopoMm 4epe3d COM-nopt (RS-232) moxet
notpeboBaTbCs, ecnv Mo Kakum-nubo npuumHam ynpasrneHue yepes WEB-
He[oCTYMHO.

Ckavyante un ycrtaHosute Ha [1K, ¢ kotoporo 6ygeT npoBoauTbLCA
KOHMUrypMpoBaHne kommyTaTopa nporpaMmmy-amynaTop HyperTerminal vnu
PuTTY. Tlocne ycrtaHoBkn Heobxogumoro IO wucnonb3yinTe CnegyoLlyto
MOLLIAroBYIO UHCTPYKLMIO:

1. CoepauHute nopt Console kommyTtaTtopa ¢ COM-nopToM KOMMbOTEpa C
nMoMoLLbHO kabens.
Banyctute HyperTerminal Ha K.

3. 3apante nmsa Ans HOBOrO KOHCOSBHOIrO MOAKITHOYEHUS.

% New Connection

Enter a name and choose an icon for the connection:
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4. Bblbepyute COM-NOPT, K KOTOPOMY MOAKIIOYEH KOMMYTATOP.

x
&

Enter details for the phane number that you wart to dial

Courtry/rsgion: | United States (1) =

Aeacods:  [123

Phone number
Connect using: |[EEILE] -

Coes

5. Hactponte COM-nopT criegyoLmum obpasom:

- CkopocTb nepedayn gaHHbix (Baud Rate) — 115200;
- butbl gaHHbIX (Data bits) — 8;

- YeTtHocTb (Parity) — HerT;

- Cton 6uTtel (Stop bits) — 1;

- YnpaeneHue notokom (flow control) — HeT.

Port Settings |

B per second
Databits: [3 ~
Paity: [Nore =
sopbits [T <]
Fowcertrot [Nene <]

Restors Defauts

Cancel fonly
6. Cwucrtema npegnoxut Bontu Bam B uHTepdernic CLI (ynpaBneHve
Yyepes KOMaHOHYo CTPOKY). Mo ymMon4yaHuio nms

none3oBartens/naponb — admin/admin.

D@ a3 0n &

Username: admin

Password:

Login in progress. .. )

Helcome to Vitesse Command Line Interface (v1.0).
Type 'help’ or '7' fo get heln.

>

[Connected 000012 futa detect 115200 2-N-1
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9. YnpaBneHue yepe3 WEB. O6wana nicopmaums.

v' System (CuctemHas nHdopmaLums). B aTom pasaene npeacraeneHsbi
BO3MOXHOCTU KOHMOUIypupoBaHUS OCHOBHbIX CUCTEMHbIX HACTpoekK
TakuMx Kak: uHcopmauma o cucteme, IP kommyTatopa, cUCTEMHOE
Bpems 1 TA.

v Green Ethernet. B aTom pasgene npeacTtaBneHbl BO3MOXHOCTU
BKMoYeHus/BbiknoveHna doyHkuum EEE (Energy Efficient Ethernet)
aons  kaxgoro nopta. EEE nossonsieT CHU3UTb  MOLHOCTb
notpebnsemyto KOMMyTaTOPOM.

v' Ports (Hactporika noptoB). B 3tom pasgene  npeactaBrieHbl
BO3MOXHOCTW MO NPOCMOTPY CTatyca BCEX MOPTOB KOMMYyTaTtopa.
Hanpumep, ckopocTn coeguHeHus, MakCuMarbHyl0 AnvHy dpenma
nTAa.

v DHCP. B atom pa3sgene npeacrtaBneHbl  BO3MOXHOCTU MO
HacTpoike DHCP cepBepa, KOTOpbI MO3BOSINT KOMMYTaTOpy
npuceamBaTth IP agpeca nogknoYeHHbIM YCTPOUCTBAM.

v'  Security (BesonacHocTb). B atom paspgene npegcTaBfeHbl
BO3MOXHOCTM NO HacTpowke onumn 6e3onacHOCTH, KOTOPbIE NOMOryT
3aLNTUTb Kak caM KOMMYTaTop Tak U CeTb, I4e OH UCMONb3yeTCs.

v'  Adggregation  (O6veauHeHue noptoB). B  atom  pasgene
npeacTaBneHbl BO3MOXHOCTM MO obbeauHeHuto  (arperauumn)
HECKOINbKUX (PU3NYECKMX MOPTOB B OAMH JIOMMYECKUIN, MPOMYyCKHas
CcnocobHOCTbL koToporo 6yaeT Gonblie Yem y OAHOro U3M4eCcKoro
nopTa.

v" Loop Protection (3awmta oT ceTeBbix netenb). B aTtom paspgene
npeacTaBneHbl BO3MOXHOCTU No Gopbbe ¢ «ceTeBbiMU NETNAMUY
(moryT BbI3BaTh WITOpM (broadcast storm) n napanusoBaTb paboTy
cetn).

v/ Spanning Tree. B aTom pa3gene npeacraBneHbl BO3MOXHOCTU MO
HacTpoMke MpPOTOKOMOB cBAsylwero gepesa STP, RSTP, MSTP.
Mcnonb3oBaHMe [OaHHbIX MPOTOKOMOB MpM  MOCTPOEHMM CETU
nomoxet wusbexaTb oOpas3oBaHWE CeTEBbIX MNEeTefb M MOBbLICUT
HaOEeXHOCTb CEeTM.

v" MVR (Multiple VLAN Reqistration). B aTom pasnene npeactaBneHsb
BO3MOXHOCTU MO HacTporke npoTtokoria MVR, koTopbii no3sonser
co3gaTb multicast VLAN 1 HacTpamBaTb €€ AWHaAMUYECKU MNpu
HeobxoauMOCTH.
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IPMC. B aTtom pasgene npeacTtaBfieHbl BO3MOXXHOCTM MO HAaCTPOMKE
npotokonos IGMP Snooping (ansa IPv4) unn MLD (ansa IPv6). O1u
NPOTOKOSbI MO3BOSIAKOT CHU3UTL 3arpy3ky cetm npu nepenade
MyNbTUMEANNHOIO Tpaduka.

LLDP. B atom pasgene npeacTtasfieHbl BO3MOXHOCTM MO HAacTPOMKe
npoTtokosia LLDP — npoTokona onoBelieHuss «cocegeny. [JaHHbIN
NPOTOKONT MO3BONSAET Yy3HATb YCTPOWCTBA MO OGrM30CTM B CETU M
OLIEHNTb UX BO3MOXHOCTW.

PoE (MNepenaya nutaHus no ceteBoMy kabenw). B atom pasgene
npeacTaBneHbl BO3MOXHOCTM MO ynpaeneHuto POE ansa kaxporo
nopTta B OTAENbHOCTU (BKM/BbIKI, OrpaHM4YeHne MOLLHOCTU U T4.)
SyncE. SyncE aTto abbpeBuatypa ot Synchronous Ethernet. B atom
pasgene npeacraBfeHbl  BO3MOXHOCTM MO Moaudbukaumm
M3HavanbHO aCMHXPOHHOWN ceTn Ethernet B CUHXPOHHYIO.

MEP. B atom pasgene npefncraBneHbl BO3MOXHOCTU MO HACTPONKe
MEP

ERPS. B atom pa3sgene npeactaBneHbl  BO3MOXHOCTU MO
HacTpoike ERPS — npoTtokona, KoTopein —obGecnednBaeT
MOBLILWEHHYD HaAEXHOCTb CETU MpU MCMOMb30BaHMM KOJbLIEBON
TOMONornun.

MAC Table (Tabnuua MAC agpecoB). B atom pasgene
npeacTaBneHbl BO3MOXHOCTM MO MPOCMOTPY M HAcTporke Tabnumubl
MAC agpecoB kommyTaTopa.

VLAN (Jlormyeckne «BupTyanbHblE» nokKanbHble ceTu). B aTom
pasgene npeacTaBrieHbl BO3MOXHOCTM No co3gaHuio VLAN ceTen.
B Takux ceTsix nopTbl KOMMyTaTOpa MOXHO Ha3HayaTb B pasfnnyHble
VLAN rpynnel, KoTopble 6yayT paboTaTb Kak OTAeNbHbIE CETU.
Private VLAN (YactHble VLAN). ®yHkuma VLAN Takke ussecTHas
Kak nsonsauust noptos (port isolation).

VCL. B atom pasgene npeacTaBneHbl BO3MOXHOCTU MO HACTPOWKe
VLAN Ha ocHoBe MAC appecoB, VLAN Ha OCHOBe MNpOTOKOIOB,
VLAN Ha ocHoBe |IP agpeca noacetw.

Voice VLAN (Fonocoeble VLAN). B atom pasgene npegcrasreHbl
BO3MOXXHOCTW MO HacTpolike ocobbix VLAN, npegHasHa4yeHHbIX Ans
ronocoBo  KOMMYyHuKauuu  (Hanpumep, VoIP  TenedoHus).
MonocoBol Tpaduk B TaKOW CETU MMEET NOBbLILLEHHbLIN NPUOPUTET.
Mirroring _ (3epkanupoBaHue  MNOPTOB). B atom pasgene
npeacTaBneHbl BO3MOXHOCTM MO HACTPOMKE 3epKanvpoBaHMs
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BXofsllero ucxogswlero Tpaduka C BblibpaHHOro rnopTa Ha
OTAenbHbIA  MOPT. OTO  MOXET MNOMOYb  AMarHoCTMpOBaTb
HeucnpaBHOCTU B CETH.

v UPnP. B aTom pasgene npeactaBrneHbl BO3MOXHOCTM NO HAacTPoWke
npoTtokosia UPNP, koTOpbIA MO3BONAET BCEM YCTPOMCTBaM B CETU
oOHapyxuBaTb APYr Apyra n ycTaHaBnMBaTb COeANHEHME.

v PTP. B atom pasgene npeactaBneHbl BO3MOXHOCTM MO HacTpolike
npotokona PTP, koTopbIi uMCNOMb3yeTcs [Ans  CUHXPOHM3auuu
BpPeMEHU B NOKarnbHbIX CETSX.

v GVRP. B 3toM pasgene npeacraBneHbl BO3MOXHOCTU MO
HacTpowke npotokona GARP VLAN Registration Protocol.

v' sFlow. sFlow — aTo cTaHgapTHasi oTpacreBasi TeXHonorusi ans
MOHUTOPUHIA KOMMYTUPYEMbIX CETEeW MOCPencTBOM CryvanHowm
BbIOOPKM NaKeTOB Ha MopTax KOMMyTaTopa U BblOOPKM CYETYMKOB
nopToB Ha ocHoBe BpeMeHU. OToOpaHHble nakeTbl OyayT
OTNpaBneHbl Ha3Ha4YeHHOMY MPUEMHUKY (xocTy) sFlow cuctemHoro
agMUHUCTpaTopa Ans aHanusa.

v. UDLD. B aTtom pasgene npeactaBneHbl BO3MOXHOCTU MO
HacTponke UDLD — npoTokona, MO3BOMAKOLEro Ha KaHanbHOM
YpOBHE ceTuM OOHapyxmBaTb OOHOHAMpaBfE€HHbIE NWHUM CBSI3M,
KOTOpble MOryT B AaribHENLEM NPUBOANTL K 0Opa3oBaHMO CETEBbIX
neTesnb.

9.1 Configuration — System (CucrtemMHble HaCTPOMKN)
9.1.1 System (CuctemMHas uHcopmauums)

System Information Configuration

System Contact
System Name

System Location

Save | Reset

System Contact (KoHTakTHas mHdopmaums). CooepxuTt uHgopmaumio o
nvue, OTBETCTBEHHOM 3a 3TO YCTPOWCTBO, @ TAKKE €ro KOHTAKTHbIE AaHHbIE.
Donyctumasn gnuHa cTpoku - ot 0 go 255, a gonyctumoe cogepxumoe -
cumeonbl ASCII ot 32 oo 126.

27



System Name (MpoeHTudurkaymoHHoe umsi koMMmyTatopa). 34ecb MOXHO
3apatb UMs 4ns kommyTtaTtopa. 1o ymonyaHuio — 3TO NOJSIHOE OOMEHHOE
UMsi kKoMmMmyTaTopa. [loMeHHOe UMsi - 3TO TEKCTOBasi CTpPoOKa, COCTaBMNEHHas
n3 andasuta (A-Z n a-z), uudp (0-9), 3Haka MuHyc (-). 3anpeluaetcs
ucnonb3oBaHve npoGernoB B KkayecTBe 4acTM WMeHW. [lepBbidi cumBOn
OomkeH ObiTb 3arnaBHbiM. [lepBbli UM NOCReAHWn CUMBOST HE [OOJHKEH
ObITb 3Hakom —(). lonyctumas anvHa ctpoku - ot 0 go 255.

System _ Location (MectononoxeHune KommyTtaTtopa). dPusmdeckoe
MecTopacnosioXeHne KoMMyTaTOopa. Hanpumep, «3 aTax.
TenekoMMyHUKaLMOHHLIN Wkad». JonycTumas annHa cTpoku - ot 0 go 255,
a gonyctumoe cogepxumoe - cumsonbsl ASCII ot 32 go 126.

KHonku

Save (CoxpaHutb). Haxxmute, 4To6bl COXPaHUTL U3MEHEHNSI.
Reset (Cbpocutb). Haxxmnte, 4T0Obl OTMEHUTH M3MEHEHMS U BEPHYTb UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.1.2 System — IP (KoHdurypauus IP nntepceincon)

IP Configuration

Mode Host v
DNS Server 0 | [No DNS sever
DN Server 1 | [No DNS server
DNS Server 2 | [No DNS server
DNS Server 3 | [No DNS server
DNSProxy | [J

<Jl<]lellx

IP Interfaces

DHCPv4 I 1Pvd [
Current Mask Rapid Current
‘ Fallback freer ‘ Address ‘ Waagtn | Enable ‘ Commit e ‘ Address

=] 10O D [192.1682.1 | 8] [

IP Routes

DHCPv6 IPve

Delete

[
VLAN ‘ Enable Mask

Length
[

[Delete | Network | Mask Length | Gateway | Next Hop VLAN |

Hactpoiika |IP agpecoB, MOHUTOPUWHr |P  MaplipyToB WM UHTepderncos.
MakcumanbHOoe noagepxmBaemoe KONMMYecTBO  WHTepdpenicoB — 8,
MakcuMarnbHOe KOnMyecTBo MapLupyToB — 32.
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Ba3oBble HaCTPOMKM.

Mode (Pexum paboTbl). Belbepute pexuma paboTbl ans yctpornctsa host
unu router (xocT unu mapwpytmnsaTop). B pexume xocta IP Tpaduk mexay
uHTEepdencamm He  OygeT  MapLpyTU3MpOBaTbCS. B pexvumMe
MapwpyTusatopa Tpadumk Oyger nepeHanpaBnATbCA  Mexay BCeEMU
UHTepdencamum.

DNS Server (CepBep DNS umeH). HacTpoliku no3BonsitoT KOHTPONMpOBaTh
pacwncgpposky DNS  MMeH, BbINOMHAEMyl0  kOoMMyTaTtopom.  [ns
KoHGurypaumm poctynHo 4 cepBepa. WHoekc cepBepa cBs3aH C
npuopuTETOM. YeM MeHbLIE NHAOEKC, TEM BhILLE NPUOPUTET MPU BbINOHEHWN
pacwmndpoBkn DNS nmeH. Cuctema noodepeaHo BbibupaeT akTuBHbIN DNS-
cepsep M3 KoHurypaumm, ecnn npeanoyTUTENbHbIN CepBep He OTBeYaeT B
TeyeHue NATN NOrMbITOK.

MoanepkunsaroTcs cneayroLLme PeXnmMb:

v' U3 nobbix DHCPv4 nHTepdencoB: 6yaeT Mcnonb3oBaTbCA NepBbii
DNS-cepsep, npegnaraembin ot apeHasl DHCPv4 oo nHtepdenca ¢
nogaepxkonn DHCPv4.

v' Be3 DNS cepeepa: DNS cepBep He Ucnonb3yeTcs.

v/ HacTpoeHHblii IPv4: ykaxute BpydHyto AeNcTBUTENbHLIN IPv4 agpec
DNS cepBepa B [ecCATMYHOM BuAae, pasgeneHHbld TouykaMu.
Y6enutechb, 4To HacTpoeHHbI DNS cepBep focTyneH (HanpuMmep, ¢
nomoulbto komaHgpl PING).

v' W3 a1oro DHCPV4 uHTepdeica: ykaxnTte, U3 Kakoro MHTepgerica ¢
nogaepxkon DHCPv4 npegnodtutensHoln DNS-cepBep pormkeH
ObITb BbIOpaH.

v/ HacTpoeHHblii IPV6: ykaxute BpydHYo AeNcTBUTENbHbIN IPV6 aapec
DNS cepsepa. (kpome linklocal). Y6eguteck, 4To HacTpoeHHbIn DNS
cepBep JOCTyrneH (Hanpumep, ¢ NoMoLblo koMmaHabl PING).

v' W3 aToro DHCPV6 uHTepdelica: ykaxute, U3 kakoro MHTepderica ¢
nogaepxkon DHCPv6 npegnodtutenbHoin DNS-cepBep QomkeH
ObITb BbIOpaH.

v U3 nobbix DHCPV6 nHTepdeincoB: GyaeT Mcnonb3oBaTbCs NepBbii
DNS-cepBep, npegnaraemsin ot apeHabl DHCPV6 oo nHtepdeiica c
nogaepxkon DHCPV6.
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DNS Proxy (DNS npokcu-cepep). Korgqa DNS cepBep akTuMBEH, cuctema
Oynet nepenasatb DNS 3anpocbl Ha TekyLmi HacTpoeHHbIn DNS-cepsep n
oTBedYaTb B KayecTBe paclmdposlimMka DNS Ha knueHTCkne ycTpowncTBa B
ceTu.

IP unTtepdeincnl

Delete (Yganutb). Bbibop aTOM onumm oTBeYaeT 3a yganeHue
cywectytowlero IP uHtepcpenca.

VLAN (BupTyanbHble nokanbHble ceTu). CeTb VLAN cBsizaHHasa ¢ IP
uHTepdencom. Tonbko noptbl n3 atom VLAN 6yayT mmeTtb goctyn Kk IP
uHTepdpericy. OTO nNone AOCTYNHO TONMbKO ANA BBOAA NpY CO34aHWM HOBOTO
WMHTepdenca.

IPv4 DHCP Enabled (DHCP cepsep). Ecnu ata onuumsa BkntoyeHa, cuctema
HacTpouT IPv4-agpec u macky uHTepdenca, ncnonbaysa npotokon DHCP.
KnueHt DHCP 06baBMT O0TOBpasnMT MM CUCTEMbI KaK MMsi XOCTa, 4TOObI
obecneyntb BO3MOXHOCTb noucka Yyepes DNS.

IPv4 DHCP Fallback Timeout (Taimayt otkata DHCP). Konuuyectso
cekyHa ansa nonydveHus apeHgpl DHCP. Mo ucteyeHunm aToro nepuopa
HacTpoeHHbIn agpec IPv4 GygeT wcnonb3oBaTbCA B KavecTBe ajpeca
uHTepdenca IPv4. Hynesoe 3HayeHwe OTKNOYaET pe3epBHbIA MeXaHU3M,
Tak 4yto DHCP 6ygeT noBTOpPsiTb MOMbITKM 40 MOMyYeHUs OEACTBUTENbHON
apeHapl. Jonyctumble 3HadveHns: ot 0 0o 4294967295 cekyH.

IPv4 DHCP Current Lease (Tekywuin agpec uHtepdenca ot DHCP). Ons
uHtepdpenncoe DHCP c aktuBHOM apeHgown 3ToT cTonbeu nokasbiBaeT
TeKyLwmn agpec nHTepderica, npegoctasneHHbl cepsepom DHCP.

IPv4 Address (IPv4 Agpec). IPv4-agpec nHtepdperica B 4eCATUYHOM BUAE C
pasgenutenbHbiMK Todkamu. Ecnn DHCP BkntoveH, B 3TOM nosne 3agaeTtcs
pe3epBHbI agpec. [None MoxeT OblTb OCTABMNEHO NYCTbIM, €CMX OnepaLmmn ¢
IPv4 Ha vHTepderice HexenaTenbHbl UM He TpebyeTcs pe3epBHbI aapec
DHCP.
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IPv4 Mask (Macka gns IPv4). Macka ceTtu IPv4, B KonuyectBe 6uT (4nvHa
npedwukca). fonyctumble 3Ha4eHns HaxoaaTcs B AgnanasoHe oT 0 go 30 6ut
ons agpeca IPv4. Ecnn DHCP BkritoueH, 3To norie HacTpamBaeT Macky ceTu
C pesepBHbIM agpecoM. [lone MoxeT OblTb OCTaBNEHO MyCTbIM, €CNu
onepaumn ¢ IPv4 Ha wuHTepdelice HexenaTtemnbHbl WM He TpebyeTcs
pe3epBHbIi agpec DHCP.

IPv6 Address (IPv6 Appec). IPv6-agpec wuHTepdoenca. Agpec IPv6
3agaetcsa B 128-6UTHbIMM 3HAYEHMSIMWU, NPEACTaBNEHHbLIMU B BUAE BOCbMU
nonen AONWMHOM A0 YeTblpex LWecTHaguaTepuyHbiX LUudp C OBOETOYUMEM,
pasgensowmm kaxgoe none (:). Hanpumep, fe80 :: 215: c5ff: fe03: 4dc7.
CvmBon :: - 9TO cneumanbHbIi CUHTAKCUC, KOTOPbI MOXHO MCMOMNb30BaTh
Kak KpaTkmi cnoco® npeacTaBneHnss HECKONbKUX 16-OUTHBLIX  rpynn
HenpepbIBHbLIX HYNEN; HO OH MOXET ObITb MCMOMb30BaH TONMLKO OAVH pas.
Cuctema npuvHMMaeT  ToNnbko  AencTBuTenbHbin  IPv6-agpec, 3a
ucknovyeHnem |IPv4-coBmectumoro agpeca u  IPv4-conoctaBneHHOro
agpeca. [lone MOXHO oOcCTaBuUTb NyCTbiM, ecnu onepaumm ¢ IPv6 Ha
uHTEepdence HexenaTenbHsbl.

IPv6 Mask (Macka ans IPv6). Macka cetu IPv6 B konuuectse OuT (onuHa
npecdukca). JonycTumble 3HayeHust coctaBnsioT oT 1 go 128 6ut gns
agpeca IPv6. lNone MOXHO ocTaBuTb NyCTbiM, ecnu onepauun ¢ IPv6 Ha
MHTepdence HexenaTtenbHbl.

IP mapLupyThbl

Delete (Ypanutb). Bbibop aTtom onuum oTBevaeT 3a ydaneHue
cylecTtsytoLlero IP mapLupyra.

Network. IP-ceTb HasHayeHuMsa wnn agpec XxocTa STOro Mappyra.
Honyctumbin chopmaT - 4ecaTU4Hasa 3anucb ¢ TodkaMu Unn encTenTensHas
3anucbk IPv6. MapwpyT no ymMoOn4aHulo MOXET WCNoSib3oBaTb 3Ha4YeHue
0.0.0.0 nu :: pnsa IPv6.

Mask Length. Macka ceTu HasHayeHuss unu xoTcTa B KonmyecTBe OuUT
(anuHa npecdpukca). OH onpepensieT, Kakon ceTeBOW ajpec [OOIKeH
coBnagaTb, 4ToObl NpeTeHoBaTh Ha 3TOT MapwpyT. JonycTuMble 3Ha4YeHus
ot 0 go 32 6utoB cootBeTcTBEeHHO 128 gnsi mapwpyTtoB IPv6. Tonbko
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MapLUpyT Mo ymonyaHuio 6yget umeTb AnuHY mackm O (Tak kak oH 6yaeTt
COOTBETCTBOBATb YEMY YrogHo).

Gateway (Wnto3). IP agpec wnto3a. Jonyctumbin dopmat - AecaTtuyHas
3anucb ¢ Todkamu unu gencteutensHbln IPv6. LLnto3 n CeTb JOMKHbI ObITb
OoAHoro Tuna.

Next Hop VLAN. NpeHtndpukatop VLAN (VID) KOHKpeTHOro uHTepdenca
IPv6, cBsizaHHOro co wnto3om. 3agaHHbin VID HaxoauTcs B anana3oHe oT 1
0o 4094 n Gynet gencreoBaTb TOMbKO B TOM Criyyae, ecnu OevWCTBUTENEH
cooTBeTCcTBYOWMIA MHTepdenc IPv6. Ecnn agpec wnwo3a IPv6 aesnsietca
linklocal, oH pomkeH ykasaTb VLAN cnepytiowero nepexoga (hop’a) ans
Lwino3a.

Ecnn agpec wnto3a IPv6 He sBnsetca linklocal, cuctema urHopupyet VLAN
cnepgyowero nepexoga (hop’a) ans wno3sa.

KHonku

Add Interface ([Jo6aButb uHTepdenc). Haxmurte, 4ToObl 400ABUTL HOBLIN
IP nHTepdenc. NogaepxmeaeTtca makcuMmym 128 nHTepderncos.

Add Route (OJobaBuTe mapwpyT). HaxmuTe, 4toObl A06aBWUTbL HOBLIN |P
MapLpyT. NogaepxmnsaeTca MakcMMym 32 mapLupyTa.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHUs U3MeHeHUN

Reset (Copocutb). Haxxmnte, 4ToObI OTMEHUTH M3MEHEHUSI U BEPHYTb UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.
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9.1.3 System — NTP (HacTtponka npotokona NTP)
NTP Configuration

Mode Disabled W
Server 1

Server 2

Server 3

Server 4

Server 5

Save || Reset

NTP (unn ceTeBon npoTokon BpeMeHn) obecneyvBaeTr MOACTPONKY
TeKyLLero BpeMeHu ¢ NoMOLLIbI0 CMHXPOHM3aummn ¢ NTP cepsepom.

Mode (Pexumsbl).

v' Enabled (BkntoyeHo) — BkntoveH pexum NTP knneHTa;

v Disabled (BbIknto4eH0) — BbIkntoYeH pexum NTP knveHTa.
Server 1~5 (Bbibop NTP cepsepa). Ykaxute IPv4 nnu IPv6 agpec NTP
cepBepa. Agpec IPv6 gomkeH 6biTb B BUae 8 nonen. Takke MOXHO yka3aTb
URL agpec NTP cepsepa.
KHonku

Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UISMEHEeHUN

Reset (CopocuTb). Haxxmute, 4TO6bI OTMEHUTE MU3MEHEHUS U BEPHYTb UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.1.4 System — Time (HacTpoka CUCTEMHOro BpeMeHH)

Time Zone Configuration

Time Zone Configuration
Time Zone Nane v

Acronym (0 -16 characters )

Ha gaHHom cTpaHuue WEB uHTepdenca MOXHO 3agaTb 4YacOoBOMW MOSAC U
CKOH(UrypupoBaTh fieTHEE BPEMS.
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Time Zone Configuration (Hactpolika 4acoBoro nosica)

v' Time Zone (YacoBon nosic). BeinagatoLmin CNMCOK YacoBbIX NOSICOB
no Bcemy mupy. Bbibepute nogxogdwmi M HaXmuTe COXpaHWUTb
(Save).

v' Acronym (AkpoHum). [lonb3oBaTenb MOXET CaMOCTOSITENbHO
YyCTaHOBWUTb  COKpallieHue-abbpesnatypy Ana  06o3HayeHus
BblOpaHHOrOo 4acoBoro nosica. MoxHO wucnonesoBatb A0 16
BYKBEHHO-YMCMNOBbLIX CUMBOJIOB U 3HaKOB NPEnMHaHus.

Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | Disabled v
Start Time settings

Month Jan

Date 1

Year 2000

Hours ]

Minutes

End Time settings
Month Jan

Date 1
Year (
Hours
Minutes

Offset settings
Offset I (1 - 1440) Minutes

Save | | Reset

Davlight Saving Time Configuration (HacTpoika netHero BpemeHu). Mpu
aKTMBaUMM LaHHOW (OYHKUMM KOMMmYyTaTop OyaeT nepeBoauTb Yachl Brepes
WNNU Hasag B COOTBETCTBMM C HACTpPOWKaMK, YKasaHHbIMU HWXe, ONnd
onpefeneHHon NPOAOIMKUTENBHOCTM NEPEXOAa Ha NETHEE BPEMS.

Disable (OTkntoumnTb). OTKMOUYNTE HAaCTPOWMKY Nepexoda Ha feTHee BpeMs.
Mo ymon4yaHuto.

Reccuring (MoBTopsiTb). HacTponku nepexoga Ha netHee Bpems OyayT
NPUMEHATLCA Kaxabln rof.

Non-Reccuring (He noBTopsATh). HacTponku nepexoga Ha neTHee Bpems
OyayT npuUMeHeHbl eauHOXAbI.
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9.1.5 System-Log (XKypHan cucteMHbIX COObITUM)

System Log Configuration

Server Mode Disabled w
Server Address
Syslog Level Info v

Save | | Reset

Ha aton ctpaHvue WEB uvHTepdelica npeactaBneHbl HAaCTPOMKN XKypHana
CUCTEMHBIX CODOBLITUIA.

Server _Mode (Pexum cepBepa). Korga pexum BkntoveH (enabled)
coobLLeHne XypHana CUCTEMHbIX COBbITMIN OyaeT OTnpaBreHoO Ha cepBsep,
KOTOpbIN 3agaeTcss B none Hwke (Server Address). Npotokon >xypHana
ocHoBaH Ha UDP u ncnonb3syet nopt 514.

Server Address (IPv4 agpec cepBepa XypHarna cucTeMHbIX cobbiTuin). Ecnn
akTmBHa yHKUMA DNS, 30ecb MOXHO yKa3aTb UMSA XOCTa.

System log Level (Twn coGbITMA OTNpaBRAseMbIX Ha cepBep).
MpenycMoTpeHo 3 Tvna cobbITuii:

v' Info — mMHdopmauus, npeaynpexaeHns n owmnbku;

v' Warning — npegynpexaeHus 1 owmnoku;

v' Error — TonbKko owmnoku.

KHonku
Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UI3MEHEeHUN

Reset (Copocutb). Haxxmnte, 4TO6bI OTMEHUTE M3MEHEHUS U BEPHYTH UX K
npeablayLLmMM coXpaHeHHbIM 3HaYeHUsIM.

35



9.2 Configuration - Green Ethernet (HacTtponku - Green Ethernet)

Port Power Savings Configuration

| Optimize EEE for | Latency ||

Port Configuration
EEE Urgent Queues

Port | ActiPHY | PerfectReach |EEE |[1]|2[3]|4]|5[6]7]8
! L L U Odooooodd
1 [ [ O Oddoooood
2 L L U Odooooodd
3 [ [ O Oddoooood
4 L L U Odooooodd
3 [ [ O Oddoooood
6 L L U Odooooodd
7 [ [ O Oddoooood
8 L L U Odooooodd
9 [ [
10 ] ]

TexHonorma EEE (unu Green Ethernet) ucnonb3yetca AOnNs CHWKEHUA
noTpebnsaemoi MOLLHOCTH KOMMYTaTopoM B MOMEHT, korga
obpabaTbiBaeTCA HE3HAUUTENbHOE KONMMYECTBO CeTeBOro Tpaduka.

Optimize EEE for (Ontumunanposats EEE ans)
Ha BbIGoOp npegocTaenseTcs 2 BapuaHTa:
v/ Latency (3agepxkuM) — npu BbIOOpe 3TOr0 pexuma KOMMyTaTop
cTapaeTcs CHWXKaTb 3aA4epPXKM U OTKINK B CETH;
v' Power (MowHocCTb) — npu BbIGOpe 3TOr0 pexuma KoOMMyTaTop B
nepBylo odepedb CHUXaeT NoTpebnsemyo MOLWHOCTb Npu paboTe B
MOMEHTbI MPOCTOS MUIN NP HU3KOW 3arpyske CeTu.

Port Configuration (Hactponka gns nopToB)

Port (Beibop nopTa)
Howmep noprta.
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ActiPHY [Mpu BbIGOpe 3TON OYHKLUM KOMMYTaATOp CHWXaeT noTpebneHue
SHEpruu, ecniv K aTOMy NopTy HUYETO HEe NOAKMYEHO.

Perfect Reach (MaoeansHasa anvHa) MNpu Beibope 3TOM PYHKLUN KOMMYTaTOp
aBTOMaTU4YeCcKn onpegensdeT AnvHY kabens wn cHwkaeT noTpebneHve

QHEPIMN Ha NopTax NoAKIMHYEHHbIX KOPOTKUMA kabenamu.

EEE Bkntovaet/oTkntovaeT EEE dyHKLNIO Ha nopre npu
BbICTaBMEHUU/CHATUN Fanku.

KHonku
Save (CoxpaHutb). Haxxmute ana coxpaHeHnst UISMEHEHUN

Reset (Cbpocutb). Haxxmute, 4TOObI OTMEHUTE U3MEHEHUS U BEPHYTb UX K
npeablayLmMM CoOXpaHeHHbIM 3HaYEHMSIM.

9.3 Configuration-Ports (KoHcdurypupoBaHue noptoB

KOMMyTaTopa)
Port Configuration
Port | Link [ Speed | Adv Duplex Adv spe | Flow Control | imur xcessi ‘ Frame
Current Configured Fdx | Hdx | 10M [ 100M [ 1G | Enable | Curr Rx [ Curr Tx | Frame Size | Collision Mode | Length Check
5 < ! O 9600 <> v ]
1 1Gidx Auto ~ O X X 9600 Discard ~ ]
2 @ Down Auto ~ O X X 9600 Discard ~ ]
3 @ Down Auto ~ O x x 9600 Discard v (]
4 @ Down Auto - O X X 9600) Discard v ]
5 @ Down Auto O x x 9600 Discard v m}
6 @ Down Auta O x x 9500 Discard - [}
7 @ Down Auto [m} X X 9600 Discard v [m]
8 @ Down Auto O X X 9600 Discard v m]
9 @ Down SFP_Auto_AMS O X X 9600 Discard v ]
10 @ Down SFP_Auto_AMS ~ O &2 &2 9600 Discard v ]

Ha aton ctpaHmue WEB uHTepdenca otobpaxaeTtca uHdopmaums
O TeKyLlen KoHgUrypauum noptoB Kommytartopa. [MopTel Takke MoryT GbiTh
HaCTpoeHbI OTClOAa.

Port
Howmep nopta

Link
Tekyuwlee cocTtosiHue nopTta. 3eneHbld — NOPT 3agencTBoBaH. KpacHbln — K
NnopT HE aKTUBEH.
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Current Link Speed

TekyLlas CKOpOCTb Ha KOTOPOW BbIMOSHAETCS 0BGMEH AaHHbIMM Ha
BblGpaHHOM nopTe.

Configured Link Speed

HacTpoliika ckopoctu Anst BeibpaHHoro nopta. [MpeaycMoTpeHbl crneayowme
PEXUMBbI:

v

A NENE N NENE NN

Disabled — nopT oTKNtOYEH;

Auto — aBTOCOrnacoBaHue CKoOpocCTy;

10Mbps HDX — ckopocTtb 10 M6uTt/c nonygynnekc;

10Mbps FDX — ckopocTb 10 M6uT/C nonHbIN Aynnekc;

100Mbps HDX — ckopoctb 100 M6uT/c nonygynnekc;

100Mbps FDX — ckopocTb 100 M6uT/C NonHbINA Oynnekc;

1Gbps FDX — ckopocTb 1 [GMT/C NomnHbIA Aynnekc;

SFEP Auto AMS — aBTOMaTu4yeckoe onpenenieHme CKopocTun
ucnonb3dyembix SFP mogynen. 310 HecTaHAapPTU3MPOBAHHBIN
cnocob onpegeneHnst CKOPOCTU, NO3TOMY HEKOTOPbIE MOAYNW MOTYT
ObITb He onpegeneHbl SFP Auto AMS. MegHbin nopT B KombonopTe
aBTOMaTUYeCKn onpeaensieT CKopoCTb;

100-FX — ckopocTb SFP nopta cooteetctByeT 100FX (Mogynu 155
M6wuT/c). MegHbIn NOpT B KOMBONOPTE HE aKTUBEH;

1000-FX — ckopocTb SFP nopta cootBetctByeT 1000FX (Mmogynum
1,25 I'6mT/Cc). MegHbIN NOPT B KOMOOMOPTE HE aKTUBEH;

Advertise Duplex

Korga pexvm gynnekc/nonyannekc BoicTaBneH Ha ABTO, NnopT 6yaeT
ucnonb3oBaThb PEXMM nepefadn AaHHbIX HA OCHOBaHUU BO3MOXHOCTEN
NOAKITHOYEHHOro YCTPOMNCTBA.

Advertise Speed

Korga ckopocTb onpegensieTcd aBTomatudecku (BelbpaH pexum ABTO), NopT
paboTaeT Ha CKOPOCTWN, OCHOBAHHOMN Ha BO3MOXXHOCTAX MOAKMIOYEHHOTO
CeTeBOro yCTpoWnCTBa.

Flow Control

Korga BkntoveHo aBTOCOrnacoBaHne CKOpoCTW Ha BbIGpaHHOM nopTe, nopT
0b6bsABNAET NOAKMHYEHHOMY YCTPONCTBY O BO3MOXHOCTM YrNpaBneHus
notokom (flow control). Cton6ew Current Rx yka3biBaeT, BbINOMHAKOTCS NN
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dpenmbl naysbl Ha NopTy, a ctonbey Current Tx ykasbiBaeT, nepedaHbl Nu
dpenmbl Naysbl Ha NopT. Hactponkn Rx 1 Tx onpegensaoTca pesynbTaTom
nocrneaHero aBTocornacoBaHus.

PFC

PFC (802.1Qbb lNpuopuTtesaumsa ynpaBrneHMe NOTOKOM)
BkntoyeHue/BbikntoveHne ans BeldopaHHoro nopta. PFC u Flow Control He
MOryT OblTb OHOBPEMEHHO BbIOpaHbl Ansi nopTa.

Maximum Frame Size
MakcumanbHbIn pa3mep dopenma, KoTopbi CMOXeT obpaboTaTb NopT.

Excessive Collision Mode

lMoBeaeHune nopta npy o6paszoBaHMKU KOMN3NN
v" Discard — Ot6pacbiBaH/e NakeToB nocre 16 Konnuauii;
v"  Restart — MNepesanyck anroputma nocne 16 Konnuauim;

Frame Length Check
KoHdurypaumsa npoBepky AnvHbl kagpa.

KHonku
Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UI3MEHEHUN

Reset (Cbpocutb). Haxxmute, 4To6bI OTMEHUTE U3MEHEHUS U BEPHYTb UX K
npeablayLmMM CoOXpaHeHHbIM 3HaYEHMSIM.

Refresh (O6HOBUTB)
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9.4 Configuration — DHCP (Hactpowka DHCP)

9.4.1 DHCP - Server — Mode (CepBep DHCP — peXumbil)

DHCP Server Mode Configuration
Global Mode

[Mode | [ Disabled [+ |

VLAN Mode
[ Delete [ VLAN Range | Mode |

Add VLAM Range

Save | | Reset

Ha arton ctpaHnue WEB unHTepdperica npeacraeneHsl rnobansHble
HacTponkn DHCP cepBepa ans cuctemol n gns VLAN.

Mode (Pexumbl)
v" Enabled — Bkntounte DHCP cepBep Ans cUCTEMbI;
v" Disabled — Bbikntounte DHCP cepBep 4Nl CUCTEMBI.

VLAN Range
YkaxuTe gnanasoH VLAN'oB B koTopom DHCP 6yaeT BknoyeH mnu

oTkmoyeH. lMepebin VLAN ID gomkeH GbiTb MEHbLUE MM paBeH BTOPOMY
VLAN ID. Ho, ecnu guanasoH VLAN cogepxut Ttoneko 1 VLAN ID, Bbl
MOXeTe NPOoCTo 06beANHNTL ero B oAuH u3 nepeoro u stoporo VLAN ID unu
B oba. C Opyron CTOpPOHbI, €Crnv Bbl XOTUTE OTKITIOYMTbL CYLLECTBYHOLLMNA
AunanasoH VLAN, Bbl MOXeTe BbINOMHUTL cneytowuve oencTBus:

1. Haxmute «[dob6aButb ananasoH VLAN», 4ToObl J06aBUTb HOBbIN

ananasoH VLAN.

2. Beegute gmanasoH VLAN, KOTOpPbI/ Bbl XOTUTE OTKIMIOYNTD.

3. Bbibepute Mode onsi oTKNoveHus.

4. Haxxmute «CoxpaHuTb», YTOObI MPUMEHUTL U3MEHEHUS.
3areM Bbl yBMAWTE, YTO OTKMYEHHbIM guanas3oH VLAN ypansetca co
CTpaHuubl KoHurypauum pexuma DHCP-cepsepa.
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Mode (Pexumbl)
v' Enabled — Bkntounts DHCP cepsep ansa VLAN;
v" Disabled — Bbikntounts DHCP cepeep ans VLAN.
KHonku

Save (CoxpaHutb). Haxxmute ana coxpaHeHnst U3MEHEeHU

Reset (Copocutb). Haxxmute, 4TOObl OTMEHUTH M3MEHEHUS U BEPHYTb UX K
npeabiayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.4.2 DHCP - Server - Excluded IP (Cepsep DHCP — nckniouyeHHble |P)

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
Delete -

Add IP Range

Save | | Reset

Ha atom ctpaHuue WEB wuHTepcbenca HacTpauBaroTcs
ucknoyeHHole |IP-agpeca. DHCP-cepsep He 0yageT HasHadaTb 9Tu
ucknoyeHHsle |IP-agpeca DHCP-knuneHTy.

IP Range (gnanasoH IP agpecos)

Onpegenute guanasoH IP-agpecoB ana uckniodeHus. [lepBblin
UCKMNoYeHHbI  IP-agpec OOMmKeH ObiTb MEHbLUE WU paBeH BTOPOMY
uckniodeHHomy IP-agpecy.

KHonku
Save (CoxpaHuTb). HaxkmuTe ons coxpaHeHus namMeHeHun

Reset (CObpocutb). Haxxmute, 4TOObl OTMEHUTL M3MEHEHMSA U BEPHYTbL UX K
npeablayLUmMM COXpaHeHHbIM 3Ha4YEHUAM.
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9.4.3 DHCP-Server-Pool (Myn agpecoB ana DHCP cepBepa)

DHCP Server Pool Configuration

Pool Setting

[ Delete [ Name | Type [ IP [ Subnet Mask | Lease Time |

Add New Pool

Save

OTa cTpaHuua ynpaensieT nynamm agpecos DHCP. B cootBeTCTBMM C Nynom
DHCP, cepsep DHCP 6yaeT BbigensTb IP-agpec n nepegaBsaTb napameTpbl
KoHdurypaumm knneHty DHCP.

Pool Setting (Hactpoika nyna agpecos)

[o6aBuntb nnv yaanuTb Nynbl aapecos.

[obaeneHve nyna v NpUCBOEHME WMMEHM - 3TO CO34aHMe HOBOro nyna
agpecoB C KOHdurypaumen «no ymonyaHuio». Ecnn Bbl XOTUTe HacTpouTb
BCEe MapameTpbl, BKMA4asd Tun, macky IP-noacetu n Bpems apeHdbl, Bbl
MOXeTe LenkHYyTb MMSA Mnyna agpecoB, 4TOObl MepevTu Ha CTpaHuuy
KOHpurypaumm.

Name (Nms)
3apganTe nmsa nyna agpecos (ucknoyas npobenst).

Type (Tvnm)
lMone oTobpakaeT TN nyna agpecos:
v" Network — nyn onpegensiet nyn IP agpecoB ans o6cnyxuBaHus
6onee 4yem 1 DHCP knueHTa;
v" Host — nyn obcnyxumBaet ocoboro DHCP knueHTa, onpeaensemoro
no annapaTtHOMY agpecy Unu naeHTUPUKaTopy KNMeHTa;

IP
Mone oToGpaxkaeT koNMYecTBo NynoB agpecoB ans DHCP

Subnet Mask (Macka noaceTu)
lMone oToGpaxkaeT macky nogceTn gnsi nyna agpecos DHCP
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Lease Time (Bpemsi apeHapbl)
Mone oTtobpaxaeT BpeMs apeHabl Anst BbibpaHHOro nyna agpecos.

KHonku
Save (CoxpaHutb). Haxxmute ana coxpaHeHnss U3MEHEeHU

Reset (Copocutb). Haxxmute, 4ToObl OTMEHUTL N3MEHEHUS U BEPHYTb UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.4.4 DHCP - Snooping
DHCP Snooping Configuration

| Snooping Mode | Disabled |w» |

Port Mode Configuration
Port]| Mode

* e

Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted

L B BB I EHIENIERIES

b B =S TS L B~ = L

Ha gaHHon cTpaHuue npegcTasneHbl HacTporkn DHCP Snooping.

Snooping Mode
v" Enabled — Korpna pexum DHCP Snooping Bknto4eH, cooblieHus
3anpoca DHCP 6ynyt nepecbinatbCs Ha [OBEPEHHble MOPTbl U
paspeLuaTb TOMbKO OTBETHbIE NAKETbI OT JOBEPEHHbLIX MOPTOB.
v' Disabled — pexxum DHCP Snooping OTKMOYeEH.

Port Mode Configuration
OtobpaxaeT ctatyc pabotel DHCP Snooping onst nopToB.

Trusted — HacTpoiika nopTa B ka4ecTBe JOBEPEHHOrO UCTOYHUKA COOBLLIEHNN
DHCP;
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Untrusted — HacTporka nopTa B Ka4yecTBe HEHaAeXHOro WCTOYHMKA
coobuieHun DHCP.

KHonku
Save (CoxpaHutb). Haxxmute ana coxpaHeHnss U3MEHEeHU

Reset (Copocutb). Haxxmute, 4TOObl OTMEHUTH M3MEHEHUS U BEPHYTH UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.4.5 DHCP Relay (HacTtponka DHCP Relay)

DHCP Relay Configuration

Relay Mode Disabled v
Relay Server 0.0.0.0

Relay Information Mode | Enabled v
Relay Information Policy | Replace W

Save | Reset

AreHT petpaHcnsumm DHCP (DHCP Relay Agent) ucnonb3yetcsd
ana nepecbinku n nepegadn coobweHun DHCP mexagy knveHTamu w
CepBepOM, KOrga OHWM He HaxoaaTtcsa B ogHoun noaceTtu. OH xpaHuT IP-agpec
Bxogsuero nHtepdenca B none GIADDR naketa DHCP. Cepsep DHCP
MOXeT ucnonb3oBaTb 3HayeHne nona GIADDR pgna onpegeneHus
HasHayeHHoW nopceTu. Y6eputecb, 4To KoHdwurypaums VLAN IP u PVID
3agaHbl KOPPEKTHO.

Relay Mode (Pexumbl peTpaHcnsaumum)
v' Enabled — BkntounTb pexum peTpaHcnauun DHCP;
v' Disabled — OTkntounTb pexum petpaHcnaumm DHCP.

Relay Server (CepBep peTpaHcnsaumm)
Mone otobpaxaeT IP agpecc cepeepa peTpaHcnsymm DHCP

Relay Information Mode (Pexumbl peTpaHcnsauum nHdopmMauun)
v/ Enabled — Bkniountb pexum Relay Information. DHCP Relay Agent
BCTaBNSAET KOHKPETHYIO WHGopMauumio (onumsi 82) B cooblieHne
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DHCP npu nepecbinke Ha cepBep DHCP wu ypansetr ee wus
coobueHua DHCP npu nepepade knveHty DHCP.
v' Disabled — OtkntounTb pexum Relay Information.

Relay Information Policy

lMone coaepXWUT HaCTPOMKM KOHKPETHbIX MONUTUK peTpaHcnsuun DHCP.
Korga BkntovyeH pexum Relay Information Mode wu areHt DHCP
peTpaHcnaumn nony4vaet coobweHne DHCP, kotopoe yxe copepxut
uHpopmaumo o6 areHte DHCP petpaHcnauun, oH O6ygeT npuMeHsaTb
nonutuky. MNMonutnka «Replace» (3ameHdATb) HegencTBuTenbHa, korga Relay
Information Mode oTknio4eH.

v' Replace (3ameHATb) — 3ameHa opurMHanbHOW WHdopMauun npu
peTpaHcnsaunn, ecnun ncxogHoe coobuweHne DHCP yxe nonyyeHo;

v' Keep (CoxpaHsiTb) — COXpaHEHWE WCXOAHOW  WHdopmaumu
petpaHcnaumn DHCP;

v' Drop (OT6pacbiBath) — yaaneHue naketa DHCP, korga nonyyYeHHoe
coobueHne DHCP yxe cogepxuTb MHOPMaLunio 0 peTpaHCrsaumm.

KHonku
Save (CoxpaHuTtb). Haxxmute ang coxpaHeHUss UsMeHeHUin

Reset (Copocutb). Haxxmute, 4TOO6bI OTMEHUTE U3MEHEHUS U BEPHYTb UX K
npeablayLmMM CoOXpaHeHHbIM 3HaYEHMSIM.

9.5 Configuration — Security (Hactponkn 6eaonacHocTH)

B atom pasgene WEB wuHTepdbenica npencraBfneHbl HAaCTPOWKK
OTHOcsAWMeCa K pyHKUMsAM ©Ge3onacHoOCTM koMMyTaTopa. HacTpoiky,
npeacTaBneHHble 30eCb, MOXHO pa3fenutb Ha 3 KaTeropum:

Switch
HacTpoiikn 6e30nacHOCTM, OTHOCSALLMECS K CAMOMY KOMMYTaTopy

Network
HacTtpoliku 6e30nacHOCTN, OTHOCSLLMECS K FTOKaNbHOW CeTn
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AAA
HacTtpoviku BesonacHocTu, oTHocswmecs Kk ayteHTudukauum (RADIUS,
TACACS+)

9.5.1 Security — Switch — Users (Be3onacHOCTb — KOMMyTaTop -
Monb3oBartenu)

Users Configuration

User Name [ Privilege Level
admin 15

Add New User

Ha panHow cTtpaHuue WEB wHTepdenca npeactaBneH CnmMCOK TEKyLLMX
nonb3oBatenen. EAMHCTBEHHbIN cnoco® BOWTM B CUCTEMY B KayecTBe
gpyroro nonb3oBaTens Ha Beb-cepBepe - 3akpbiTb M CHOBA OTKPbITb
Opaysep.

User Name (Mmsa nonb3oBartens)
Nmsa nonb3oBatens. lNMpu wenyke no Hemy AOCTYNHO MEHIO C HacTpoWkamu
nonb3oBaTens.

Privelege Level (YpoBeHb NpuBunernm)
YpoBeHb NpuBMnerun nonb3oearensd. [JlonycTumbln AnanasoH - ot 1 go 15.

Ecnu 3HayeHne ypoBHA npuBunermn - 15, oH MOXeT nony4uTb
JOCTyn KO BCeM rpynnam, T.e. eMmy npefoctaBrieH MOMHbIA KOHTPONb Hapg
YCTPONCTBOM (CTaTyC agMuMHUCTpaTopa).

3HaveHuns ot 1 4o 14 ccbinatoTCs Ha Kaxabl YPOBEHb NpUBMIerni
rpynnbl. YpoBeHb MpuBUNErun nonb3oBaTens AOMKeH ObiTb Takon e wnu
fonblue, Yem ypoBeHb MPUBMUNErUMIA TPynnbl, YTOObI MMeTb AOCTYM K 3TOW
rpynne. Mo ymonyanuto Ans GonblUMHCTBA FPynn ypoBEHb MpuUBUNErni
paBeH 5 (OOCTyn TONMbKO ANs YTeHus), ypoBeHb npusunerun 10 — (goctyn
ONS YTEHUA U 3anucu).

Ona  obcnyxuBaHmss  cuctembl  (3arpy3ka  MpOrpaMMHOro
obecneyeHunsl, 3aBOACKME HACTPOMKM MO YMOMYaHuio M T.4.) Heobxogum
ypoBeHb npusunernn 15. YposeHb npusunerun 15 cooTBeTcTBYeT y4eTHOM
3annucu  agMuHucTpaTtopa, YypoBeHb npuBunermn 10 cooTBeTCTBYET
CTaHOApTHOM Y4YeTHOM 3anuMcu nosib3oBaTens, YypoBeHb npusunermi 5
COOTBETCTBYET rOCTEBOW YY4ETHOWN 3anucu.
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9.5.2 Security — Switch — Privilege Level (Be3onacHocTb — KommyTaTop
— YpoBeHb NnpuBUnernin)

Privilege Level Configuration

Privilege Levels
Group Name | Configuration | Configuration/Execute | Status/Statistics | Status/Statistics
Read-only Read/write Read-only Readiwrite

Apggregation 5 10 5 10
Debug 15 15 15
Disgnostics 5 10 10
EEE 10 10
P 10 10
IPMC_LIB 10 10
IPMC_Snooping 10 10
LACP 10 10
LLDP 10 10
LLDP_MED 10 10
Loop_Protest 10 10
10 10
10 10
15 15
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10
10 10

5

MaC_ Table

MR
Maintenance

o

KK KKK EEE K K E K EE KK
o

Mirroring
PHY
POE
Port_Security
FPorts
Privata_WVLANs
QoS
SHMP
Securty
Spanning_Tree
Stack
System
Timer
UPnP

CL
WLANs
Voice_VLAN
sFlow

i |en|en en| | enfen en o enfenen| | = o en|en en| ) on e en
KK KKK EEE K K E K EE KK
mimm|m o = alom;m o o = oo e = oo e e o e enfen e =
K K EEEFEEEEEEEEEEEEFEEEEEEEEEEEEEE K
K K EEEFEEEEEEEEEEEEFEEEEEEEEEEEEEE K

Sawve | | Reset

Ha aton ctpaHuue WEB wnHTepdenca npeacraBneHbl HaCTPOWKN YpOBHEN
npuBMIerMn nons3oBartenemn.

Group Name (Mmsa rpynnbl NnpuBUNErni)

B 6onbluMHCTBE cny4yaeB, rpynna ypoBHS MPUBUAETUMIA COCTOUT U3 OAHOMO
pasgena (Hanpumep, LACP, RSTP wunu Qo0S), HO HeKoTopble M3 HUX
cogepxat 6onee ogHoro.
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Privilege Levels (YpoBHM npuBUneruni)

Kaxxgas rpynna nMeeT ypoBeHb NpUBUMEriii aBTopusaumn ans crneayoLmx
noarpynn: TONMbKO AN YTEHWUs, BbIMOSMIHEHWE YTeHus-3anucu, craTtyc /
cTaTUCTUKa TONbKO ANl YTEHWUs, cTaTyc / cTaTUCTMKa AN YTEeHUs-3amnucu
(Hanpumep, OANs o4MCTKM cTatucTuku). MpuBKUnerMss nonb3oBaTtens OOSHKHa
ObiTb Takol ke unv Gonbluei, YeM YpPOBEHb MPUBWUMErMIA aBTopU3aLuK,
4yTOObl MMETb AOCTYM K 3TOW rpynne.

KHonkn

Save (CoxpaHutb). Haxxmute ans coxpaHeHns UISMEHEHUI

Reset (Cbpocutb). Haxxmute, 4T0Obl OTMEHUTL U3MEHEHMS U BEPHYTb WX K
npeablayLIMM COXPaHEHHBIM 3HaYEHUSIM.

9.5.3 Security — Switch — Authentication Method (besonacHocTb —

KommyTtatop — AyteHTUdpmkaums)

Authentication Method Configuration

Client | Methods
console | local r

telnet local

hitp local

Command Authorization Method Configuration

Client | Method | Cmd Lvl | Cfg Cmd
0

console |no v

telnet ‘no -] o

Accounting Method Configuration
Client | Method | Cmd Lvl | Exec

console | no v

telnet no v

[ Save ‘ Reset |
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Ha aTtoi cTpaHuue npeacTaBneHbl BO3MOXHOCTM MO HACTpPoMKe MeTOA0B
ayTeHTUrKaLmm nonb3oBaTenemn.

Client (KnveHT ynpaBneHus)
KnveHT ynpaBneHns ans KOTOPOro NpUMEHSOTCA OCTarbHble HACTPOWKN

Method (MeTtoa ayTeHTUdMKaumm)
MeTton ayteHTMdUKaLMM MOXeT ObiTb YCTAHOBMEH B OOHO U3 CreayoLLmX
3HaYEeHUN:
v" No — ayTeHTUdUKaUUS OTKIOYEHA U BXO4 HEBO3MOXEH.
v" Local — ncnonb3oBaTb NnokanbHyo 6a3y AaHHbIX Nonb3oBaTenen Ha
KOMMYyTaTope A5is ayTeHTudmkauum.

v" Radius - wucnonb3oBaTb yganeHHble cepeepbl RADIUS pans
ayTeHTudumKaumm.

v Tacacs — wucnonb3oBaTb yaaneHHble cepBepbl TACACS + ans
ayTeHTudmKaumm.

MeToabl, B KOTOpbIX 3a4e€WCTBOBaHbl YyOaneHHble CepBeEpbI,
ONoKMPYIOTCA NO BPEMEHW, €CnK yaaneHHble CepBepbl OTKMOYEHbl. B aTOM
cnydae Mcnonb3yeTcsa cneayroLwmnn meTtoa,.

Kaxgbin meToa npobyeTcst cnesa HanpaBo A0 Tex nop, noka MeToA
He ofo6pUT N He OTKINOHUT NONb3oBaTenNs.

Ecnv ans nepBrvYHOW ayTeHTUdUKAUMKU UCMOMb3yeTcsa yaaneHHbIN
CepBeEp, PEKOMEHOYeTCA HaCTpOMTb BTOPWUYHYIO ayTeHTUdMKALUIO Kak
«JIOKanbHYO».

OTO NO3BOMUT KIWEHTY YMpaBfeHus BOWTM B CUCTEMY 4epes
nokaneHyto 6a3y gaHHbIX MONb3oBaTenen, ecnv HN O4WH U3 HaCTPOEHHbIX
cepBepoB ayTeHTUdukaLmm He paboTaeT B JaHHbIA MOMEHT.

Command Authorization Method Configuration Help

ABTOpM3aums Yepe3 KOMaHAbl MO3BOMASET OrpaHnMynMTb KomaHgbl CLI,
OOCTYrMHbIE AN Nonb3osaTens.

Tabnuua umeeT OAHY CTPOKY ONS KaXOOro Tumna KMeHTa M KONMYecTBO
CcTONOLOB:

Client
KnueHTt ynpaBneva ana KOTOpOFO I'IpI/IMeHFIIOTCFI OCTalibHble HaCTp0I7IKI/I
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Method

v" No — ABTopu3auus 4epe3 komaHabl OTkMtoyeHa. [lonb3oBaTento
npegocTaBnsgeTcsa Aoctyn Kk komaHgam CLI B cooTBETCTBMM C ero
YPOBHEM NpUBUNErUN.

v Tacacs — Wcnonb3sytoTca yoaneHHble cepBepbl TACACS + ans
aBTOpM3auMM 4Yepe3 kKoMaHabl. Ecnn Bce yaaneHHble cepsepbl
OTKITIOYEHbI, NOSIb30oBaTENO NpeaocTaBnsaeTcs AOCTYN K KoOMaHAam
CLI B cOOTBETCTBMM C €r0 YPOBHEM NPUBMUIETNN.

CMD Lvl
YcTaHoBKa npuoputeTa C YPOBHEM MPUBUIETNMIA BbIE UMK paBHbIM 3TOMY
YPOBHI0. [lonycTuMble 3Ha4YeHMA HaxoaaTcs B guanasoHe ot 0 go 15.

CEG CMD
YcTaHoBKa npuopuTeTa Ans komaHg koHdurypaumm (CFG).

Accounting Method Configuration Help

Pasgen yyeTta nossonseT BaM HacTpoUTb y4eT Ha OCHOBE KOMaHA U exec
(noruH) ydeT no noruHy/naponto.

Tabnuua umeeT OAHY CTPOKY ONS KaXOoro Tuma KiMeHTa M KONMYECTBO
cTONOLOB:

Client
KnueHT ynpaBneHus ons KOToporo NPUMEHSIOTCS OCTalbHbIE HACTPOMKK

Method

v" No - ABTOpM3auMs 4Yepe3 Yy4yeT Monb3oBaTene OTKIOYEHA.
Monb3oBaTtento npegoctaBngeTca foctyn K komadHgam CLI B
COOTBETCTBMM C €r0 YPOBHEM NPUBUNETUN.

v' Tacacs — WcnonbaytoTcs yaaneHHble cepeepbl TACACS +

CMD Lvl
AKTUBaUUs y4eTa C YpOBHEM NPUBUIIEMMI BhILLIE UM PABHLIM 3TOMY YPOBHIO.
JonycTumMble 3HayeHus HaxoaaTcsa B gmanasoHe ot 0 go 15.
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Exec
AKTMBaLMS yyeTa no norvHy/naponto

KHonku
Save (CoxpaHutb). Haxxmute ana coxpaHeHnss U3MEHEeHU

Reset (Copocutb). Haxxmute, 4TOObl OTMEHUTH M3MEHEHUS U BEPHYTH UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.5.4 Security — Switch — HTTPS (Be3onacHocTb — KommyTaTop —
HTTPS)

HTTPS Configuration
Mode | Disabled |
Automatic Redirect | Dizabled
Certificate Maintain | | None |
Certificate Status Switch secure HTTP certificate is presented

Mode (Pexum paboTbl)
YkasbiBaeT Ha paboty B pexume HTTPS. Ecnu Tekywum coeguHeHnem
anaetca HTTPS, ana npumeHeHus pexuma «disabled HTTPS» ceaHc
aBTOMaTn4yeckn 6yaeT nepeHanpasBneH Ha coeguHeHne HTTP.
Bo3mMOXHbIe pexumel:

v Enabled — AkTuBauusa ncnonb3osaHua HTTPS;

v' Disabled — 3anpeT Ha ucnonb3oBaHne HTTPS.

Automatic Redirect (ABToMaTuyeckoe nepeHanpasneHme)

Ykaxunte pexum nepeHanpasnerdns HTTPS. 910 nmeet 3HayeHue TOnbKO B
ToM cny4yae, ecnn BblopaH «HTTPS Mode — Enabled». Korma pexum
nepeHanpasneHus BkrtodeH, HTTP-coeanHeHne OyneT nepeHanpaBreHo Ha
HTTPS-coegmMHeHne aBTOMaTUYECKN.

BHumaHue! Bpaysep MoOXeT He  paspewuTb  onepauuio
nepeHanpaeneHnst n3-3a coobpaxeHun ©OesonacHocTu, ecnu ceptudmkaT
KOMMyTatopa He SBMsieTCsl JOBepeHHbIM ans Opaysepa. B atom cnyyae
HeobxoaMMo uHnumanuanposatb HTTPS-coeqmHeHne Bpy4dHYto.

51



v' Enabled — Bkntountb nepeHanpaenexdne HTTPS;
v Disabled — BbikntounTb nepeHanpasneHve HTTPS

Certificate Maintain (lMogaepxka ceptudukara)

None — He ncnonb3oBaTb cepTuduKaThl;

Delete — Yganutb Tekywmin cepTudnkar;

Upload — 3arpy3utb thann ceptudmkara ¢ paspewieHnem PEM,;
Generate — CreHepupoBaTb RSA cepTudumkar.

AN NI NEAN

Certificate Pass Phrase
®pasa naponk, ecnu ceptTudukaT 3amileH nogobHsIM obpasom.

Certificate Upload (3arpy3ka ceptudukara)

3arpyska cepTtudmkaTa ¢ pacwumpeHmem PEM B kommyTaTop. Pann gormkeH
cogepxaTtb cepTudmKkaT 1 CeKpeTHbIM KoY. Ecnn y Bac Heckonbko dhannos
OTAENbHO, TO UCNonb3ynTe KomaHay B Linux cat my.cert my.key > my.pem
HoctynHa 3arpy3ka yepe3 WEB 6pay3sep nnm yepes cebinky URL.

Certificate Status (CtaTtyc cepTudukara)
Mone oToGpaxkaeT Tekywmm cTaTyc ceptucdmkata. BoamoxHbie cTaTychl:
v' Switch secure HTTP certificate is presented — HTTP cepTudukar

NpUCYTCTBYET;
v" Switch secure HTTP certificate is not presented — HTTP cepTudukaT
He HangeH;
v' Switch secure HTTP certificate is generating — HTTP cepTudukaT
noarotTaBfiBaeTCA. ..
KHonku

Save (CoxpaHuTb). HaxkmuTe ons coxpaHeHus namMeHeHun

Reset (Copocutb). Haxxmute, 4ToObl OTMEHUTb N3MEHEHUS U BEPHYTb UX K
npeablayLmMM cCoXpaHeHHbIM 3HaYeHUsIM.
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9.5.5 Security — Switch — Access Management (BesonacHocTb —
KommyTaTop — YnpaBneHue gocTynom)

Access Management Configuration

[Mode | [Disabled v

[ Delete | Start IP Address T End IP Address [HTTPHTIPS | SNMP | TELNET/SSH
| elete 0.0.00 0.0.00 [} [} O

Add New Entry

Save || Reset

Hactpoiite Tabnuuy ynpaBneHuss QOCTYNOM Ha STOW  CTpaHuue.
MakcumanbHoe konuyectBO 3anucen - 16. Ecim  Tvn  npunoxeHus
COOTBETCTBYET Kakon-nnbo mn3 sanucen ynpaBneHUs OOCTYNOM, OH MONyYnuT
[OCTyn K KOMMYyTaTopy.

Mode (pexxum paboTbl)
v' Enabled — Bkntountb ynpaBneHue 4OCTYNoMm;
v Disabled — BbIkntounTb ynpaBrneHne OCTYNoM.

Delete (Yoanutb)

OTmeTbTe, YTOOBI YyaanuTb 3annck. 3anuck OyaeT yaaneHa npu cnegyloLwem
COXpaHeHuN.

Start IP_ Address (HavaneHbI IP agpec)

OTobpaxaeT cTapToBbI CTapToBLIN IP agpec

End IP Address (KoHeuHbI IP agpec)
OTtobpaxaeT KOHeuYHbI cTapToBbi IP agpec

HTTP/HTTPS (Ooctyn Yyepe3 HTTP/HTTPS)
OTobpaxaeT BO3MOXHOCTb XOCTa Nofy4utb goctyn yepesd HTTP/HTTPS

SNMP (Ooctyn yepe3 SNMP)
OTobpaxaeT BO3MOXHOCTb XOCTa MOMYYUTb OOCTYMN K KOMMYTaTopy 4epes
SNMP

TELNET (Joctyn yepe3 TELNET)

OT1obpaxaeT BO3MOXHOCTb XOCTa MOSyYUTb AOCTYMN K KOMMYyTaTopy depes
TELNET
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KHonku
Save (CoxpaHutb). Haxxmute ana coxpaHeHnss U3MEHeHUN

Reset (Copocutb). Haxmute, 4To6bI OTMEHUTL N3MEHEHUSA U BEPHYTb UX K
npeablayLmMM cCoOXpaHeHHbIM 3HaYEHMSIM.

9.5.6 Security — Switch — SNMP (BesonacHocTb — KommyTtaTtop — SNMP)

9.5.6.1 SNMP-System (SNMP-OCHOBHble HaCTPOMKH)

SNMP System Configuration

Maode Enabled

Version SMMP vZe

Read Community | public

Write Community | private

Engine ID 800007e5017f000001

Ha paHHon ctpaHuue WEB nHTepdenca npeactaBneHbl OCHOBHbIE
HacTpokn SNMP (npoTokon ceTeBOro ynpasreHusi) B cucteme. Yaule
Bcero, SNMP ucnonb3yeTtcst 4ns NofyyYyeHust Kakon nmbo guarHOCTUYECKOW
WHopmaLmmn n3 kommyTaTopa.

Mode (Pexumbl paboThbl)
v' Enabled — nogaoepxka SNMP BkntoveHa;
v Disabled — nogaepxka SNMP oTknoyeHa.

Version (Mcnonb3yemasa Bepcusi SNMP). [Mpotokon SNMP v3 Tpebyet
ayTeHTUduKaLmio Ha ocHoBe xelwunpoBaHus (md5 unu SHA). 3T1o genaet
ucnons3oBaHne SNMP v3 6onee 6e3onacHbIM.

v" SNMP v1;
v" SNMP v2c;
v" SNMP v3.

54



Read Community (CTpoka gns rpynnbl Mnofib3oBaTerfiei ¢ npaBaMy Ha
yTeHUe).

HDonyctumas gnvHa 0 — 255 cumBonos. [lone NpUMEHMMO TOMbKO ecnu
ucnonb3yetcd SNMPv1 nnn SNMPv2c. B cnyvae, ecnu BbibpaH NpOTOKON
SNMPV3, cTtpoka Read Community 6yaeTt cBasaHa ¢ Tabnmueii SNMPv3. B
pornonHeHve k Read Community gns orpaHvMyeHusl noacetM UCTOHMKA
MO>HO MCNONb30BaTh ONpPeAeNneHHbIN Anana3oH agpecos.

Write _ Community (Ctpoka gnsi rpynnbl nosfib3oBaTtesiei ¢ npaBaMu Ha
3anuchb).

HOonyctumaa gnnHa 0 — 255 cumsonos. [lone npuUMEHUMMO TOMbKO ecnu
ucnonb3dyetca SNMPv1 unn SNMPv2c. B cny4yae, ecnu BbibpaH npoTokon
SNMPV3, ctpoka Write Community 6yget csizaHa ¢ Tabnuuen SNMPv3. B
pornonHeHve k Write Community Ons orpaHuM4eHuss NoAceTM WUCTOHMKA
MO>XHO MCNONb30BaTh ONPEAENeHHbIN Anana3oH agpecos.

Engine ID
YkasbiBaet ID SNMPv3. CTtpoka pofmkHa cogepxaTb 4eTHoe uyucro (B

LWecTHaguaTtepnyHom copmate) ¢ konmdectsoM umcp ot 10 go 64, HO BCe
Hynu n Bce -F He ponyckaloTcs K mcnonb3oBaHutoo. MameHeHne Engine ID
npuBeaeT K O4YMCTKE CMMCKa NoKanbHbIX Nonb3oBaTenen.

9.5.6.2 SNMP-TRAP

Trap Configuration

Global Settings

[Mode | [Disabled ~] |

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

Ha paHHon ctpaHuue WEB uHTepdenca npeacTtaBneHbl HacTponkun SNMP
Trap.

"moBanbHbIe HACTPOWKN:
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Mode (Pexum paboTtbl ¢ SNMP Trap)
v' Enabled — BkntoyeHbl onepauun ¢ SNMP Trap;
v" Disabled — oTkntouyeHbl onepauun ¢ SNMP Trap.

HacTponku
Name OTobpaxaeT nmsa HasHavyeHus SNMP Trap.

Enabled (Pexum padotel ¢ SNMP Trap). BkntoueHo (Enabled) / BeiknioveHo
(Disabled).

Version (Bepcua SNMP Trap). [JocTynHble Bepcum:

v" SNMPvV1;
v" SNMPvZ2c;
v" SNMPvV3.

Destination Address (Aapec HasHa4eHns SNMP Trap).

3pecb oToOpaxkaeTcsi AencTBUTENbHbIV IP agpec B OecATUYHOM Buae C
ToYKamu (X.y.zZ.w) nnu AevcTBUTeNbHOE MMs XocTa (CTpoka us andasuta A-
Za-z), undp 0-9, Touku(.) n Tnpe (-)). Ona IPv6 agpec ykasaH B 128-6utHom
Buge (8 nomenm pAnMHOM OO0 4eTbipex LWeCcTHaguaTepuyHbix umudpp C
AsoeTouneM, pasgensowmm kaxgoe none (:). Hanpumep, 'fe80 :: 215: c5ff:
fe03: 4dc7").

Destination Port (nopt Ha3HayeHna SNMP Trap).

Mone oTobpaxkaeT nopt Ha3HadeHns SNMP Trap. SNMP Agent oTnpaBnsieT
SNMP coobueHre yepe3 3TOT nopT. JonycTumbIi Auana3oH BblIOpaHHbIX
noptoB 1-65535.

KHonku

Add New Entry (Job6aBuTb HOByl 3anucb). HaxmuTe, 4TobObl [06aBUTH
HOBYIO 3anuChb.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UISMEHEHUN

Reset (Copocutb). Haxxmute, 4ToObl OTMEHUTL N3MEHEHUS U BEPHYTb UX K
npeablayLLmMM CoXpaHeHHbIM 3HaYeHMSIM.
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SNMP Trap Configuration

Trap Config Name

Trap Mode Disabled ~
Trap Version SNMP v2c ~
Trap Community Public

Trap Destination Address

Trap Destination Port 162

Trap Inform Mode Disabled ~
Trap Inform Timeout (seconds) | |3

Trap Inform Retry Times 5

Trap Probe Security Engine ID | Enabled

Trap Security Engine 1D

Trap Security Name MNone

SNMP Trap Event

System [ Clwarm Start Llcold Start
Link up ®none O specific O all switches
Interface [I*Link down ® none O specific O all switches

LLDP ® none O specific O all switches
Authentication | [ ]* []SNMP Authentication Fail

Switch O~ Oste CTRMON

[etanbHasa HacTponka SNMP Trap.
Trap Config Name (Ums koHdurypaumm SNMP Trap).

lMone, B KOTOPOM 3afaeTcs UMsA ANg HacTpaumBaemon koHdurypaumm SNMP

Trap. Jonyctumoe nmsa 1 — 32 cumeona ASCII.

Trap Mode (pexxum paboTtsl SNMP Trap)
v" Enabled — BkntoYeHo;
v"  Disabled — BbIkno4eHo.

Trap Version (Bepcusa SNMP Trap). [JocTynHble Bepcuu:
v SNMPV1;
v SNMPv2c;
v SNMPv3.

Trap Community (Ctpoka goctyna npu otnpaske SNMP Trap)
Honyctumas anuHa 0 — 255 cumeonos ASCII.
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Trap Destination Address (Agpec HazHauyeHuss SNMP Trap)

3aecb MmoxeT OblTb yka3aH AencTBuTeNbHbIN |IP agpec B gecATMdyHOM Buge ¢
ToYkamu (X.y.z.W) nnv OeicTBUTENbHOE NMsI XOCTa (CTpoka u3 andasuta A-
Za-z), umdpp 0-9, Touku(.) n Tnpe (-)). Ansa IPv6 agpec aomkeH ObiTb yKasaH B
128-6utHom BuAe (8 nonen ANUHOM A0 YeTbIpex LWecTHaguaTepuYHbIX Ldp
C ABoeTouMEeM, pasgensowmum kaxgoe none (:). Hanpumep, 'fe80 :: 215: c5ff:
fe03: 4dc7').

Destination Port (nopT HasHauyeHnss SNMP Trap).

Mone 3apaeT nopT HasHadeHuns SNMP Trap. SNMP Agent otnpasnset
SNMP coobueHre yepe3 3TOT nopt. JonyCTumbii Ananas3oH BblIGpaHHbIX
noptoB 1-65535.

Trap Inform Mode (Pexum pabotel SNMP Trap Inform)
v' Enabled — Bknto4eHo;
v Disabled — BbIKMto4eHO.

Trap Inform Timeout(seconds)
Mone, B kKOTOpOM 3apjaeTcsd BpemeHHON mHTepBan and SNMP Trap Inform.
HocTtynHble 3HaveHns 0 — 2147 (cek).

Trap Inform Retry Times (Konuyectso nostopeHnn SNMP Trap Inform)
Mone, B KOTOPOM 3agaeTcsa KONMYECTBO MOBTOPHbLIX oTnpasneHun SNMP
Trap Inform. JocTynHble 3Ha4eHus 0 — 255.

Trap Probe Security Engine ID (MpeHTudukatop noacucTemsl
©esonacHocTu SNMP Trap, pexum paboThbl)

v" Enabled — BkIoYeHo;

v' Disabled — BbikntoyeHo.

Trap Security Engine ID (WgeHTudmkatop noacucteMbl ©e30macHOCTU
SNMP Trap)

SNMPv3 otnpaenaet SNMP Trap u SNMP Informs nakeTbl ucnonssyss USM
ans ayteHTudukaumm n cobniogeHusa KoHduaeHumanbHocTu. [Ons Takux
SNMP Trap ucnonb3yeTcs yHukanbHbll Engine ID. Ecnu «Trap Probe
Security Engine ID» BkmoyeH, uaeHTudukatop 6Oygetr npoBepsATbes
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aBTomaTmyecku. B npoTmBHOM cnyyae wucnonb3yetca wuaeHTudukaTop,
yKkasaHHbli B 9TOM none. CTpoka JOMmKHa cofepxaTb 4YeTHoe uucno (B
wecTHaguatepmyHom copmate) ¢ konuvectsom umdp ot 10 go 64, Ho Bce
Hynu u Bce -F He gonyckatoTcs.

Trap Security Name (Umsa 6e3onacHoct SNMP Trap)

Mone cogepxnt SNMP trap security name. SNMPv3 ncnone3yet USM ans
ayTeHTudumkaumm n cobnogeHms KoHpraeHUManbHOCTU. YHUKanbHoe UMs
Heobxoammo ana SNMP Trap u SNMP Inform, ecrniv oHW BKITHOYEHBI.

System (OcHoBHble HAacTpoOWKK MHTepdelcHbIX rpynn SNMP Trap)
Warm Start — BkntoyaeT/oTknoyaeT «tennbiny ctapt ana SNMP Trap;
Cold Start — BkntovaeT/oTKMNO4aeT «xonogHbii» crapt ansg SNMP Trap.

Interface (MHTepdpenc). MNMone copepxut HacTpomnku, nossonswwme SNMP
reHepupoBatb SNMP Trap npu owunbkax B ayTeHTUdMKauun. [JoCTynHble
pexXumbl:

v' Link Up — BkntounTb/Bbikntounts Link Up Trap;

v' Link Down — BkntounTb/BblknioumTb Link down Trap;

v' LLDP — Bkntoumntb/BbikntounTts LLDP trap.

Authentication (AyTeHTudUKaums)
Mone aktuBupyeT reHepaunto SNMP Trap npu npoueccax ayTeHTudukaumm.
Switch
Mone aktuBupyeT reHepauunto SNMP Trap npu aktusHom STP n RMON
v' STP — BkniovaeT/BbikntoyaeT reHepauuio SNMP Trap npu akTUBHOM
STP;
v" RMON - Bknoyaet/Bbiknodaetr reHepaumio SNMP  Trap npwu
aktueHoM RMON.

KHonku
Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UISMEHEHUN

Reset (Copocutb). Haxxmute, 4ToObl OTMEHUTL N3MEHEHUS U BEPHYTb UX K
npeablayLLmMM CoXpaHeHHbIM 3HaYeHMSIM.
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9.5.6.3 SNMP-Community (Tabnuua cTpok coctosiHum goctyna SNMP)

SNMPv3 Community Configuration

Delete | Community | Source IP | Source Mask
] public 0.0.00 0.0.0.0
] private 0.0.00 0.0.00

Add Mew Entry Save | | Reset

Ha paHHon cTpaHnue WEB wuHTepdenca npeacTtaBfieHbl HaCTPOWKK
Tabnmubl Community gns SNMPVv3 (ecnu akTUBHO).

Delete (Yoanutb).
Heobxoaumo OTMeTUTb rankon, ecnu MnraHWpyeTcs yAaanuTb 3anucb W3
Tabnuubl Npy cneayowem CoOXpaHeHNN.

Community (CTpoka cocTosiHua goctyna).

OTobpaxaeT CTPOKy cocTosiHMA gocTyna. [Jonyctumas gnuHa ctpokm 1- 32
cuvBona ASCIl. [aHHas cTpoka 6yameT cumtatbest Security Name w
oTobpaxaTb SNMPv1 / SNMPv2c cTpoky.

Source IP (IP agpec ucto4Huka)

Otobpaxaetr |IP agpec wucTtoyHmka poctyna SNMP. OnpegeneHHbIN
Onanas’oH aapecoB WCTOYHMKA MOXET WCMONb30BaTbCs ON1s1 OrpaHuYeHus
NOACEeTU UCTOYHMKA B COMETaHUM C MaCKOW MCTOYHMKA.

Source Mask (Macka nogceTvn UCTOYHUKA)
OTobpaxaeT macky nogceTu uctovHuka goctyna SNMP.

KHonku

Add New Entry (Jo6aBuTb HOByl 3anucb). Haxmute, 4Tobbl [0GaBUTH
HOBYHO 3anuceb.

Save (CoxpaHuTb). HaxkmuTe ons coxpaHeHus n3mMeHeHun
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Reset (Copocutb). Haxmute, 4ToObl OTMEHUTL N3MEHEHUS U BEPHYTb UX K
npeabiayLWmMM COXpaHeHHbIM 3HaYEHUSIM.

9.5.6.4 SNMP-User (Hactpoika nonb3oBatensa SNMP)

SNMPv3 User Configuration

Delete Engine ID Name Level Protocol Protocol | P

‘ User ‘ Security Authentication ‘ Authentication ‘ Privacy | Privacy
B >
r d

"
d

O 800007e5017£000001 default_user NoAuth, NoPriv Mone Mone MNone

MNone

Add New Entry Save | Reset

Ha pgaHHoi cTpaHuue WEB nHTepderica npegctaBneHa BO3MOXHOCTb TMOKO
HacTpouTb nonb3oBatenen ang SNMPv3. Kniovyamn 3anncu 6yayT sBnsATbes
Engine ID n User Name.

Delete (Yoanutb).
Heobxoaumo OTMeTUTb rankon, ecnu MnraHWpyeTcs yaanuTb 3anucb U3
Tabnuubl Npy cneayoLwemM CoOXpaHeHUN.

Engine 1D
Ctpoka pJorkHa cogepxaTb YeTHoe u4ucrno (B LecTHaauaTepuyHoOM

dopmate) ¢ konuyectsom undp ot 10 go 64, HO BCe Hynu u Bce -F He
ponyckaroTcs.

Apxutektypa SNMPV3 npegnonaraet uCNonb3oBaHWe MOAEnu
BesonacHOCTM Ha OCHOBe pasfeneHus npas gocTyna nonb3osartenen (USM)
AN 3aWwuTbl cooOLWEeHnA 1M mogenb ynpaBreHWs AOCTYNOM Ha OCHOBEe
npeactasnexHuit (VACM) ons KOHTpons 4ocTyna.

Ona 3anncn USM usmUserEnginelD 1 usmUserName ssnsioTcs
kntodamu 3anucun. B npoctom areHTe usmUserEnginelD Bcerga sBnsietcs
co6CTBEHHBIM 3Ha4YeHnem snmpEnginelD aToro areHTa.

OTO 3HA4YeHWe Takke MOXET NpuHUMaThb 3HadveHve snmpEnginelD
yaaneHHoro mexaHuama SNMP, ¢ KOTOpbIM 3TOT Morib3oBaTeNb MOXeT
obwartbca. [Opyrumm cnosamu, ecnv Engine ID nonb3oBaTens paBeH
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I/I,El,eHTI/Id)MKaTODy System ID, TO 9TO noKanbHbIA MONnb3oBaTesNb;, B
NPOTUBHOM Clly4vae 3TO yﬂaﬂeHHbIVI nonb3oBaTeslb.

User Name (Mmsa nonb3oBartens)
CTtpoka, waeHTMdMUMpyOWas uMms nonb3oBaTens. [[onyctumas AnuHa
ctpoku 1 — 32 cumeona ASCII.

Security Level (YpoBeHb 6e30nacHOCTH)
Mone copepxuT mogenun 6e30MacHOCTU, K KOTOPOW OOMKHa NpuUHagnexaTb
3annco.
v" NoAuth, NoPriv — HeT ayTeHTUUKaunm / HeT KOHMUAEHUMANBHOCTY;
v" Auth, NoPriv — ayTeHTUdUKauus / HeT kKoHUAEHUMANbHOCTY;
v' Auth, Priv — ayTeHTudMKaLus / KOHUAEHUNANBHOCTb.

3HaueHns YPOBHA 06e30nacHOCTU HeNb3si U3MEHWUTb, ecnn 3amnucb yxe
cyuwlecTtByeT. OT0 03Ha4yaeT, 4YTO Heobxoaumo y6e/J,VITbCF|, YTO 3Ha4veHue
YCTaHOBJ1EHO NpaBUIibHO.

Authentication Protocol (IMpoTokon ayteHTudmkaumm)
Mone copgepXuT NpPOTOKON ayTeHTUdUKaumMn, KOTOpblIA  UCMOMb3yeT
KOHGUrypmpyemasi 3anncb. [JoCTynHbl criegyouime npoToKosbI:

v" None — NpoToKon ayTeHTUdMKALNM HE NCMONb3YeTCS;

v' MD5 — ucnonbsayeTcsa npotokon MD5 ans ayteHTudukaumm;

v' SHA — ncnonb3ayeTcs npoTokon SHA ans ayteHTudukauum.
Authentication Password (Maponb gns ayteHTudmkaumm)
Ona ayteHTudpukauumn ¢ ucnonb3oBaHveM npoTokona MD5 anuHa napons
coctaBnseT oT 8 oo 32 cumsonos. [Ina ayTeHTUdMKaLumM ¢ UCNonb3oBaHUEM
npotokona SHA gnvHa napons coctaBnsieT oT 8 o 40 cumsonos ASCII.

Privacy Protocol (MpoTokon koHUaeHUNaNbHOCTK)
v" None — npoTokon KoHUAEHLMANbLHOCTA HE UCTONb3YeTCs;
v" DES - ncnonb3yeTcsi NpoTokon koHdmaeHumansHoctn DES.

Privacy Password ([Naponb koHpmnaeHUMansHoOCTH)
Honyctumas anvHa 8 — 32 cumeona ASCII.

KHonku
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Add New Entry (JoGaButb HOBYyt 3anucbk). Haxmute, 4tobbl gob6aBuTb
HOBYHO 3anuce.

Save (CoxpaHutb). Haxxmute ana coxpaHeHnst U3MEHEeHU

Reset (Copocutb). Haxmute, 4To6bI OTMEHUTL N3MEHEHUS U BEPHYTb UX K
npeablayLmMM CoOXpaHeHHbIM 3HaYEHMSM.

9.5.6.5 SNMP-Groups (SNMP-I'pynnbl)

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
| v public default_ro_group
] vi private default_rw_group
] vac public default_ro_group
] viac private default_rw_group
| usm default_user default_rw_group

Add New Entry Save | | Reset

Ha paHHon ctpanuue WEB wnHTepdenca npeactaBneHsl BO3MOXHOCTM MO
HacTponke Tabnuubl rpynn SNMPv3.

Delete (Yoanutb).

Heobxogumo OTMeTUTb rankow, ecnu nnaHupyeTcs yaanuTb 3anncb K3
Tabnuupbl Npu cregyoLwem CoXpaHeHun.

Security Model (Mogenb 6e3onacHocTn)
v' vl — 3apesepBupoBaHo anss SNMPv1;
v' v2c — 3apesepBupoBaHo anss SNMPv2c;
v USM — mogenb 6e3onacHOCTU Ha OCHOBE Mofb30oBaTene.

Security Name (Ctpoka umeHm)
Ctpoka oTobpaxaeT UMsi, KOTOPOMY NPUHAANEXUT 3Ta 3anuck. JonycTumas

anuHa 1-32 cumona ASCII.

Group Name (Mms rpynnbl)
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Ctpoka, wuvageHTudMUMpyOWas WUMSA  pynnbl, K KOTOPOM  AOSKHA
npuHaanexartb aTa 3anuck. lonyctumasn anuHa 1-32 cumsona ASCIL.

KHonkn

Add New Entry (Jo6aBute HOByt 3anucbk). Haxmwute, 4ytobbl gobaBuTb
HOBYIO 3aMuChb.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHUs UISMEHEHUI

Reset (Copocutb). Haxxmute, 4ToObl OTMEHUTL N3MEHEHUSA U BEPHYTb UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.5.6.6 SNMP-Views
SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree
| default_view | included | w h

Add New Entry Save | | Reset

Ha paHHon cTtpaHnue WEB wuHTepdenca npefcTaBneHbl HaCTPOWKM
Tabnuubl NpeacTaBneHs.

Delete (Yoanutb).
Heobxogumo OTMeTUTb rankon, ecnv MnraHupyeTcs yaanuTb 3anucb U3
Tabnuubl Npu crnegyLwem CoOXpaHeHUN.

View Name (Mima npeacraBneHus)
Ctpoka, oTobOpaxatwas uMsi MpeacTaBneHus, KOTOPOMY  [OJDKHA
npuHaanexartb 3anuce. Jlonyctumas anuHa 1-32 cumeona ASCII.
View Type (Tun npeacTtaBneHns)
v"Included — BkntoYeHHbIE B AEPEBO 3aMNNCY;

v' Excluded — uckntoyeHHble 13 aepesa 3anucu.

OID Subtree (OID cybaepeBo)
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HOonyctumaa pgnuHa OID 1-128. [onyCTUMbIM COOEPXUMbIM  SABASIETCS
LMdPOBON HOMEP UMK 3BE304KA.

KHonkn

Add New Entry (Jo6aBute HOByt 3anucbk). Haxmwute, 4ytobbl gobaBuTb
HOBYIO 3aMuChb.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHUs UISMEHEHUI

Reset (Copocutb). Haxxmute, 4ToObl OTMEHUTL N3MEHEHUSA U BEPHYTb UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.5.6.7 SNMP-Access (SNMP-focTyn)

SNMPv3 Access Configuration

Delete | Group Name [ Security Model | Security Level | Read View Name | Write View Name
[} default_ro_group any  NoAuth, NoPriv default_view |« MNone v
] default_rw_group any  NoAuth, NoPriv default_view | w default_view | v

Add New Entry Save | | Reszet

Ha pgaHHou ctpaHuue WEB uHTepdelica npeacraBneHbl HACTPOWKK AocTyna
ansa SNMPv3.

Delete (Yoanutb).

Heobxoanmo OTMETUTb rankon, ecnv MnnaHupyeTcs yaanuTb 3anucb U3
Tabnuubl Npu crnegyLwem CoOXpaHeHUN.

Group name (Mpynnosoe Mms)
Ctpoka, cogepxaliasi rpynnoBoe WMsi, KOTOPOMY MPUHAANEXUT 3arnucb.

Honyctumas gnuHa 1-32 cumsona ASCIL.

Security Model (Mogenb 6e3onacHocTm)
v' Any — niobasi Mmogenb 6yaeT npuHsTa (v1/v2c/usm)
v1 — 3apesepBupoBaHo ong SNMPv1;
v2c — 3ape3epBupoBaHo ansa SNMPv2c;
USM — mogenb 6e30nacHOCTU Ha OCHOBE MOJSib30BaTENEN.

AR
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Security Level (YpoBeHb 6e30nacHOCTH)
Mone copoepXxuT Moaenun 6e30MacHOCTU, K KOTOPOW OOIMKHA MpUHannexaTb
3anuce.
v" NoAuth, NoPriv — HeT ayTeHTUdmKaunm / HeT KOHUAEHLNANBHOCTY;
v" Auth, NoPriv — ayTeHTUdUKauus / HeT KOHPUAEHUMANBHOCTY;
v' Auth, Priv — ayTeHTUdMKauus / KOHUAEHUNANBHOCTb.

Read View Name (Mmsa npeacTaBneHnsi Ha YTeHue)

Wwma npeacrasneHusa MIB, onpegenstoiwiee o6vektel MIB, onsa KoTopbix 3T0T
3anpoc MOXET 3anpalunBaTth TeKyLlmne 3HadeHus. [lonyctumas gnvHa cTpokm
- o1 1 po 32, cumeonel ASCII ot 33 go 126.

Write View Name (Mma npeactaBneHus Ha 3anuce)

Nwmsa npeacraBneHus MIB, onpegensitowlee o6bektol MIB, Ans KoTopbix 3T0T
3anpoc MOXET 3anpalunBaTth TeKyLLMe 3HadYeHus. [jonycTtumasl anmnHa CTpoKu
-oT 1 go 32, cumsonsbl ASCIl ot 33 go 126.

KHonkn

Add New Entry (Job6aBuTb HOByl 3anucb). HaxmuTe, 4TobObl [06aBUTH
HOBYIO 3anuchb.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UI3MEHEHUN

Reset (Copocutb). Haxmute, 4ToObl OTMEHUTL N3MEHEHUSA U BEPHYTb UX K
npeablayLLmMM CoOXpaHeHHbIM 3Ha4YEeHUAM.

9.5.7 Security - Switch — RMON (MpoTokon AUCTaHUMOHHOIO
MoHuTopuHra RMON)

9.5.7.1 RMON - Statistics (RMON — Tabnuua cTaTUCTUKK)
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RMON Statistics Configuration

Delete | ID | Data Source
Delete 1361212211 0

Add New Entry Save | | Reset

Ha paHnHOM cTpanvue WEB wuHTepdenica npeactaBneHbl HaCTPOWKU
NpoToKoNa ANCTaHLMOHHOro ceteBoro MoHutopmHra RMON.

Delete (Yoanutb).
Heobxogumo OTMeTUTb rankow, ecnu nnaHupyeTcs yaanuTb 3anncb K3
Tabnmubl Npu creayoLwem CoXpaHeHUN.

ID (MoeHTndwnkaTop)
Mone coaepxuT naeHTndmnkaTop Bxoga B gnanasoHe ot 1 oo 65535.

Data Source (McTo4HMK aaHHbIX)

Mone oTobpaxaeT ID nopTa, 3a KOTOPbIM OyAeT BECTUCH MOHUTOPUHT. Ecnu
KOMMYTaTop HaxoguTcsi B CTeKe, TO K 3Ha4YeHuW Heobxoammo AoGaBuTb
1000*(ID kommyTatopa-1), Hanpumep, ecnu nopT 5 kommyTatopa Ne 3, TO
3HayeHue bygeT 2005

KHonku

Add New Entry (JoGaButb HOByt 3anucbk). Haxmwute, 4tobbl gobaBuTb
HOBYIO 3amnucChb.

Save (CoxpaHuTb). HaxkmuTe ona coxpaHeHus nsmMeHeHun

Reset (CopocuTb). HaxxmuTe, 4TOOLI OTMEHUTHL U3MEHEHUST U BEPHYTL UX K
npeablayLmMM COXpaHeHHbIM 3Ha4YEHUAM.

9.5.7.2 RMON - History (RMON - Tabnuua c ncrtopmen pa6orsi RMON)
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RMON History Configuration

Buckets

Delete ‘ ID ‘ Data Source Interval Buckets Granted

Delete 1361212211 0 1800 50

Add New Entry Save | Reset

Ha paHHon ctpaHuue WEB wuHTepdelica npencraBneHbl WMHCTPYMEHTHI
poctyna k Tabnuue ¢ nctopmert pabotsi RMON.

Delete (Yoanutb).
Heobxoanmo OTMETUTb rankon, ecnv nnaHupyeTcs yaanuTb 3anucb U3
Tabnuubl Npu crnegyoLweMm CoXxpaHeHuN.

ID (MoeHTndwnkaTop)
Mone coaepXxuT naeHTndmnkaTop Bxoga B gnanasoHe ot 1 oo 65535.

Data Source (McTo4YHMK AaHHbIX)

Mone oTobpaxaeT ID nopTa, 3a KOTOPbIM OyAeT BECTUCH MOHUTOPUHT. Ecnu
KOMMYTatop HaxoguTcs B CTeKe, TO K 3Ha4yeHuo Heobxogmmo AobasuTb
1000*(ID kommyTatopa-1), Hanpumep, ecnu nopT 5 kommyTaTtopa Ne 3, TO
3Ha4veHune 6ypet 2005

Interval (BpemeHHOM nHTEpBan)

Mone cogepXut BpeMEHHOW NHTepBan B CekyHAax Ans BbIOOPKU AaHHbLIX U3
uctopuun pabotel RMON. HdocTynHble 3HayeHusa 1 — 3600 cek. 3HadveHne no
ymonyanuio — 1800 cek.

Buckets

MMone coaepuT MakcumanbHOe KOMMYEeCTBO 3anncen OaHHbIX, CBA3aHHbIX C
3TOM 3anucblo ynpasneHus ncrtopuen, coxpaHeHHon B RMON. [dwanasoH
coctasnseT ot 1 go 3600, 3Ha4yeHne nNo ymonyaHuto - 50.

Buckets Granted
KonuuecTtBo gaHHbIX, KOTOpPOe OOIMKHO ObiTb coxpaHeHo B RMON

KHonku
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Add New Entry (JoGaButb HOBYyt 3anucbk). Haxmute, 4tobbl gob6aBuTb
HOBYHO 3anuce.

Save (CoxpaHutb). Haxxmute ana coxpaHeHnst U3MEHEeHU

Reset (CbpocuTb). Haxxmute, 4T06bl OTMEHUTE U3MEHEHUSA U BEPHYTb UX K
npeablayLmMM CoOXpaHeHHbIM 3HaYEHMSM.

9.5.7.3 RMON-Alarm (RMON-TpeBora)

RMON Alarm Configuration

. Sample Startup Rising Rising Falling Falling
‘ Delete‘ = ‘ [z ‘ EIELE Type ‘ Value‘ Alarm | Threshold | Index | Threshold | Index

Add New Entry Save | | Reset

Ha paHHoi ctpaHuue WEB uHTepdenca npeactasneHbl MHCTPYMEHTbI Angd
paboTbl C TPEeBOXHbIMU cObbITUAMU RMON.

Delete (Yoanutb).
Heobxogumo OTMeTUTb rankon, ecnu nraHupyeTcs yAaanuTb 3anucb W3
Tabnuubl Npy cneayowem CoXpaHeHN.

ID (UpgeHTndukatop)
Mone cogepXxut naeHTMduUKaTop BXxoga B AnanasoHe oT 1 go 65535.

Interval (BpemeHHOM nHTEpBan)
YKkasblBaeT MHTepBan B CeKyHAax [Ans BblOOpKM M CpaBHEHWs nopora
HapacTaHua 1 cnaga. [nanasoH coctaBnsget ot 1 go 2 A 31-1.

Variable (MNepemeHHbIe)
YKa3blBaeT KOHKPETHYH MNEpPEeMeEHHyl Ana  BblOOpPKM, BO3MOXHble
nepemMeHHbIe;
v" InOctets — OO6llee KONMMYECTBO OKTETOB, MOSyYEHHbIX Ha
UHTepdence, BKNOYas CUMBOSbI KAAPUPOBAHUS;
v"InUcastPkts — KonnyectBo ogHOagapecHbIX NakeToB, AOCTaBMEHHbIX
no npoTokony 6onee BbICOKOrO YPOBHS;
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v"InNUcastPkts — KonuyecTBO MHOroagpecHblX W MHOroagpecHbiX
NakeToB, AOCTaBMNEHHbIX NO NPOTOKONY Bonee BbICOKOro YPOBHS;

v" InDiscards — KonunyectBo BXOAsIlUMX NaKeTOB, KOTopble
oTOpacbIBalOTCSA, AaXe €CNN OHN HOPMaribHbIE;

v" InErrors — KonnyecTBo BxoAsSLMX NaKkeToB, KOTOPble coaepXanu
ownbkM, nNpenaTcTBYOLUIME WX [OCTaBke B nNpoTokon Oonee
BbICOKOIO YPOBHS;

v" InUnknownProtos — KOnnM4yecTBo BXOASILLMX NAKETOB, KOTOPble Obinu
OTOpOLWEHbl  U3-3a  HEU3BECTHOTO WUNKM  HenogAaepXMBaemoro
NPOTOKONa;

v" OutOctets — KonnyecTBo OKTETOB, NepeaaBaeMblx BHe NHTepdeiica,
BKIMOYas CUMBOSbI Ka4PUPOBaHMS;

v" OutUcastPkts — KonunyectBo oOHOaApecHbIX MakeToB, KOTopble
3anpawuBaloT nepegady;

v" OutNUcastPkts — KonunyectBo MHOroagpecHblX M MHOroagpecHbIX
nakeToB, KOTOPbIE 3anpallnBaloT nepeaayy;

v" OutDiscards - KonnyectBo wucxodsdWUX MNakeToB, KOTopble
oTOpacbIBalOTCH, €CNu NakeTbl HOPMarnbHbIE;

v" OutErrors — Konnyectso ncxogsimx nakeToB, KOTOpble He yAanochb
nepegartb u3-3a owmnobok;

v' OutQLen — [invHa o4yepeamn UcxodsLumx nakeToB (B NakeTax).

Sample Type (Tun BoIGOpPKM)
MeToz BbIGOpKM BbIGPAHHOW NEPEMEHHOW U BLIYMUCIIEHUS] 3HAYEHUSI OIS

CPaBHEHWS C MOPOTrOBbIMU 3HAYEHWSIMU, BO3MOXHbIE TUMbI BEIGOPKN:
v' Absolute — Hanpsimyto;
v Delta — paccuntath pasHuuy mexay obpasuamm (Mo yMonyaHuio).

Value (3HaueHue)
3HaveHue CTaTUCTUKM 3a NocneaHni nepmog BelGOPKU.

Startup Alarm (TpeBoxHoe coobLieHre npu 3anycke)

MeTtog BbIGOpKM BbI6paHHOIZ nepemeHHoﬁ N Bbl4YUCINEHUA 3Ha4YeHuda Onsd
CpaBHeHUA C nNoporoBbiMn 3Ha4eHNAMU, BO3MOXHblI€ TUNMbI BbI60pKI/IZ
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v' RisingTrigger — TpeBOXHOe coo0bLleHNe, korga nepBoe 3HauveHue
fornbLue, Yem MOPOr HapacTaHus;

v' FallingTrigger — TpeBoxHoe coobuweHne FallingTrigger, korga
nepBoOe 3HaYeHNe MeHbLLE nopora NageHus;

v" RisingOrFallingTrigger — TpeBoxHoe cooblleHne, korga nepsoe
3HayeHve bonblue, YeM NOpOr HapacTaHUsa UM MeHbLUe, Yem Mopor
cnaga (No ymonyaHuio).

Rising Threshold (MoBbiweHne nopora)
MoBbIWeHne NOPOroBoro 3HaveHus (-2147483648-2147483647).

Rising Index (MHaekc pocTa)
HocTtynHble 3HayeHns 1 — 65535

Falling Threshold (Mopor nagexus)
3Ha4veHune nopora nageHus (-2147483648-2147483647)

Falling Index (MHaekc nageHns)
[ocTtynHble 3HavyeHns 1 — 65535

KHonkn

Add New Entry (Job6aBuTb HOByl 3anucb). HaxmuTe, 4TobObl [06aBUTH
HOBYIO 3anuchb.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UI3MEHEHUN

Reset (CbpocuTb). Haxxmute, 4TOObI OTMEHUTE U3MEHEHUS U BEPHYTb UX K
npeablayLmMM CoOXpaHeHHbIM 3HaYEHMSIM.

9.5.7.4 RMON - Event (RMON - Co6biTus)
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RMON Event Configuration
[ Delete | ID | Desc | Type [ Community | Event Last Time |

Add New Entry Save | | Reset

Ha paHHoi ctpaHuue WEB uHTepdenca npeacrasneHbl MHCTPYMEHTbI Angd
paboTbl ¢ XXypHanom cobbituin. MHaekc Bxopa sisngaetcs ID.

Delete (Yoanutb).
Heobxoanmo OTMETUTb rankon, ecnv nnaHupyeTcs yaanuTb 3anucb U3

Tabnuubl Npy crneayoLwem cCoxpaHeHN.

ID (MoeHTndwnkaTop)
Mone coaepXxuT naeHTndmnkaTop Bxoga B gnanasoHe ot 1 oo 65535.

Desc
OnuHa ctpokm ot 0 4o 127, No ymMOnyaHu1Io 3TO NycTas CTpokKa.

Type (Tun)

v None — ofLulee KONMYeCTBO OKTETOB, MONYYEHHbIX Ha MHTepdelice,
BKITHOYas CUMBOJbI KaOPUPOBaHMS;

v Log — KONMMYEecTBO OAHOAAPECHbIX MaKeToB, [OOCTaBlIEHHbLIX MO
NpoToKosy Gornee BbICOKOIro YPOBHS;
v Snmptrap — KONMWYEeCTBO NaKeTOB C  LUMPOKOBELLATENBHOMN

(broadcast) " MHOroagpecHom nepefayen (multicast),
AOCTaBMNeHHbIX MO NPOTOKONY 6oree BbICOKOrO YPOBHS;

v' Logandtrap — KONMMYECTBO  BXOASLMX MaKeETOB, KOTOpble
oTbpackbIBalOTCA, AaXe eCnn nakeTbl HopMarbHbIe.

Community
YkaxuTe 3HayeHne Community npu otnpaske SNMP Trap, onuHa cTpokun ot

0 go 127, no ymon4anuto "public”.

Event Last Time (CobbiTve B nocrnegHni MOMEHT)
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YkasbiBaeT 3HadeHue sysUpTime B MOMEHT, Korga aTa 3anucb cobbiTvs B
nocrnegHun pas reHepupoBana cobbiTue.

KHonkn

Add New Entry (Jo6aBute HOByt 3anucbk). Haxmwute, 4ytobbl gobaBuTb
HOBYIO 3aMuChb.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHUs UISMEHEHUI

Reset (Copocutb). Haxxmute, 4TOObl OTMEHUTH M3MEHEHUS U BEPHYTb UX K
npeablayLWmMM COXpaHeHHbIM 3Ha4YEHUSIM.

9.5.8 Security — Network — Limit Control (BesonacHocTb — CeTb —
KoHTponb orpaHnyeHum)

Port Security Limit Control Configuration Refresh

System Configuration | Stack Global)

Mode Dizabled v
Aging Enabled | []
Aging Pericd 3500 seconds

Port Configuration for Switch 1

Port | Mode | Limit | Action | State [ Re-open
== ] 4 [= [¥]
1 | Disabled | 4 4 | Mone Dizabled
2 | Disabled | 4 4 | Mone Disabled
3 | Disabled | w 4 | Mone Dizabled
A L v bl Fiim skl

Ha paHHOm cTpaHmue WEB wuHTepdeinica npeacTtaBneHbl
HaCTPOWNKM KOHTPONSI OrpaHnM4eHun 6e3onacHoCT! NOPTOB.

OrpaHuyeHMe KOHTPONA MNO3BOMSET OrpaHU4UTb  KONMUYECTBO
nons3oBaTtenen Ha AaHHbIN NOpPT.

MNonb3oBaTtensb naeHTuduumpyeTcs no MAC-agpecy "
naeHTndgukatopy VLAN.

Ecnu gna noprta BKMOYEHO OrpaHUYEHNE KOHTPOIS, OrpaHnyeHne
onpefenseT MakcMMmanbHOe KOMMYecTBO Morb3oBaTernen Ha nopte. Ecnu
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3TO 4YMCMO MNpeBbIEHO, BLINOMNHAETCHA AenctBue. [enctBue MoxeT ObiTb
OLHUM U3 YeTblpeX pasnuyHbiX AeNCTBUI, KaK ONUCAHO HUXeE.
Moagynb koHTponsa orpaHundeHun (Limit Control) uncnonb3yeT

MOZYIb HWKHETO YPOBHS, MOAyNb 6e30macHOCTU NopTa, KOTOpbIV ynpaBnseT
MAC-agpecamu, 3anOMHEHHbBIMM Ha NopTe.
KoHdurypaums Limit Control coctouT ns gByx pasnernos:

v' [Ons cMcTeMbl B LLENOM

v' [ns noptos

CncTemHble HacTpPOKKH

Mode (Pexum paboTbl)

OtobpaxaeT Tekywee cocTosiHne dyHkuum Limit Control. BkntoyeHa nn
rno6anbHO WK1 BbIKMOYEHA.

Ecnn oTknoyeHo rnoGanbHO, TO ApyrMe MoOAynM  MOryT Bce elle
ucnonb3oBatb 6a30BYyH0 (QYHKLMOHANBLHOCTb, HO MPOBEpPKa OrpaHUYEHUN u
COOTBETCTBYIOLUNE AENCTBUSA OTKITHOYEHBI.

Aging Enabled (YcTtapeBaHue BKMOYEHO)
Ecnu aktuBHO, TO 3awuwaemble MAC agpeca nogBepXeHbl YCTapeBaHuio,
nogpo6Hee onucaHo B pa3aene «epuog cTapeHus»

Aging Period (Mepwvoa ctapeHus)
Ecnn ycraHoBneH nar «Aging Enabled», nepuog  crapeHus
KOHTpONupyeTcs 3TUM NapameTpoMm.

Ecnu gpyrme moaynu mcnomnb3yoT 6a3oBbii mopT GesonacHocTu
ansa 3awmtel MAC-agpecoB, OHM MOryT WMMeTb Apyrve TpeboBaHusa K
nepuofdy crtapeHus. badosasa 3awmrta nopta Oyget vcnonb3oBaTb Gonee
KOPOTKUWA 3anpoLUeHHbI Mepuop ycTapeBaHus BCeX MOAYNen, KoTopble
ncnonb3yloT 3TOT napameTp. lNepuoa ctapeHns MoxeT OblTb YCTaHOBIEH B
aunanasoHe ot 10 go 10 000 000 cekyHA.

HacTtpolika nopTos.

Port (Mopr)
Homep nopTa, Kk koTopoMy OyayT NpUMEHEHbI HACTPOWKN HUXE.
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Mode (Pexum paboTbl)

YnpaBsnseT BkntodeHneM Limit Control Ha aTtom nopty. Ons aTtoro, u ang
obwero pexuMa [OMMKHO ObiTb YCTAHOBMEHO 3Ha4YeHue «BknoyeHo»
(Enabled), utobbl dyHKums Limit Control umena acpdexT.

Opyrve mogynu MOryT no-npexHeMy wucnonb3oBaTb 6a3oBble yHKLMMK
©e3onacHocTu nopta 6e3 BkntoyeHua Limit Control ans gaHHoro nopTa.

Limit (OrpaHnyeHune)

MakcumaneHoe  konudectBo MAC-agpecoB, koTopble MOryt  6bITb
3almLLEeHbl HA 9TOM MOpTYy. OTO YMCNO He MOXeT npesbiwaTts 1024. Ecnu
NUMUT NPEBBILLEH, BbINOHAETCH COOTBETCTBYHOLLEE AencTBume (action).

Crtek cospaetcsa ¢ obwum konuvectBom MAC-agpecoB, C KOTOpbIX Bce
nopThbl Mony4arT agpec Kaxabln pas, korga Hoebii MAC-agpec BuaeH Ha
nopTe C BKIoYeHHon dyHKumen Limit Control.

MockonbKy Bce NopTbl OepyTca N3 ogHOro nyna, MOXeT Cy4uTbCs Tak, YTo
CKOH(UIYypPUPOBaHHbBIA MakCMMyM He MOXeT OblTb npegocTaBrieH, ecrnu
OCTaBLUMECS NOPTbI yKe ucnonb3oBanu Bce goctynHele MAC-agpeca.

Action (OencTsue)
Ecnun 3HauveHue orpaHuyeHne (Limit) gocturHyto (1024/nopt), kKOMMyTaTOp
MOXeT NPUMEHUTL O4HO 13 CreayrLmX OENCTBUN:

v" None — He paspeliaTtb AanbHelnwee orpaHndeHne MAC agpecoB Ha
nopTe, HO He NpeanpUHUMAaTL HUKaKNX OeNCTBUIA;

v' Trap — Ecnu Ha nopTty gocturHyt npegen +1 MAC agpec, byget
otnpaBneH naket SNMP Trap. Ecnu yctapeBaHne OTKNIOYEHO,
Oynet oTtnpaBneH oguH nakeT SNMP Trap. Ecnu yctapeBaHue
BKItoveHo, naketel SNMP Trap 6yayT oTnpaBnATbCcA Kaxabli pas,
Korga gocTturHyT npegen MAC agpecos.

v" Shutdown — Ecnu Ha nopTy gocTturHyTt npegen +1 MAC agpec, nopT
Oyget otkniodeH. Mmeetca BBuagy, 4TO BCe 3awwmueHHble MAC
agpeca OyayT yganeHbl u3 Tabnuubl gnsi 9TOro rnoprta, a HOBble
MAC agpeca He cmoryT ObiTb 3anomHeHbl. [daxe ecnu nopT
dusndeckn oTcoeauHeH/coeauHeH kabenem, MOPT OCTaHeTcs
OTKMoYeHHbIM. lMpegycmoTpeHo 3 cnocoba cgenatb MOpT CHOBA
aKTUBHbIM:

o [epesarpysuTb CTaK;
o BbiknounTb/BKNIOUNTL 3aHOBO Limit Control gna nopta nnm
CTOKa;
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o Haxatb kHoMnKy — «Reopen» (OTKpPbITb 3aHOBO).
v’ Trap & Shutdown — Ecnu Ha nopTy gocturHyt npegen +1 MAC
agpec, 6yayT BbIMONHeHbl 06a AeNCTBUS, ONUCaHHbIe Bbile «Trap»
n «Shutdowny.

State (CocTosiHne)
B atom cTonbue oTtobpaxaeTcsi TeKyllee COCTOSIHWME nopTa C BKIHOYEHHOWN
dyHkumen Limit Control. CocTosiHne MOXeT NPpUHUMATb OAHO U3 4 3HAYEHUN:
v' Disabled — dyHkumsa Limit Control oTkntodeHa gns aToro nopTa mnu
OTKMo4YeHa B rnobanbHbIX HACTPOMKaXx;
v' Ready — dyHkuus Limit Control akTuBHa, npegen MAC agpecoB He
OOCTUTHYT;
v" Limit Reached — numut MAC agpecoB AOCTUMHYT;
v" Shutdown — nopT OTKMOYEH ANA AanbHenwero 3anommHaHuns MAC
afpecos.

Re-Open Button (KHonka « OTKpbITb 3aHOBO»)
Ecnu nopt BhIKNIOYEH B crneacTeBne OOCTUrHyToro npegena MAC agpecos,
Bbl MOXeTe OTKPbITb €ro 3aHOBO, HaXXaB AaHHYI KHOMKY.

KHonkn

Add New Entry (JoGaButb HOByt 3anucbk). Haxmwute, 4tobbl gobaBuTb
HOBYHO 3amnuce.

Save (CoxpaHutb). Haxxmute ansa coxpaHeHnst UISMEHEeHUN

Reset (Copocutb). Haxxmute, 4TOObl OTMEHUTL M3MEHEHMSA U BEPHYTb UX K
npeabIayLWmMM COXpaHeHHbIM 3Ha4YeHUsAM.
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9.5.9 Security — Network — NAS (Network Access Server)

Network Access Server Configuration Refresh

System Configuration (Stack Global)

Mode Disabled v
Reauthentication Enabled [l

Reauthentication Period 3600 seconds
EAPOL Timeout 30 seconds
Aging Period 300 seconds
Hold Time 10 seconds

RADIUS-Assigned QoS Enabled |

RADIUS-Assigned VLAN Enabled | []
]
1
2

Guest VLAN Enabled

Guest VLAN ID

Max. Reauth. Count

Allow Guest VLAN if EAPOL Seen

Ha pgaHHon cTpaHnue WEB wuvHTepderica npeacTasrneHbl
HacTponkn |EEE 802.1X u cuctembl ayTeHTudukaumm Ha 6asze MAC
agpecos.

Cranpgapt |EEE 802.1X onpegenser npouegypy KOHTpoONns
gocrtyna Ha ocHoBe nopToB, KoTopas npegoTeBpaLlaeT
HeCaHKLUMOHUPOBaHHbIN OOCTYN K ceTu, Tpebyst oT nonb3oBaTtenen cHadvana
NpefocTaBUTb YYETHbIE AaHHbIE AN ayTeHTUdUKauun.

OOvH unn HecKonbKo LIEHTPanbHbIX CEPBEPOB, AOMOMHUTESNbHbIE
CepBepbl, ONPedensitoT, paspeLleH N Monb3oBaTento JOCTyN K ceTun. JTu
BHyTpeHHMe  cepBepbl (RADIUS) HacTpauBawTCca Ha  cTpaHuue
«Configuration— Security—AAA»

AyTeHTndukaumns Ha 6ase MAC-agpecos nossonsaer
ayTeHTMduumpoBaTb 6ornee OQHOrO MOMb30BaTENs Ha OOHOM U TOM e
nopty u He Tpebyer, 4TOObI Yy nonb3oBaTensd ObIIO YCTAHOBMEHO
cneumanbHoe nporpaMMHoe obecneyeHne kak npy ucnonb3osaHnm 802.1X B
cucteme.

KommyTtatop ucnonbdyer MAC-agpec nonb3oBaTtens  Ans
ayTeHTMdVKaUMM Ha BHYTPEHHEM cepBepe. 3MOoyMbIMEHHVUKA  MOTYT
noameHaTe MAC-agpeca, 4TO genaet NpoBepKYy NOANIMHHOCTU Ha OCHOBE
MAC meHee GesonacHomn, YeM npoBepka noannHHoctn 802.1X.
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KoHcpurypauums cucremol

Mode (Pexum paboTbl)

Enabled — NAS rno6anbHO BKMOYEH;

Disabled — NAS rnobGanbHO BbIKMOYEH (BCEM MopTaM paspelleHa
nepecsbisika penmoB).

Re-authentication Enabled (Bkntountb NOBTOPHYK ayTeHTUMMKALMIO)

Ecnn atoT dhnar ycTtaHoBneH, YCTPOWCTBA, npolwegwune YycrneLHyto
ayTeHTMdVKaumio, MNPOXOAAT  MOBTOPHYH  ayTeHTMdMKaumilo  nocne
WHTepBana, ykasaHHoro B none «Re-authentication Period». lMoBTOpHYtO
ayTeHTMdvKaumio ans noptos ¢ nogaepxkkon 802.1X MOXHO MCMONb30BaTb
Ons  onpefdeneHvs, MOAKMIOYEHO fiM  HOBOe YCTPOWCTBO K  MOPTY
KoMMmyTaTopa.

Re-authentication Period ([Nepvoa noBTOpHOWN ayTeHTUdUKauum)

[daHHoe none onpegenseT nepvog B CeKyHOax Mocrne KOTOpPOro KiMeHT
OOMKeH MpONTM MOBTOPHY ayTeHTudukaumio. [lone akTMBHO, ecnu
ycTaHoBneH cdnar «Re-authentication Enabled». [lonycTumble 3HayeHnss 1 —
3600 cek.

EAPOL Timeout

OnpenensieT Bpems Onst  NOBTOpHOW nepepavn dpenmos EAPOL
naeHTudmrkaropa 3anpoca.

JonycTuMmble 3HayYeHnss HaxogaTcsa B aguanasoHe oT 1 go 65535 cek. 3710 He
BNusieT Ha nopTbl Ha ocHoBe MAC agpecos.

Aging Period (MNepuopg yctapesaHus)
OTOT NapameTp NPUMEHSETCH K CriegyrowmM pexumam padoTel NAS:

v' Single 802.1X

v' Multi 802.1X

v MAC-Based Auth.
Korga moaynb NAS ucnonb3yeT Moaynb 3almTel noptos (Port Security) ans
sawmThl MAC agpecos, Port Security TpebyeT npoBepKy paccmaTpMBaeMoro
MAC agpeca u ocBoboxgaeT pecypcbl, ecrnu He HabngaeTcsi HUKaKoW
aKTMBHOCTM 3a onpefeneHHbIn nepuod. IOTOT Mepuod U ecTb nepuon
yctapeBaHusi. OH MOXeT OblTb YCTaHOBMNEH B Anana3oHe oT 10 go 1000000
CeKk.

78



Ecnu noBTOpHas ayTeHTUdMKaUUa BKNOYEHa U NOPT HAXOAUTCS B
pexume Ha ocHoBe 802.1X, 9TO He TaK KPUTUYHO, TaK Kak yCTpoWcTBa-
couckaTtenu, Kotopble 6onblue He NOAKIHYEHbI K NOPTY, OyayT yaaneHsl npu
cneayroLlen NOBTOPHOW ayTeHTMdUKaumm, 4Yto npmeedeT k cboto. Ho ecrnm
NnoBTOpHasa ayTeHTUUKaUMs He BKIIOYEHa, €AMHCTBEHHbIA  crnocob
ocBobOAMTb pecypcbl KOMMyTatopa — WCMONb30BaHME YCTapeBaHWs
3anucen.

Ona noptoB Ha ocHoBe MAC apgpecHon ayTeHTuduKkaumm
NoBTOpHasa ayTeHTUdMKauua He BbI3bIBAET MPSMON CBA3U  Mexay
KOMMYTaTopoM W KIMEHTOM, NO3TOMY OHa He onpeaenseT, NOAKMIOYEH Nu
KMUEHT NO-NPeXHEMY UNu HeT, N eOUHCTBEHHbIM cnocob ocBo6oaANTb Kakune-
nnbo pecypchbl - CNOMb30BaHME YCTapeBaHUA 3anucen.

HOLD Time (Bpems yaepxxaHus)

OTOT NapameTp NPUMEHSETCH K CrieayrolwmM pexumam padoTel NAS:
v" Single 802.1X
v/ Multi 802.1X
v MAC-Based Auth.

Ecnu knneHTy oTKasaHo B gocTtyne - nubo 13-3a Toro, 4To cepeep
RADIUS oTkasbiBaeT B 4OCTYNE K KNUEHTY, MO0 13-3a UCTEYEHUS BPEMEHU
oxugaHusa 3anpoca k cepepy RADIUS (B cooTBeTcTBMM C TanmayToM,
ykasaHHbIM Ha cTpaHuue «Configuration—Security—>AAA»), - KAWeHT
nepexoaut B coctosHne «Unauthorized». Taimep yoepxaHus He
YYUTBIBAETCS BO BPEMS TEKYLLEN ayTEeHTUMKaLNN.

[ns nopToB Ha ocHoBe MAC agpecHOn ayTeHTMdMKaUum — B 3TOM
pexvMe KoMMmyTatop OyaeT urHopupoBaTb HOBble (PPeMbI, MOCTynaroLwue
OT KIMEeHTa BO BPEMS YAEPXKAHUS.

Bpemsa yagepxaHus MoxeT ObiTb ycTaHOBNeHo B avanasoHe ot 10 go
1000000 cek.

RADIUS-Assigned QoS Enabled
RADIUS-Assigned QoS npefcTtaBnsieT cobon MHCTPYMEHT AN1S ynpaBreHus
Tpacpmkom. CepBep RADIUS pomkeH ObiTb HacTpoeH Ha nepegady
cneuunanbHbIX aTpnbyTtoB RADIUS, YTOOBbI BOCHMOJ1b30BaTbCA
npevmyLLecTBamMmn 3ToN PyHKLNN.

dnar «RADIUS-Assigned QoS Enabled» npegoctaBnsieT GbiCTpbIv
cnocob rnobanbHo BkMounTb / oTkmtounTb RADIUS-Assigned QoS. Ecnim
3TOT cpnar yCcTaHOBIMEH, TO HACTPOWKM OTAENbHbBIX MOPTOB KOHTPOMUPYIOT,
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BkntoyeH nu RADIUS-Assigned QoS ansa atoro nopta. Ecnun atoT donar He
yctaHoBrneH, RADIUS-Assigned QoS oTknoyeH Ha Bcex nopTax.

RADIUS-Assigned VLAN Enabled

RADIUS-Assigned VLAN npegctaBnsetr cobow  MHCTPYMEHT  Onis
LeHTpanu3oBaHHoOro ynpasneHnsa VLAN, B KOTOpPOW 3aKpenneH KIMeHT,
yCneLHOo 3aBepLUMBLUNA NPOLIECC ayTeHTUMKaLUN.

Cepeep RADIUS pomxeH ©OblTb HacTpoeH Ha nepegadvy
cneuuarnbHbIX aTpubyTos RADIUS, 4yTObbI BOCNOS1b30BaTbLCA
npermyLLecTBamMmn 3ToN PyHKLNN.

dnar «RADIUS-Assigned VLAN Enabled» npepoctaBnset
ObicTpbIn cnocob rmobanbHO BkMOYMTL / oTKMouMTL RADIUS-Assigned
VLAN. Ecnu aTOoT donar yCTaHOBMEH, TO HaCTPOWKW OTAESIbHbIX MOPTOB
KOHTponuMpytoT, BknovyeH nu RADIUS-Assigned VLAN gns atoro nopra.
Ecnn atot cdnar He yctaHoBneH, RADIUS-Assigned VLAN OTKNOYEH Ha
BCEX NopTax.

Guest VLAN Enabled
Guest VLAN — ato cneumnansHas VLAN, 06bl4HO C OrpaHUYeHHbIM AOCTYNOM
K C€TU, B KOTOPOW pas3MeLLalTCsl KIMEHThl HE NpoLUeLLme ayTeHTudmkaymio
802.1x. KommyTtatop cobnopgaet psag npasun ang Toro 4tobbl paboTtath C
rocteson VLAN.

®nar « Guest VLAN Enabled » npegocTtaBnsieT GbICTpbIi cnocob
rnobanbHo BkMUUTL / oTkmountb Guest VLAN. Ecnm aT1oT dphnar
YCTaHOBMEH, TO HACTPOMKN OTAENbHbIX MOPTOB KOHTPONUPYIOT, BKNOYEHa Nx
Guest VLAN ans atoro nopta. Ecnu atoT donar He yctaHoBneH, Guest VLAN
OTKINIOYEHa Ha BCeX nopTax.

Guest VLAN ID
OT0 3HaueHve anseTca uaeHtudpumkatopom VLAN noprta, koTopbii Obin
nepemetieH B rocteByto VLAN. [JonycTumele 3HayveHns 1 — 4096.

Max. Reauth. Count (CyeT4Mk MOBTOPHbIX NPOLIECCOB ayTeHTudmkaumm)
KonnyectBo pas, korga KommyTatop nepegaeT openm ¢ MaeHTUNKAaTOPOM
3anpoca EAPOL 6e3 oTBeTa, npexae YeM MEepekuHyTb MOPT B FOCTEBYHO
VLAN, perynupyeTtcsa aTum napameTpom. [AnanasoH BO3MOXHbIX 3Ha4YeHun 1
- 255
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Allow Guest VLAN if EAPOL Seen

KommyTatop 3anomuHaeT, 6bin nu npuHAtT dperim EAPOL Ha nopt B
TeyeHne cpoka Xu3sHu nopta. Kak Tonbko KOMMyTaTop peLumT, noMeLlaTtb v
nopt B roctesyto VLAN, OH CHa4ana npoBepuT, BKAOYEHA UM OTKIHOYEHA
3Ta onuus.

Ecnu aTOoT napameTp OTKMNOYEH (HE OTMEYEH; MO YMONYaHMIo),
KommyTaTtop OygeT nomewaTtb nopT B rocteByto VLAN, Tonbko ecnu dopenm
EAPOL He 6bin nony4eH Ha NnopTe B TEYEHUE CPOKa XM3HM nopra.

Ecnu aToT napameTp BKMOYEH (OTMeYeH hnaxkom), KOMMyTaTop
Oyget paccmaTpmBaTb BO3MOXHOCTb Bxoda B rocteByto VLAN, gaxe ecnu
Ha nopT nony4yeH cppenm EAPOL B TedeHne cpoka Xu3Hu nopTa.

3HayeHne MoxeT OblTb M3MEHEHO TOMbKO B TOM Chny4ae, ecnu
onuusa Guest VLAN BkntoyeHa rnobanbsHo.

Port State Restart

Port | Admin State | RADIUS-Assigned | RADIUS Assigned Guest

QoS Enabled VLAN Enabled | VLAN Enabled
O O

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

[2 R R R,
L L€ €€ <

HacTpowika nopTos.

Port (Mopr)
Homep nopTa, kK koTopoMy OyayT NpUMEHEHbBI HACTPOWKM.

Admin State
Ecnn NAS BknuyeH rMnobnbHO, 3TOT nNapameTp YNpaBnsieT pPeXMMOM
ayTeHTudukaumm nopta. [JocTynHbl cneayroLmne pexvmei:

v' Force Authorized — B aTom pexvume KOMMyTaTop OTNpaBUT OAMH
dppenm EAPOL Success, korga 6yaeT ycTaHOBeHa CBA3b C MOPTOM,
n nobomy KNMEeHTy Ha nopte OyaeT paspelueH JocTyn K ceTn 6e3
ayTeHTudukaumu.

v' Force Unauthorized — B 3ToM pexume KOMMyTaTop OTNPaBUT OAMWH
dperim EAPOL Failure, koraa nosBUTCA COEAUHEHME C MOPTOM, 1
noboMy KIMEHTY Ha NopTy OyaeT 3anpeLleH 4OCTYN K CeTu.

v' Port-based 802.1X — B aToM pexume ayTeHTUdMKALMSA NPOBOAUTCA
C NOMOLLbI0O CepBepoB npoBepkn noannHHoct RADIUS. ®pelimsbl,
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nepegaBaemble MexXay — couckaTenem n KOMMYTaTopOM,
npeactaenaT cobor cneuumanbHble gpenmbl 802.1X, M3BECTHbIE
kak dpenmbl EAPOL (EAP Over LANs). ®penmbl EAPOL
WHKancynupytoT 6nokn EAP  PDU (RFC3748). ®pelimbl,
nepefasaemble Mexagy Kommytatopom u cepBepom RADIUS,
anaoTca  naketamm  RADIUS.  [Maketol  RADIUS  Takxke
WHKancynupytoT 6rnokn EAP PDU BmecTe ¢ apyrumun atpubytamu,
TakMmu Kak IP-agpec kommyTaTopa, UM U HOMep nopTa couckaTens
Ha kommyTaTope. EAP o4eHb rMbok B TOM, 4TO OH Aonyckaet
pasnuyHble mMeToAdbl ayTeHTudumkaumu, Takme kak MD5-Challenge,
PEAP n TLS. Korga ayteHTudukaums 3aBseplieHa, cepsep RADIUS
OTNpaBnsieT chneumarnbHbI NakeT, coaepXawwui ykasaHue o6
yCMELIHOM U HeyaayHOM 3aBepLUeHUU.

Single 802.1X — B ayteHTndukaumm 802.1X Ha H6a3e nopToB, nocne
TOro, Kak KIWEHT-coMUCKaTenb YCnewHo ayTeHTuduumpoBaH Ha
nopTy, Becb MNOPT OTKpbIBAeTcs [ANnd ceTeBoro Tpaduka. ITo
no3BonsieT APYruM KrMeHTaMm, NOAKIIOYEHHbIM K MOpTy (Hanpuwmep,
yepes KOHLeHTpaTop), NOAKMNIOYMNTBLCA K yCneLwHo
ayTEeHTUPULNPOBAHHOMY KITMEHTY U MOMNYyYnUTb JOCTYN K CEeTU, Aaxe
€Cnn  OHW OEeNCTBUTENbHO He ayTeHTMduuMpoBaHbl. YTob6bI
npeogonetb 370 HapylieHue 6Ge30nacHOCTU, UCMONb3YUTE PEXUM
Single 802.1X.

Multi 802.1X — B Multi 802.1X oOnH WM HECKONbKO KIMEHTOB -
couckaTtenen MoryT npoxoauTb ayTeHTUUKauuio Ha OOHOM U TOM
xe nopTy  OOHOBPEMEHHO. Kaxabin KNUeHT-conckaTernb
ayTeHTMdMUMpyeTCa MHOMBMAOYanbLHO M nonagaet B Tabnuuy MAC
agpecoB C Mcnonb3oBaHWeM mMoayns 6esonacHocT nopta. B Multi
802.1X HeBO3MOXHO ucnonb3oBate MAC-agpec BPDU multicast
paccbinkn B kadectBe MAC-agpeca HasHaveHus ans dpenmos
EAPOL, oTtnpaBngembix OT KOMMYyTatopa K KIMeHTy-coucKaTento,
TaKk Kak 3TO MNpuBedeT K TOMy, 4YTO BCE KIIMEHTbI-couckatenu,
NOAKMIOYEHHbIE K MopTy, Oygyr oOTBeyaTb Ha  3anpochl,
OTnpaBfeHHble OT KoMMmyTaTopa. Bmecto atoro kommyTtatop
ucnonb3dyetr MAC-agpec 3anpalwuvBaiowlein CTOPOHbl, KOTOPbIN
nonyyeH u3 nepsoro cppenmos EAPOL Start unu EAPOL Response
Identity, oTnpaBneHHoro 3anpatuvBatoLLet CTOPOHOMN.

MAC-based Auth — ayteHTudumkauma Ha 6a3e MAC agpecoB He
aBnaeTca craHgapTom B otnvune oT 802.1x. [JaHHbin  pexum
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ABNAETCA OTNUYHOM anbTepHaTuBon. [lpu ayTeHTuduKkaumm Ha
ocHoBe MAC-agpeca nonb3oBaTenn HasbiBalOTCA KMEHTamu, a
KOMMYTaTop BbICTyNaeT B KA4eCTBE CoOMCKaTensa OT UMEHMW KITMEHTOB.
HavanbHbin  dperim  (nobon  Tvn  dpenma), OTNpaBfiEHHbIN
KMMEHTOM, OTCIEXMBAETCA KOMMYTaTOPOM, KOTOpbI, B CBOM
oyepenp, ucnonbdyet MAC-agpec KnMeHTa B KayecTBE WUMEHU
nonb3oBaTens v naponsi B nocriegyrowem obmeHe EAP ¢ cepeepom
RADIUS. 6-6antoBbin MAC-agpec npeobpasyeTca B CTPOKYy B
cnegylowen  QOpMeE  «XX-XX-XX-XX-XX-XX», TO eCcTb Tupe (-)
ucnonb3yeTtcs B KayecTBe pasgenuTens Mexay
LecTHaaLaTepmyHbiMy LUndpamm B HWXKHEM peructpe. KommyTtaTop
nogaepXxuBaeT TONMbKO MeToh ayTeHTudmkaumm MD5-Challenge,
noaTomy cepsep RADIUS DOSKeH ObITb HacCTpOeH
cooTBeTCTBYOWUM 06pa3om. lMpenmyllecTBo ayTeHTudumKaumm Ha
ocHoBe MAC-agpecoB Mo CpaBHEHWUO C ayTeHTuduMkaumen Ha
ocHoBe 802.1X 3akntoyaeTcsl B TOM, YTO KNMeHTaM He TpebyeTcs
cneumnanbHoe  MporpamMMmHoe  obecrnieyeHve  ANsE  MPOBEPKU
noanuHHocTn. Hegoctatkom gasnsetca 1o, yto MAC-agpeca moryT
ObITb NOAMEHEHbI 3M0YMbILLSIEHHMKAMMU,

RADIUS-Assighed QoS Enabled
RADIUS-Assigned QoS npeactaBnseT cobon MHCTPYMEHT ANdA ynpaBneHus
Tpacpmkom. CepBep RADIUS pomkeH ObiTb HAcTpoeH Ha nepegady
cneuunanbHbIX aTpnbyToB RADIUS, YTOOBbI BOCIMOJ1b30BaTbCA
npevmMyLLecTBaMmn 3Ton PyHKUMK.

RADIUS-Assigned VLAN Enabled
RADIUS-Assigned VLAN npeactaBnseTr cobol  WHCTPYMEHT  Ans
LeHTpanu3oBaHHOro ynpasneHna VLAN, B KOTOpPOW 3akpenneH KIneHT,
yCneLHOo 3aBepLUMBLINA NPOLIECC ayTeHTUMKaLUN.

Cepeep RADIUS pomkeH OblTb HacTpoeH Ha nepegavy
cneuuanbHbIX aTpubyToB RADIUS, 4yTOGBbI BOCMNOS1b30BaTbCA
npevmyLLecTBamMmn 3ToN PyHKLNN.

Guest VLAN Enabled
Guest VLAN — ato cneymnansHas VLAN, 06bI4HO C OrpaHUYeHHbIM LOCTYNOM
K CeTU, B KOTOPOW pasMeLLaloTCs KIMeHThl He NpoluejLlmne ayTeHTudukaymuio
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802.1x. KommyTtatop cobntogaeTt pag npasun ansg toro 4tobsl paboTtaTh C
rocteson VLAN.

Port State
Tekywee coctosHume nopTta. MoxeT npuvHUMaTb OOHO M3 CreaylLwmx
3HaYeHun:

v" Globally Disabled — NAS nonHOCTbIO OTKIHOYEH;

v" Link Down — NAS BKntoY€H, HO HET COeANHEHMS! Ha MOpPTE;

v' Authorized — NMopT npoLuen aBTopM3aLuto;

v" Unauthorized — NopT He aBTOpM30BaH;

v" X Auth / Y Unauth — TlopT pabotaeT B pexume MynbTu-
aBTopu3aumm, rge X — KONM4ecTBO aBTOPM3OBAHHLIX KITMEHTOB, a Y
— KONIMYECTBO HEABTOPM30BAHHbIX KITMEHTOB.

Restart
v Re-authenticate — HaxaTue KHOMKU nMpuBeoeT K MNOBTOPHOM

ayteHTudmkaumm (Ha ocHoBe EAPOL). Ha ocHoBe MAC apgpeca
NoBTOpHas ayTeHTUdMKauusa dyaeTt NnpuHATa HemMmeaneHHo.

v' Reinitialize - HaxaTMe KHOMKW NpuBEAeT K  MOBTOPHOWN
WHMLUManu3aumMm  KNWEeHTOB Ha nopTe W, CcrnegoBaTternbHO,
HemMe[IeHHYI0 MOBTOPHYIO ayTeHTudukaumio. KnveHTsl nepenayTt B
HeaBTOPU30BaHHOE COCTOSIHME BO Bpems NOBTOPHOWN
ayTeHTudmkaLumm.

KHonku

Add New Entry (Job6aBuTb HOByl 3anucb). HaxmuTe, 4TobObl [06aBUTH
HOBYIO 3anuchb.

Save (CoxpaHuTb). HaxkmuTe ons coxpaHeHus nsMeHeHun

Reset (Copocutb). Haxxmute, 4TOObI OTMEHUTE M3MEHEHUS U BEPHYTH UX K
npeablayLLmMM cCoXpaHeHHbIM 3HaYeHUsIM.
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9.5.10 Security—Network—ACL (Be3onacHocTb—CeTb—ACL)

9.5.10.1 ACL—-Ports (ACL — MNMopThbI)

ACL Ports Configuration
Port [ Policy ID | Action [ Rate Limiter ID [ Port Redirect [ Mirror | Logging [ Shutdown | State [ Counter
Disabled
* ‘ 0| | <> vl ‘ <= v| Port 1 ‘ <= vl | e v‘ | <= vl ‘ <= vl *
Port2
Disabled
1] o [Permit ~] [ Disabled ~| Port 1 [Disabled ~| [Disabled ~| [Disabled ~| [Enabled ~| 0
Port2
Disabled
2 | o [Permit ] [ Disabled ~| Port 1 [Disabled ~| [Disabled ~| [Disabled ~| [Enabled ~| ]
Port2 w
Disabled
a nl [Permit o1 [Nicahlad | Port 1 [Nicahled «| [MNisahled «| [Nicahled «| [Fnahled I n

Ha paHHon ctpaHuue WEB unHTepderica npeacrtaBneHbl HaCTponkn Access
Control List (cnucok paspelueHHbIX/3anpeLleHHbIX OeNCTBUIN) ANS Kax4oro
nopra.

Port (Mopr)
HacTtpoliku 6yayT npMMeHeHbI Ans 3Toro nopra

Policy ID (naeHTudmkaTop BoiGPaHHON MNONNTUKN)
BbiGepute ngeHtndmkatop nonutukn ACL, koTopasd OyaeT npumeHeHa K
nopty. fonyctumble 3HadeHus 0 — 255. 3HaveHne no ymonyanumto 0.

Action (gencrteue)
Bbibop gencteua — paspelueHa num nepecbinka («Permit») unn 3anpelleHa
(«Deny»). 3HayeHeM No ymonyaHuio asnseTca «Permity.

Rate Limiter ID (naeHTUMKaTOp OrpaHNYnTENs CKOPOCTH)
Bbibop orpaHuumTensa ckopoctu. [ocTynHble 3HavyeHuss 1 — 16. JocTynHble
3Ha4veHusa 1 — 16. 3HaueHne No ymonyaHuo — oTknoveHo (disabled).

Port Redirect (lMepeHanpaBneHne NnopToB)

Bbibop nopTta, nakeTbl Ha KOTOpbIN OyayT nepeHanpasneHbl. 3Ha4YeHue no
ymorn4yaHuio — oTknoveHo (disabled).
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Mirror (3epkanMpoBaHue)
3epkanupoBaHue Tpaduka nopTta Ha BblbpaHHbIM MNOpT. [ocTynHbie
3HaYeHus:

v' Enabled — nakeTbl Nony4YeHHbIE HA NOPT 3epKanUpyTCs;

v" Disabled — nakeTbl NONy4YeHHbIE HA NOPT HE 3epKanupyoTcs.
3HayeHne No ymMon4aHuio — 3epkanmpoBaHne oTkntodeHo (disabled).

Logging (y4eT B XypHane)
HacTpoiika oTBe4aeT 3a yyeT MPUHSTbIX MaKkeTOB B CUCTEMHOM >XypHarie.

JocTynHble 3Ha4YeHus:
v' Enabled — nakeTbl nonyyYeHHble Ha NOPT Y4YUTLIBAIOTCS B CUCTEMHOM
XypHane;
v" Disabled — nakeTbl MNONy4eHHble Ha MNOPT HE Y4YMTbIBAKOTCA B
CUCTEMHOM XXypHane.
3Ha4eHne No ymon4yaHuio — y4eT B XypHarne oTkrntoveH (disabled).

Shutdown (OTknto4eHme nopra)
HacTtpoiika oTBe4aeT 3a nonHoe OTKIYEHNe nopra npu npMemMe naketa Ha
nopT. JoCTynHbI 3Ha4YeHUs:

v' Enabled — nakeTbl Nony4YeHHble Ha NOPT OTKIOYAKOT NOPT;

v' Disabled — ¢yHKUMSA OTKMNOYEHWsT nopTa Mpu MONyvyeHWM naketa

OTKMOYeHa.

3HayeHne Mo yMonuaHuio — (PyHKUMSA OTKMOYEeHWs nopTa npu NonyyYyeHun
nakeTa oTknoyeHa (disabled).

State (cocTtosiHme nopta)
HacTpoika oTBeyaeT 3a W3MEHEHVWe COCTOSHWS MopTa Mpu MONyvyeHuK
naketa. [JOCTynHble 3HAYEHUs:
v' Enabled — Bknto4eHO NOBTOPHOE OTKPbLITME MOPTOB NPU U3MEHEHUU
HacTpounku mogyna ACL;
v/ Disabled — 3akpbiTe NOPTOB NPW U3MEHEHUW HACTPOWKM MOZyns
ACL.
3HayeHMe MO YMOMYaHWI0 — BKIIOYEHO MOBTOPHOE OTKPbITME MOPTOB MpU
nameHeHnn Hactporiku moagynsa ACL (enabled).

Counter (cyeTuuk)
CyeTymk KOnM4ecTBa NakeToB, COBMaAaLLMX C OnMcaHHbIMK B cnincke ACL.
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KHonku:
Save — CoXpaHUTb U3MEHEHUS.

Reset — OTMEHUTb U3MEHEHNSI, BEPHYTb K MepBOHAaYarbHbLIM napameTpam.
Refresh — 06HOBUTL cTpaHuuy. U3sMeHeHns aBToOMaTUYECKN OTMEHSIOTCS.

Clear — 04MCTUTb BCE CYETUMKM.

9.5.10.2 ACL—-Rate Limiter (ACL — OrpaHuunTenb CKOpPOCTH)
ACL Rate Limiter Configuration

Rate Limiter ID | Rate | Unit

* <= u
pps >~
pps >~
pps >
pps >~
pps >~
pps >~
pps ~
pps >~
pps >
pps
pps >~
pps >~
pps v~
pps >~
pps >
pps -~

Era—
= 0O W m - " W N -

-
(g%

=y
(%)

-
=

—
(4]

-
[=2]

a|la|lala|la|lalalala|lalalala|lalalala

Ha paHHon cTtpaHnue WEB wuHTepdenca npeacTtaBneHbl HaCTPOWKK
orpaHnuymTens ckopocTu nopTos (rate limiter).

Rate Limiter ID (MaeHTUdUKATOP OrpaHUYUTENS CKOPOCTH)

VaeHTudukaTop orpaHMymTenst CKOpoCcTU, HACTPOMKM KOTOPOro HaxogAaTcs B
TOW Xe CTPOKe.
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Rate (CkopocTb nepenaym AaHHbIX)
HoctynHble 3HavyeHns 0 — 131071 nakeToB/cexk.

Unit (eAMHWLbI N3MepeHns)
v'  pps — nakeToB/cek,;

v" kbps — knnobut/cex.

KHonku:
Save — COXpaHUTb M3MEHEHMUS.

Reset — OTMEHUTb N3MEeHeHUs, BEPHYTb K NepBOHaYarbHbIM NapamMmeTpam.

9.5.10.3 ACL-Access Control List

Access Control List Configuration Auto-refresh [] | Refresh | | Clear | | Remove All

Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter [ Port Redirect | Counter |

Ha paHHon ctpaHuue WEB uHTepdoelnica npefcrtaBfneH CrMCOK KOHTPONA
poctyna (ACL), kotopbln coctouT u3 ACE, onpegeneHHbIX Ans AaHHOro
KOMMmyTaTopa.

Ingress Port (BxogHow nopr)
Hactpouiku Bxogswero nopta ACE. lonycTumMmble 3Ha4yeHus:

v' All - ACE 6ygeT cooTBeTCTBOBaTb BCEM BXOAHbIM MOpTaM;
v" Port — ACE 6ygeT coOTBETCTBOBaTb TOJIbKO OCOOLIM BXOAHbLIM
noprtam.

Policy / Bitmask (MonuTuka / 6toBas macka)

Mone oTtobpaxaeT, HOMep NONMUTUKM KM GutoByto Macky ACE. [ocTynHble
3Ha4eHus:
v' Any — ACE 6ygeT cooTBeTCTBOBaTb /1t00bIM TNaM NakeToB;
Etype — ACE 6ynet cootBeTcTBOBaTh Ethernert Tuny nakeTos;
ARP — ACE 6yget cootBeTcTBoBaTh ARP/RARP naketam;
IPv4 — ACE 6ygeTt cooTtBeTcTBOBaThH |IPV4 nakeTtam;

AR
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v' IPv4/ICMP — ACE 6yget cootBeTcTBOBaThb IPv4 naketam ¢ ICMP

NPOTOKOSIOM,;

v" IPv4/UDP — ACE O6ygeT cootBetcTBoBaTb IPv4 naketam ¢ UDP
NPOTOKOSIOM

v" IPv4/TCP — ACE 6ygeTt cootBetcTBoBaTb IPv4 naketam ¢ TCP
NPOTOKOSIOM

v' IPv4/Other — ACE 6ynmeT cooTtBeTcTBOBaTh |Pv4 naketam, He
ucnonb3yowmm ICMP/UDP/TCP npoTokonsl;
v" IPv6 — ACE byneT cooTBeTCcTBOBaTh |IPV6 CTaHAapTHLIM NakeTaMm.

Action (Oericteue)

Mone onpegensier penctBMe — nakeTbl cooTeeTcTByOwmMe ACE Oyayr
3anoMHeHbl 1 nepeagpecoBaHbl («Permit») nnu naketbl COOTBETCTBYOLLME
ACE 6ygyT otbpoLueHbl («Deny»).

Rate Limiter (OrpaHn4mTens cKopocTu)
HocTtynHble 3HauveHns 1 — 16. Korga oTobpaxaetca «OTKMOYEHO»
(Disabled), onepauun no orpaHN4EHNIO CKOPOCTU OTKIMHOYEHbI.

Port Redirect (MepeHanpaBneHne Ha nopT)

lMone oTobpaxaeT onepauuym MO MNepeHanpaBfeHn0 MakeToB Ha MNopT.
MakeTbl, cooTBeTcTBYOWME ACE nepeHanpasnsaoTcs Ha BbiBpaHHbIA NOPT.
HocTynHble 3HaveHuss — oOTKMoYeHo (disabled) wnu Homep BbIGpaHHOrO
nopra.

Counter (cyeTyuk)
Cuyetumk oTobOpaxaeT konuyectBo cooTBeTcTByOWMUXx ACE naketos
NPUHATBIX KOMMYTaTOPOM.

KHonku ons ynpaBneHus:
MomelaeT HoBbIM ACE nepep TekyLen CTpoKow;
@ PepaktuposaHue Tekyuen ACE cTpoku;
@ Momewaet ACE HaBepx cnvcka;
@ MNomelnaet ACE BHU3 cnuncka;
@ YpaneHue ACE;

@ JobasneHne HoBow 3anucu ACE B HMXHeN YyacTu cnucka.
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KHonku:
Auto Refresh — aBTomatnyeckoe o6HOBREHWE CcNUCcKa Kaxable 3 CekyHabl;

Refresh — o6HoBneHne cTpaHuubl. JlloOble W3MEHEHUA caenaHHble
nokanbHO He ByayT COXpaHEeHbI;

Clear — 0MMCTUTb BCE CYETUMKY;
Remove all — Yoanutb Bce ACE 13 cnucka.

ACE Configuration

Ingress Port All W Action Permit |«
Policy Filter Specific v Rate Limiter | Disabled |«
Policy Value 0 Port Redirect | Disabled |«
Policy Bitmask | 0x0 Logging Disabled |v
Switch Any = Shutdown Disabled |~
Frame Type Any v Counter 0

Ha paHHon cTtpaHuy WEB wHTepdenca npencraBneHbl HacTponkun ACE
(3anncwn B Tabnumue koHTponsa goctyna ACL).

ACE coCcTOUT M3 HeCKONbKMX napameTpoB. OTWM MnapameTpbl 3aBUCAT OT
BblOpaHHbIX Tuna nakeToB. [lepBbii BbIOOP — BbLIGOP BXOAALLEro MnopTa.
BTopoii onpefenseTt TMn nakeTos.

Ingress Port (Bxogdawmmn nopr)
Beibop Bxoasiero nopta, k koTopoMy 6yaet npumeHeHa ACE.
v" ALL — ACE npuMeHsieTcsl Ko BCEM NnopTam;
v' Port # — Homep nopTa k koTopomy 6yaeT npumeHeHa ACE.

Policy Filter (PunbTp NOANTUK)

v Any — cunbTp ocobbix nonutuk ans ACE He npuMeHsieTcs;

v Specific - Ecnm  ecTtb  HeobxoOMMOCTb  OT(UNLTPOBATb
onpegenenHyo nonutuky ¢ atum ACE, Bbibepute 3710 3HauveHue.
MosBATCA OBa nmons Ans BBOAA 3HAYEHWs MONUTUKM U BUTOBON
MacCKw.

Policy Value (3HayeHne NonnTukm)
Korma gns dwunbTpa nonutukn BbibpaHo «Specificy, Bbl MOXeTe BBECTU

onpefeneHHoe 3HadyeHne nonuTukn. Jonyctumeli ananasoH ot 0 go 255.
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Policy Bitmask (butoBas Macka NonmnTukm)

Korga gns cdunbTpa nonutuku BblOpaHo «Specificy, Bbl MoOXeTe BBECTU
onpegeneHHoe 3Ha4YeHne OMTOBOM Macku MONUTUKN. [onycTUMbIA AnanasoH
0x0 — Oxff

Switch (Beibop kommyTaTopa)

Bbibop kommyTaTopa Kk koTopomMy 6yaeT npumeHeHa ACE.
Any — ACE npumeHsieTcs k ntobomy nopry;

Switch in — ACE npumeHsieTcs K ykazaHHOMY KOMMYTaTopy.

Frame Type (Tvn nakeToB)
Beibop Tvna naketos ans gaHHon ACE.
v" Any — ltoboli nakeT MoxeT cooTBeTcTBoBaTh ACE;
v' Ethernet Type — TonbKo nakeTbl, onpeaeneHHble ctaHaapTom IEEE
802.3 moryT cooTtBeTcTBOoBaTh ACE;
v" ARP - tonbko naketbl ARP mMoryT cootBeTcTBoBaTh ACE;
v'IPv4 — Tonbko nakeTbl IPv4 moryT cootBeTcTBoBaTh ACE;
v IPv6 — Tonbko nakeTbl IPv6 moryT cootBeTcTBOBaThH ACE.

Action (OencTsue)
v' Permit — nakeT, cootBeTcTBYytowmnin ACE 6yaet obpaboTaH cornacHo
ACE onepauuu, nponMcaHHoON Takke B 9TOM 3anucy;
v' Deny — nakeT cooTBeTCTBYIOWMIA ACE GyaeT oTOpoLLeH.

Rate Limiter (OrpaHnunTens CKOpocTH)
OrpaHnunTens CKOPOCTW, OCHOBaHHbIV Ha BbIGPaHHbIX eanHULaxX U3MepeHns
(nakeToB/cek, kbuT/cek). locTynHble 3Ha4YeHusa 1 — 16.

Port redirect (MepeHanpaBneHne nakeToB Ha NopT)

lMone oTobpaxaeT onepauuy MO MNepeHanpaBfeHno MakeToB Ha NoprT.
MakeTbl, cooTBeTCTBYIOWME ACE nepeHanpaBnsaoTcs Ha BbIOpaHHbIA NOPT.
HocTynHble 3HaveHuss — oTknoyeHo (disabled) wnu Homep BbIGpaHHOrO
nopTa.

Logging (y4eT B XXypHane)
HacTpoiika oTBe4aeT 3a y4yeT MPUHSATbIX MakeToB B CUCTEMHOM XXypHarle.
[ocTynHble 3HaYeHus:

91



v/ Enabled — nakeTbl NonyyYeHHble Ha NOPT YYUTLIBAKOTCS B CUCTEMHOM
XypHane;
v" Disabled — nakeTbl MNONy4YeHHble Ha MOPT HE Y4YMTbIBAKOTCA B
CUCTEMHOM XypHane.
3HauyeHne No yMoN4aHuIo — y4eT B XXypHane oTkntoveH (disabled).

Shutdown (OTknto4eHme nopta)
HacTpolika oTBe4YaeT 3a NosiHOe OTKITIOYEHME nopTa Npu npueme naketa Ha
nopt. [JOCTyNHbI 3Ha4YeHUs:

v' Enabled — nakeTbl Nony4eHHble Ha NOPT OTKMYAOT NOPT;

v' Disabled — dyHKUMA OTKMOYEHMST nMopTa NpW MNOMy4YeHWM MakeTa

OTKIIOYEHa.

3Ha4yeHne No ymonyaHumio — (PyHKUMSI OTKMOYEHMS nopTa npy MosyyYeHun
naketa oTkntodeHa (disabled).

Counter (cyeTuunk)

Cuetunk oTobpaxaeT KonmuyecTBO cooTBeTcTByloWMx ACE nakeToB
MPUHSATBIX KOMMYTaTOPOM.

MAC Parameters

SMAC Filter | | Specific W
SMAC Value | 00-00-00-00-00-01
DMAC Filter | Specific v
DMAC Value | 00-00-00-00-00-02

MapameTpsl MAC agpeca

SMAC Filter (dunbtp MAC agpecoB UCTOYHMKA)
OTobpaxaeTcsa Tonbko, ecnu BblbpaH TMn naketoB Ethernet Type nnn ARP
Ykaxunte ncxogHoinn punbtp MAC agpecos gnst atoro ACE.
v' Any — Ocobbin MAC cunbTtp ans ACE He ucnonbayeTcs.
v' Specific — ecnu Bbl xoTUTe co3gaTb ocobbii MAC dunbTp ans ACE,
BblOepuTe 3TO 3Ha4YeHue. MNMoseatcsa gononHuTenbHble SMAC nons.

SMAC Value (3HauyeHne SMAC)

Ecnu BbiGpaH ocobbin SMAC dunbTp, TO Bbl MOXeETe ykasaTb ocobbin MAC
agpec.
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DMAC (Lleneson ®unetp MAC agpecoB)

v' Any — Ocobhbii Lienesoit MAC cunbTp ans ACE He ncnonb3ayeTcs;
MC — nakeTbl JOMKHbI O6bITb TUNA multicast;
BC — nakeTbl JomkHbl ObITb TUNa broadcast;
UC — nakeTbl JOMKHbI ObITb TUMNA unicast;
Specific — ecnn Bbl xoTUTE co3gaTb ocobbin Lleneson MAC cunbTp
ans ACE, Bbibepute 3TO 3HadeHue. [osABATCA OOMONHUTENbHbIE
DMAC nons

AN NN

DMAC Value (3Ha4yeHne DMAC)
Ecnun BbibpaH ocobbin LieneBon DMAC ¢unbTp, TO Bbl MOXeTe yKasaTb
ocobbii MAC agpec.

VLAN Parameters

VLAN ID Filter | | Specific v
VLAN ID 1
Tag Priority 0 v

MapameTpbl VLAN

VLAN ID Filter (®unbTp VLAN ID)
v" Any — k ACE He nprMeHsieTCst 0COObI unbTp;
v' Specific — ecnu Bbl x0TUTE co3gaTb ocobbii punbTp VLAN ID ans
ACE ykaxuTe 3TOT napameTp.

VLAN ID
Ecnn B none VLAN ID Filter BbibpaHo 3HaueHune Specific, To 3To none
CTaHOBUTCA AOCTYNHbIM. [lnanasoH 3HavyeHun 1 — 4095.

Tag Priority
Ykaxute npuoputeT Tara ang aton ACE. lMakeT, KOoTopbi nonageTt B 3Ty

ACE, cooTtBeTcTByeT npuoputeT 3Toro Tara. [onycTumbin  AnanasoH
3HaveHun 0 — 7. Any o3HavaeT, 4To NPUOpUTET He TpedyeTcs.
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ARP Parameters

ARP/RARP Any v ARP Sender MAC Match | Any v
Request/Reply Any v RARP Target MAC Match | Any v
Sender IP Filter Metwork v IP/Ethernet Length Any |w
Sender IP Address | 0.0.0.0 IP Any |w
Sender IP Mask 255.255.255.0 Ethernet Any |v
Target IP Filter Metwork v

Target IP Address | 0.0.0.0

Target IP Mask 2552552550

ARP napamempebl.

ARP/RARP
Ykaxute goctynHoii ARP/RARP koa onepauuun ons BbidpaHHon ACE:
v" ANY — 0co06bIft kKo onepaunn He yKasaH;
ARP — nakeT gormkeH cogepatb kog onepauumn ARP;
RARP — nakeT gormxeH cogepxatb kog onepauun RARP;
Other — nakeT cogepXnT HeN3BeCTHbIN koA onepaumm ARP/RARP.

ANRNRN

Request / Reply (IMoBTOpHbLI 3anpoc / NoBTOP)
YKaxuTe [OCTYNHbIA KOA ofnepauun MOBTOPHOro 3anpoca / nosTopa Ans
ACE.
v Any — oco0blii kof onepauuy MOBTOPHOroO 3anpoca / MoBTopa He
yKasaH;
v Request — nakeT OokeH cogdepxaTb kon onepauum ARP/RARP
NOBTOPHOrO 3anpoca;
v Reply — nakeT porxeH copepxaTb kog onepaumm ARP/RARP
nosTopa.

Sender IP Filter (dunbTp IP agpeca oTnpasuTens)
v' Any — counbTp IP agpeca oTnpaBuTens He ykasaH;
v" Host — cdounbTp IP aapeca oTnpaBuTens HacTpoeH Kak Host;
v" Network — punbTp IP agpeca oTnpaBuTens HacTpoeH kak Network.

Sender IP agpec (IP agpec otnpasutens)

Korga B none Sender IP Filter BoiOpaHo 3HadeHne Host nnn Network, ato
none CTaHOBUTCHA aKTUBHBLIM A11S pefakTupoBanusd. YkaxuTe |IP agpec yepes
«.»
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Sender IP Mask (macka IP agpeca oTnpaBuTens)

Korga B none Sender IP Filter BbibpaHo 3HaveHne Host unu Network, ato
none CTaHOBUTCS aKTMBHbIM AN peAakTUpoBaHus. YkaxuTe macky |IP
afpeca yepes «.»

Target IP Filter (dunbTp IP agpeca nonyyartens)
v Any — dunbTp IP agpeca nonyyaTtensi He ykasaH;
v" Host — cdounbTp IP agpeca nony4yaTensi HACTpoeH kak Host;
v" Network — ¢ounbTp IP agpeca nonyyartens HacTpoeH kak Network.

Target IP agpec (IP agpec nony4artens)
Korga B none Target IP Filter BoiBpaHo 3HayeHne Host nnm Network, aTto
nore CTaHOBUTCS aKTUBHbIM AN peakTupoBaHus. Ykaxute IP agpec yepes

«.»

Target IP Mask (macka IP agpeca nony4yaTens)

Korga B none Target IP Filter BbibpaHo 3HaueHne Host unu Network, ato
none CTaHOBUTCA aKTMBHbIM AONA peaakTUpoBaHus. YkaxuTe wmacky |IP
agpeca yepes «.»

ARP Sender MAC Match (CooTtBetctBue ARP otnpasutena ¢ MAC
agpecom)
Ykaxute, MOryT nu gperiMbl BbINOMHATL AEACTBME B COOTBETCTBUM C
HacTpownkamu n3 nonsa MAC agpeca otnpasutens (SHA):
v 0-— ARP dpelimbl, rae SHA He coBnagaeT ¢ agpecom SMAC;
v 1 - ARP dpelimbl, rae SHA coenagaeTt ¢ SMAC agpecowm;
v" Any — BCce 3Ha4eHus paspeLleHbl.

IP/Ethernet Length (MapameTtpbl anuHbl IP/Ethernet)
Ykaxute, Moryt nu dpenmbl BbINOMHATL OENCTBME B COOTBETCTBUM C
HacTponkamu anvHel (HLN) ARP/RARP agpeca v onuHbl agpeca npoTtokona
(PLN).
v' 0 - ARP/RARP ¢peimsl, rae HLN He paBeH Ethernet (0x06) nnu
PLN He paBeH IPv4 (0x04);
v 1- ARP/RARP dpeimbl, roe HLN paBeH Ethernet (0x06) unu PLN
paBeH IPv4 (0x04);
v' Any — BCe 3Ha4eHus1 paspeLLeHbI.
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IP (IP napameTpbl)
Ykaxute, MOrytT nu dperimMbl BbINONMHATL OENCTBME B COOTBETCTBUU C UX
HacTpowkaMu annapaTHoro agpecHoro npoctpaHctea (HRD) ARP/RARP

v 0— ARP/RARP dpeimsbl, rae HRD He paBeH Ethernet (1);

v 1- ARP/RARP dpelimbl, rae HRD paBeH Ethernet (1);

v' Any — BCe 3Ha4YeHus pa3peLLeHbl.

Ethernet (Ethernet napameTpbl)
Ykaxute, MOrytT nu dperimbl BbINONMHATE OENCTBME B COOTBETCTBUU C MX
HacTpowkaMu agpecHoro npoctpaHcTea npotokona (PRO) ARP/RARP

v 0— ARP/RARP dpeinmsbl, rae PRO He paeeH IP (0x800);

v 1 - ARP/RARP dcpelimbl, rae PRO paBeH IP (0x800);

v' Any — BCe 3Ha4eHus pa3peLLeHbl.

IP Parameters

IP Protocol Filter | Other v
IP Protocol Value | 255

IPTTL Any v
IP Fragment Any v
IP Option Any v
SIP Filter Metwork v
SIP Address 0.000

SIP Mask 255 265 2550

DIP Filter Metwork v
DIP Address 0.000

DIP Mask 255 265 2550

IP napamempasi
MapameTpbl IP MOXHO HAacTpouTb, ecnv BblbpaH Tun kagpa «IPv4»

IP Protocol Filter (PunbTp gnsa IP npoTokona)
Ykaxunte napametpsbl unbTpa IP npotokona ans ACE.
v' Any — napameTpbl Ans punbtpa IP npoTokona He ykasaHbl;
v' Specific — ecnu Bbl XOTUTE OTHUNLTPOBATL ONPEAENEHHbIA PUNbTP
npotokona IP ¢ atum ACE, BbiGepute 3TO 3HayeHue. [losiButcs
none ansa eeoga unbTpa npoTtokona IP;
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v" ICMP — Bbibepute ICMP gns dunbTpaummn kaapos npotokona IPv4
ICMP. TlosBaTcs OOMNONHUTENbHbIE NONA Ana  onpeaeneHus
napametpos ICMP;

v UDP — Bbibepute UDP ans cdunbTpaumn kagpoB npoTokona IPv4
UDP. T[losBATCcA [OOMNOMHUTEmNbHbIE MONSA Ana  onpegeneHuns
napametpos UDP;

v" TCP — Bblbepute TCP ans cunbTpaumMm kagpoB npoTokona IPv4
TCP. [TllosiBATCA [OONOMHUTENbHbIE MONs ANns  onpegeneHust
napametpoB TCP.

IP Protocol Value (3Ha4eHue IP npoTokona)

Ecnun B kavectBe 3HayeHus npotokona IP BbiGpaHo «Specificy, Bbl MoxeTe
BBECTU onpegeneHHoe 3HadveHuwe. [Jonyctumbid gmanasoH ot 0 go 255.
®pelim, koTopbii nonagaeT B 3ToT ACE, coOTBETCTBYET 3TOMY 3HAYEHMIO
npotokona IP.

IP TTL (MapameTtpbl TTL ansa IP)
YkaxuTe ocobble napameTtpbl TTL ana ACE:
v' Zero — IPv4 dpenmbl ¢ TTL > 0 He JOMKHbI COOTBETCTBOBATL 3TON
3anucu;
v" Non-zero — IPv4 cpeiimbl ¢ TTL > 0 4OMKHbI COOTBETCTBOBATL 3TON
3anucu;
v" Any — BCe 3Ha4eHus1 paspeLLeHbI.

IP Fragment (MapameTpbl hparmeHToB IP npoTokona)

YKaXnte HacTpouku cmelleHus dparmeHta ana atoro ACE. lNapametp
BKItovaeT B cebsi HacTpolku ana 6uta «More Fragments» (MF) n nons
«Fragment offset» (FRAG OFFSET) ansa cdpenma IPv4.

Kagpbl IPv4, B koTopbix yctaHoBneH 6ut MF wnn none FRAG OFFSET
fonbLue Hyns, He AOMMKHBI COOTBETCTBOBATL 3TOW 3anuCHu.

v Yes — cpeimbl IPv4, B koTOpbiX ycTaHoBneH 6ut MF unu none
FRAG OFFSET 6onblie Hynsi, OOMMKHbI COOTBETCTBOBATb 3TOW
3anucy;

v' Any — niobble 3Ha4YeHNsi paspeLLeHbl.

IP Option (OnunoHanbHble napameTpsl I[P npoTokona)
YKkaxunte onumoHanbHble napameTpbl ana ACE.
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v No — IPv4 cbpeimsl, rae cdnar ¢ 4ONONMHUTENBHBIMU NapaMeTpamMu
HaCTPOEH, He A0MKHbI COOTBETCTBOBATL 3TOW 3anucu;

v Yes — IPv4 cpeiimsbl, rae dnar ¢ AONONHUTENBHBIMU NapaMeTpamm
HaCTPOEH, AOIMKHbI COOTBETCTBOBATL 3TOW 3anvcu

v' Any — niobble 3Ha4YeHNsI pa3peLLeHbI.

SIP Filter (MapameTpbl SIP dunbTpa)
Ykaxute ncxogHoin IP punetp gna ACE.
v' Any — napameTpbl punbTpa He yKkasaHbl;
v" Host — WcxogHbii IP ¢unbTp HacTpoeH kak Host. YkaxuTe
ncxogHbin IP-agpec B nossmeliemMcs none SIP-agpec.
v" Network — UcxogHbii IP donnbTp HacTpoeH kak Network. Ykaxute
ncxogHeln IP-agpec n macky B nosisullemcsa none SlP-agpec u
SIP-macka.

SIP Address (SIP agpec)
Mone aktmBHO, ecnn B SIP Filter BbiOpaHo 3HauyeHne Host nnn Network.
YkaxuTe SIP agpec c pasgeneHnem Yyepes «.»

SIP Mask (SIP Macka)
Mone aktmBHO, ecnu B SIP Filter BbibpaHo 3HaveHne Network. Ykaxute SIP
MacKy C pasferieHneM Yyepes «.»

DIP Filter (MapameTpsbl DIP dunbTpa)
Ykaxunte DIP ounbtp ans ACE.
v' Any — napameTpbl unbTpa He ykasaHbl;
v Host — DIP c¢unbTp HacTpoeH kak Host. Ykaxute DIP-agpec B
nosisusLuemcs none DIP-agpec.
v" Network — DIP dounbTp HacTpoeH kak Network. Ykaxute DIP-agpec
n macky B nossusLuemca none DIP-agpec 1 DIP-macka.

DIP Address (DIP Aapec)
Mone aktmBHO, ecnn B DIP Filter BbibpaHo 3HayeHne Host nnn Network.
YkaxunTte DIP agpec ¢ pasgeneHmemM 4yepes «.»

DIP Mask (DIP Macka)
Mone aktueHo, ecnn B DIP Filter BoiOpaHo 3HayeHne Network. Ykaxute DIP
MackKy C pasfeneHnemM 4yepes «.»
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ICMP Parameters

ICMP Type Filter || Specific |«
ICMP Type Value | 255
ICMP Code Filter | | Specific | w
ICMP Code Value | 255

ICMP napamempsbi

ICMP Type Filter (Tun cdounstpa ICMP)
Ykaxute tmn ICMP dunbTpa gna ACE.
v' Any — Tun domnbTpa ICMP He 3aaaH;
v' Specific — ecnu Bbl X0TUTe yka3aTb ocobbin hunbTp ICMP ana ACE
Bbl MoxeTe 3anonHuTtb none «ICMP Type Value». lNone craHet
aKTMBHbIM, TOMbKO ecnn BbIBpaHo 3HayeHmne «Specificy.

ICMP Type Value (3Ha4veHne Tuna cunbTtpa ICMP)

Ecnu B none «ICMP Type Filter» BbiGpaHo 3HauyeHne «Specificy, To ctaHeT
OOCTYNHO Ans BBOAa AaHHoe none. [Jonyctumble 3HaveHne 0 — 255. Opeinm,
KoTopbIi nonagaeT B ACE cooTBETCTBYET 3TOMY 3Ha4veHuto ICMP.

ICMP Code Filter (Punbtp kKoga ICMP)
Ykaxute ®Gunetp koga ICMP.
v" Any — dunbTp koga ICMP He 3agaH;
v' Specific — ecnu Bbl XO0TUTE yKa3aTb 0cobbIi TN koga ICMP ana ACE
Bbl MoxeTe 3anonHutb none «ICMP Code Value». lNMone ctaHeT
aKTUBHbIM, TONbKO ecin BblbpaHo 3HaveHne «Specificy.

ICMP Code Value (3HayeHve dunbTpa koga ICMP)

Ecnu B none «ICMP Code Filter» BbibpaHo 3HayeHue «Specificy, To cTaHeT
[OCTynHO Ans BBoAa AaHHoe none. fonyctumble 3HayeHne 0 — 255. dpenm,
KoTopbIn nonagaeT B ACE cooTBeTCTBYET 3TOMY 3Ha4veHuto ICMP.
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UDP Parameters UDP Parameters

Source Port Filter | | Specific |«

Source Port Filter Range W
Source Port No. | 0 Source Port Range | 0 1BEE35
Dest. Port Filter Specific  |w Dest. Port Filter Range w
Dest. Port No. 0 Dest. Port Range 0 {65535
TCP Parameters TCP Parameters
Source Port Filter | | Specific | w Source Port Filter Range "
Source PortNo. | 0 Source Port Range | 0 {65535
Dest. Port Filter Specific  |w Dest. Port Filter Range "
Dest. Port No. 0 Dest. Port Range | 0 -R5535
TCP FIN Any ¥ || TCPFIN Any v
TCP SYN Any v || TCP SYN Any v
TCP RST Any v | [TCP RST Any v
TCP PSH Any v | [TCP PSH Any v
TCP ACK Any v|| | TCP ACK Any v
TCP URG Any v | [TCP URG Any v

TCP/UDP napamempsi

TCP/UDP Source Filter (pnnbTtp uctounmka TCP/UDP)
Ykaxunte TCP/UDP counbTp nctodHmnk ansa aton ACE.

v Any — TCP/UDP cunbTp UCTOYHMKA HE YKa3aH;

v' Specific — ecnu Bbl X0TUTE OTOUNLTPOBATL ONpeaeneHHbIn PUNbLTP
uctouHmka TCP/UDP c nomouwibto aton ACE, Bbl MOXETe BBECTU
onpefeneHHoe 3HayeHne nctovHmka TCP/UDP. MosiButca none gns
BBO/A 3Ha4YeHus nctoyHmka TCP/UDP;

v/ Range — ecnu Bbl XOTUTE OT(PUNBLTPOBAaTL ONpeaeneHHbln unbTp
ananasoHa nctoyHnka TCP/UDP ¢ nomolbto aton ACE, Bbl MoXxeTe
BBECTU OonpeferieHHoe 3HayeHne guanasoHa uctodHuka TCP/UDP.
MosiBUTCA none pAns BBOAA 3HAYeHUA [AuanasoHa WUCTOYHMKA
TCP/UDP.

TCP/UDP Source No.

Ecnu ans dwvnbTtpa uctouHnka TCP/UDP BeiGpaH napameTp «Specific», Bbl
MOXeTe BBECTU KOHKpEeTHOe 3HayeHue uctoyHuka TCP/UDP. Oonyctumbin
onanasoH ot 0 po 65535. ®pewnm, koTopbii nonagaet B 3Ty ACE,
COOTBETCTBYET 3TOMY UCXOAHOMY 3HayeHutio TCP/UDP.
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TCP/UDP Source Range

Ecnn onsa cwunetpa uctoyHnka TCP/UDP BbibpaH «Range», Bbl MoOxeTe
BBECTM KOHKPETHOEe 3HayeHne [JguanasoHa ucTodHuka TCP/UDP.
HDonyctumeln grnanasoH ot 0 go 65535. Kagp, koTopbln nonagaet B 3TOT
ACE, cooTBeTCTBYET 3TOMY UCXOOgHOMY 3HadeHuto TCP/UDP.

TCP/UDP Destination Filter (¢ounbtp HasHaveHus TCP/UDP)
Ykaxute TCP/UDP ¢unbTp HasHaveHusa ansa atom ACE.

v' Any — TCP/UDP cunbTp HazHa4yeHUsi He yKasaH;

v' Specific — ecnu Bbl X0TUTE OTOUNLTPOBATL ONpPeAeNeHHbIn PUNbLTP
HasHadeHnsa TCP/UDP c nomouwlbto aTton ACE, Bbl MOXeETe BBECTU
onpegeneHHoe 3HayeHue HasHadeHuss TCP/UDP. lMosBuTtcs none
ansa Beoga 3HadveHust TCP/UDP Ha3HavyeHus;

v Range — ecnu Bbl XOTUTE OTPUNLTPOBATb OMNpeaeneHHbIn dUnbTp
JgnanasoHa HasHadeHuss TCP/UDP c¢ nomowbto 3tonm ACE, Bbl
MOXeTe BBECTW oOnpeferieHHoe 3HadyeHue puanasoHa TCP/UDP
HasHayeHus. [loaBuTCcA none Ana BBOAA 3HAYEHUs OuanasoHa
TCP/UDP HasHaueHus.

TCP/UDP Destination Number

Ecnun gna dunetpa HasHaveHns TCP/UDP BbibpaHo «Specificy, Bbl MOXeTe
BBECTW KOHKpPETHOe 3HaveHne HasHadeHua TCP/UDP. [Oonyctumbin
avanasoH ot 0 po 65535. Kagp, kotopbin nonagaetr B atoTr ACE,
cooTBeTCcTBYeT 3TOMY 3HaveHutio TCP/UDP HasHauyeHus.

TCP/UDP Destination Range

Ecnn ans gunbtpa HasHaveHuss TCP/UDP BbibpaH «Range», Bbl MOXeTe
BBECTM KOHKPETHOE 3HayeHWe [fuanasoHa HasHadeHuss TCP/UDP.
Honyctumbin anana3oH ot 0 go 65535. Kagp, koTopein nonagaet B 3TOT
ACE, cooTtBeTtcTBYeT aTOMY 3Ha4YeHuto TCP/UDP HasHaueHus.

TCP FIN
Ykaxunte ana TCP 3HayeHue «bonblue HET gaHHbIX OT oTnpasuTensa» FIN
ans aton ACE.
v' 0 — dpeimbl TCP, roe 3HadyeHue FIN ycTaHOBMEHO, He AOIMKHbI
COOTBETCTBOBATb 3TOM 3aMuUCK;
v 1 — cpeiimbl TCP, rae 3HaveHne FIN ycTaHOBREHO, AOMKHbI
COOTBETCTBOBATb 3TOW 3anuUcCK;
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v" Any — nioGble 3Ha4YeHns1 paspeLLeHb!.

TCP SYN
Ykaxute ana TCP 3HayeHne «CUHXPOHM3MPOBATbL MOPSIAKOBbIE HOMepay
SYN gnsa aton ACE.
v" 0 — cdperimbl TCP, roe 3HadeHne SYN ycTaHOBMEHO, HE OOMMKHbI
COOTBETCTBOBATb 3TOW 3arnuncu;
v 1 — cpenmbl TCP, roe 3HadeHne SYN yCTaHOBREHO, OOSMKHbI
COOTBETCTBOBATb 3TOW 3aMnucuy;
v' Any — ntobble 3Ha4YeHMs1 paspeLLeHbI.

TCP RST
Ykaxute ans TCP 3HadyeHne «CopocuTb coeanHeHme» RST ans aton ACE.
v" 0 — cpenmbl TCP, roe 3HayeHne RST ycTaHOBMEHO, He OOMMKHbI
COOTBETCTBOBaTb 3TOW 3anucu,;
v 1 - dpenmbl TCP, roe 3HauyeHnme RST ycTaHOBMEHO, OOMKHbI
COOTBETCTBOBaTb 3TOW 3anucu,;
v' Any — ntobble 3Ha4YeHMs1 paspeLleHbI.

TCP PSH
Ykaxute ana TCP 3HadeHne «PyHkuma PUSH» PSH ans aton ACE.
v" 0 — cdperimbl TCP, roe 3HadeHne PSH ycTaHOBNEHO, He OOMKHbI
COOTBETCTBOBATbL 3TOW 3aNuUCK;
v 1 — dpelimbl TCP, roe 3HadeHne PSH ycTaHOBMEHO, AOMKHbI
COOTBETCTBOBATb 3TOW 3aNuUCK;
v" Any — nio6Gble 3Ha4YeHMs1 paspeLLleHbI.

TCP ACK
Ykaxute gna TCP 3HadeHne «3Haummoe none noareepxaenus» ACK gns
aton ACE.
v" 0 — ¢perimbl TCP, roe 3HadeHne ACK ycTaHOBMEHO, He AOMKHbI
COOTBETCTBOBATbL 3TOW 3anuUcy;
v 1 — dpelimbl TCP, roe 3HadeHne ACK ycTaHOBMEHO, AOMKHbI
COOTBETCTBOBATb 3TOWM 3aMuUCK;
v' Any — niobble 3Ha4YeHNsi paspeLLeHbl.
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TCP URG
Ykaxute ansa TCP 3HadyeHne URG ans aton ACE.
v" 0 — dpenmbl TCP, rge 3HayeHne URG ycTaHOBIEHO, He OOMKHbI
COOTBETCTBOBAaTb 3TOW 3anucu;
v 1 — dpeiimbl TCP, roe 3HayeHne URG ycTaHOBMEHO, [OOMKHbI
COOTBETCTBOBaTb 3TOW 3anucu;
v' Any — niobble 3Ha4YeHNs1 pa3peLLeHbl.

Ethernet Type Parameters

EtherType Filter Specific W
Ethernet Type Value | 0x FFFF

Save | | Reset | | Cancel

Ethernet Type napamempsbi
MapameTpbl Ethernet moxHO HacTpouTb, ecnu BblbpaH Tun dperima «Type
Ethernet»

Ethernet Type Filter (PunbTp Ethernet)
YkaxuTe cunstp Ethernet ans aton ACE.
v' Any — He ykasaH unbTp ansi Ethernet;
v'  Specific — ecnu Bbl xoTUTe OTUNbTPoBaTb ocoboe 3HayeHue
«Ethernet Type Filter» gna aton ACE, ykaxnte ocoboe 3HadeHue B
none «Ethernet Type Value».

Ethernet Type Value

Korma ona dwunbtpa Ethernet BbibpaHo «Specificy, Bbl MoxeTe BBeCTU
KOHKpeTHoe 3HauyeHue. [onyctumbii guanasoH ot 0x600 go OxFFFF,
ucknoyas 0x800 (IPv4), 0x806 (ARP) n 0x86DD (IPv6). ®pewnm, koTOpbLIN
nonagaet B 3Ty ACE, cooTBeTCTBYET 3TOMY 3Ha4veHuto Ethernet.

KHonku:
Save — HaXXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;
Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHWSI W BEPHYTb WX K

nepBoHaYarnbHbIM 3HaYEHUAM;
Cancel — BepHyTbCs Ha NpeablayLuyo cTpaHuLy.
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9.5.11 Security — Network — IP Source Guard (besonacHoctb — CeTb — IP
Source Guard)

9.5.11.1 IP Source Guard — Configuration (IP Source Guard —
HacTtpownkn)

IP Source Guard Configuration

Stack Global Settings

|h||:|-|:|e| Dizabled | 4 |

Translate dynamic to static

Port Mode Configuration for Switch 1

Port | Mode | Max Dynamic Clients
S e \a || = i
1 | Disabled |y || Wnlimited v
2 | Disabled | o || Wnlimited v
3 | Disabled | o || Wnlimited v
4 | Disabled |y || Wnlimited v
5 | Dizabled |y || Unlimited W

HacTtporku Ha aton ctpaHuue WEB uHTepdelica no3BonsoT HACTPOUTb
dyHKkuuto IP Source Guard.

Mode of IP_Source Guard Configuration (Bblibop pexuma paboThbl
dyHKumm IP Source Guard)

Bkniounte (enable) wnn BbiknounTe (disable) rnmo6anbHo dyHkumio IP
Source Guard. Bce HacTpoeHHble ACE OyayT yTepsiHbl npu aktuBauuu

dyHKUMN.

Port Mode Configuration (HacTtponka pexvuma paboTbl NOPTOB)
YKaxuTe nopTbl, A8 KOTOpbIX OyaeT HacTpoeHa dyHkums IP Source Guard.
Tonbko npu ycnosuu, 4to IP Source Guard BkroYeH rnmobanbHo, a Takke
BbIOpaH A4ns KOHKPEeTHOro nopTa, yHKUMa 6ygeT akTMBMpoBaHa.

104



Max _Dynamic _Clients (MakcumanbHOe KONUYECTBO AMHAMMYECKUX
KNUEHTOB)

YKaxuTe MakcMMarbHOe KONMMYEeCTBO AMHaMUYECKUX KIMEHTOB, KOTOpble
MOryT ObITb M3y4yeHbl (learned) Ha gaHHOM nopTy. OTO 3HA4YeHME MOXET
Obitb 0, 1, 2 wunu HeorpaHuveHHbIM. Ecnu pexmm nopta BKOYEH, a
3HayeHne Max Dynamic Clients paBHo 0, 3TO 03Ha4aeT, YTO paspeLleHa
TONbKO nepechbifika IP-nakeToB, KOTOpblE COBMAAAlOT B CTaTUYECKMX 3anucsax
Ha KOHKPETHOM ropTe.

KHonku:
Save — HaXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb WUX K
nepBOHaYarnbHbIM 3HaYEeHUSIM;

Translate Dynamic to Static — HaxmuTe, 4TOObl NepeBecTn Bce
ANHaMn4eckue 3anncum B ctatnyeckume.

9.5.11.2 IP Source Guard — Static Table (IP Source Guard — Tabnuua
cTaTU4HbIX 3anucen pyHkumum IP Source Guard)

Static IP Source Guard Table

Delete | Port [ VLANID| IPAddress | MAC address
Delete | [1 v] | | | | |

Delete (Yoanutb)
OTmeTbTe, YTOOLI YaanuTb 3anunck. 3anunck GyaeT yaaneHa npu cnegyroLwem
COXpaHeHuU (KHOMKa save).

Port (Homep nopta)
Bbibepute nopt, 4TOOBI NPUMEHUTB K HEMY AanbHENLNe HAaCTPOMKN.
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VLAN ID
WpeHTudukatop VLAN Ans HacTpoek.

IP_Address (IP agpec)
PaspelueHHbIn IP agpec ncToyHmKa.

MAC Address (MAC agpec)
PaspeweHHbin MAC agpec uctovHuka.

KHonku:
Save — HaxXmuTe, YToObl COXPaHUTb U3MEHEHUS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb WUX K
nepBOHaYarnbHbIM 3HaYEeHUAM;

Add New Entry — Haxmwute, 4yTobbl A0BGaBWTbL HOBYK 3anucb B Tabnuuy
dyHKumu IP Source Guard

9.5.12 Security — Network — ARP Inspection (besonacHocTb — CeTb —
ARP Inspection)

9.5.12.1 ARP Inspection — Port Configuration (ARP Inspection —

HacTpoiika nopToB)
ARP Inspection Configuration

[Wiaga [Disabied -]

Port Mode Configuration

Port | Mode [ Check VLAN [ Log Type
* = ~ <= ~ <= v
1 | Disabled ~ Disabled ~ None ~
2 | Disabled ~ Disabled ~ None ~
3 | Disabled ~ Disabled ~ None ~
4 |Disabled ~| |Disabled None v~
5 |Disabled ~| |Disabled None v
6 |Disabled ~| |Disabled ~ None v~
7 | Disabled ~ Disabled ~ None ~
8 | Disabled ~ Disabled ~ None ~
9 | Disabled ~ Disabled ~ None -~
10 | Disabled ~| |Disabled ~ None v
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Ha paHHOM cTpaHvue WEB wHTepdenca npeactaBneHbl HaCTPOWKU
dyHKuMn ARP Inspection (lMposepka ARP).

Mode (Pexxum paboTbl)
Bknounte (enable) nnn Boikntounte (disable) rmo6anbHo dyHKkuno ARP
Inspection.

Port Mode Configuration (HacTpowika pexxuma paboTbl NOPTOB)
YKkaxuTe, Ha Kakux noprtax BkrtodeHa dyHkums ARP Inspection. Tonbko
koraa oyHkuna ARP Inspection BknioyeHa rnobanbHO, a Takke pAns
BolbpaHHoro nopta, ARP Inspection BknouyaeTca Ha 3TOM nopTe.
Bo3MoxHbIe pexumbl:

v" Enabled — BkntoyeHbl onepauumm no nposepke ARP;

v" Disabled — dyHkumss ARP Inspection oTkntoyeHa Ha BblIGpaHHOM

nopre.

Ecnu Bbl xotuTe BkMtounTb ARP Inspection gns VLAN, Bam HyXHO
BKNtounTb Hactponky «Check VLAN». Hactponka no ymonuyaHmio «Check
VLAN» oTKnto4yeHa.

Korpa Hactporika «Check VLAN» oTkntoveHa, tvn xypHana ARP
Inspection 6yaeT ccbinatbCsl HA HACTPOWIKY MopTa.

Ecnn HacTtponka «Check VLAN» BkmuyeHa, Tun XypHana
nposepkn ARP 6yget ccbinatecsa Ha Hactponky VLAN. [ocTynHble
HacTponkn «Check VLANy:

v" Enabled — BkntoyeHa onuusa «Check VLANY;
v"  Disabled — onuusa «Check VLAN» oTkntoyeHa.

Ha paHHom nopty BkmtoveHbl Mode (rmobanbHoe BkntoyeHne ARP
Inspection) n Port Mode (BkntoueHne ARP Inspection Ha BbiIOpaHHOM nopTe),
a napameTtp «Check VLAN» OTKMoYeH.

Tun xypHana nposepkun ARP 6ygeT cooTBeTCTBOBATb HaCTPOVike
nopta. EcTb yeTbipe Tvna xypHana:

None — XKypHan He BefeTcs;

Deny — 3anucbiBaTb TOMbKO 3anpeLlatoLliye 3anucu;
Permit — 3anuceiBaTb TONbKO paspeLuatoLme 3anmcy;
ALL — 3anucbiBaTb BCe 3anucu.

AN NEANIEN
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KHonku:
Save — HaXmuTe, YTOObl COXPaHUTb N3MEHEHNS;

Reset — HaxmuTe, 4YTOObl OTMEHUTb W3MEHEHUs U BEPHYTb WX K
nepBoHa4alribHbIM 3Ha4Y€HUAM;

Translate Dynamic to Static — HaxmuTe, 4TOObl NepeBecTn Bce
ANMHaMun4eckue 3anncum B ctatndeckume.

9.5.12.2 ARP Inspection — VLAN Configuration (ARP Inspection —
HacTtpownka VLAN)

VLAN Mode Configuration | Refresh || |<< || >> |

Start from VLAN |1 |with |20 | entries per page.

| Delete | VLANID | Log Type |

Ha arton ctpaHuue WEB nHTepdeica npeacrasneHbl HACTPONKN DYHKLUK
ARP Inspection (Mposepka ARP) onsa VLAN.

Navigating the VLAN Configuration (HaBuraums no Hactpovikam VLAN)
Ha kaxgown ctpaHuue otobpaxaetcs go 9999 sanucen ns tabnuupl VLAN,
no ymomnyaumio 20, BbibMpaembix 4Yepe3 Mone BBOAA «3anucein Ha
cTpaHuLy».

Mpn nepBoMm nocelleHun BebG-CcTpaHuubl OyayT oTobpaxaTbes
nepeole 20 3anmMcen B Hayane Tabnuubl VLAN. TlepeBbim 6yget
oTobpaxaTbCa Ta 3anucb, Y KOTOPOW HamgeH cambin Hu3kunm VLAN ID B
Tabnuue VLAN.

Mons BBoga «VLAN» no3BonsawT nonb3oBatento BblbpaTb
HayanbHyto Touky B Tabnuue VLAN. HaxaTtue kHonkn «Refreshy (O6HOBUTB)
06HOBUT oOTOOpaxkaemylo Tabnuuy, HaumMHas Cc 3Toro unuM Gnwxanwero
cnegytoulero coorseTcTans Tabnumubl VLAN.

KHonka >> 6ygeT ucnonb3oBaTb CeAyLLy 3anvcb TeKyLLEN
oTobpaxkaemoni 3anmcy VLAN B kadecTBe OCHOBbI 4111 CrieayoLLEro noucka.
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Koraa pocturHyT koHew Tabnuupl, npeaynpexapatollee cooblieHne
oTobpaxaeTtcsi B oTobpaxaemon Tabnuue. Micnonb3ynte KHOMKy <<, 4yTobbl
HayaTb NMPOCMOTP HacTpoekK cHavana.

VLAN Mode Configuration (Hactponka pexuma pabotbl VLAN)
Ykaxute, uto npoeepka ARP (ARP Inspection) BknoyeHa Ha BbIOpaHHbIX
VLAN.

Bo-nepBbix, Bbl OOIMKHbI BKMIOYWTbL HACTPOMKY MopTa Ha Beb-
CTpaHuue KoHdurypaumm pexuma nopta. Tonbko korga ¢yHkuma ARP
Inspection BkntoyeHa rnobanbHO, a Takke Ana BblbpaHHoro nopta, ARP
Inspection BkrnoyaeTca Ha 3TOM nopre.

Bo-BTOpbIX, Bbl MOXETe ykasaTb, kakasd VLAN 6yget nposepsTbcs
Ha Beb-cTpaHuue koHdurypaumm pexxuma VLAN. Tun xypHana Takke MoxeT
ObITb HAacTpoeH Ans Kaxaon HacTtporikn VLAN.

v" None — XKypHan He BegeTcs;
v" Deny — 3anucbiBaTb TOMbLKO 3anpeLiaroLlme 3anucu;
v' Permit — 3anucbiBaTb TONbKO pa3peLlaroLLme 3anucuy;
v'  ALL — 3anucbiBaTb BCe 3amnucu.

KHonku:

Save — HaxmMuTe, 4TODbl COXPaHUTb U3MEHEHUS;

Reset — HaxmuTe, 4YTOObI OTMEHWUTbL W3MEHEHUS W BEpPHYTb WX K
nepBOHaYarnbHbIM 3HAaYEHNSM;

Add New Entry — HaxxmuTe, 4TOObI MepeBecTn Bce QUHAMUYECKME 3anmcu B
cTaTtmdeckue.

9.5.12.3 ARP Inspection — Static Table (ARP Inspection — Tabnuua
cTaTu4HbIX 3anucen pyHkumm ARP Inspection)

Static ARP Inspection Table for Switch 1
Delete | Port | VLANID | MAC Address | IP Address

Delete 1 |w

Add New Entry

Save | Reset
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Delete (YoanuTb)
OTmeTbTe, YTobbl YyaanuTh 3anuck. 3anuck ByaeT yaaneHa npu crneayowem
COXpaHeHuM (KHOMKa save).

Port (Homep nopta)
BbiGepuTe nopT, 4TOOLI NPUMEHUTL K HEMY AanbHeWLIMe HAaCTPONKN.
VLAN ID

WpeHtndukatop VLAN ans HacTpoek.

IP_Address (IP agpec)
PaspelueHHbIn IP agpec ncto4yHmka.

MAC Address (MAC agpec)
PaspeweHHbIn MAC agpec UCTOYHUKA.

KHonku:
Save — HaXxmute, 4Tobbl COXpPaHNTbL U3MEHEHNS;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb WX K
nepBoHa4alribHbIM 3Ha4Y€HUAM;

Add New Entry — Haxmwute, 4yTobbl 40BGaBWUTL HOBYK 3anucb B Tabnuuy
dyHKuum IP Source Guard

9.5.12.4 ARP Inspection — Dynamic Table (ARP Inspection — Tabnuua
AnHamunyeckux 3anucen cdpyHkumm ARP Inspection)

Dynamic ARP Inspection Table Auto-refresh []
Start from JVLAN[1 | MAG address [00-00-00-00-00-00 | and IP address[0.0.0.0 with entries per page.

[Port [ VLAN ID [ MAC Address | IP Address [ Translate to static |
\ No more entries |

3anucu B AmHamudeckon Tabnuvue nposepkun ARP  (ARP Inspection)
nokasaHbl Ha aton WEB ctpaHuue. QnHamumyeckasa Tabnuua nposepkn ARP
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cogepxut pgo 1024 3anmncen u copTupyeTca cHavana no nopTty, 3ateMm no
noeHTndpukatopy VLAN, 3atem no MAC-aapecy v 3atem no IP-agpecy.

Navigating the ARP Inspection Table (Hasuraums no Ttabnuue ARP
Inspection)

Ha kaxgow cTpaHuue oTobpaxaetcsa go 99 3anucen u3 Tabnuubl Dynamic
ARP Inspection, no ymonuaHuto 20, BbiOMpaembix 4epe3 nofe BBoAA
«3anucemn Ha cTpaHuLy».

Mpn nepBom nocewleHnn Beb-cTpaHuubl 6yayT oTobpaxaTtbes
nepsble 20 3anucer ¢ Hayana Tabnuubl NpoBepkn AMHammyeckoro ARP.

Monsa BBoga «Start from port address», «VLAN», «MAC address» u
«IP-address» no3BoOnsIlOT NONb3oBaTENO BbIOpaTb HayamnbHyl TOYKY B
OnHamun4yeckon Tabnuue nposepkn ARP.

HaxaTne kHonku «Refreshy (O6HOBWUTL) 0OHOBUT oTOGpaxaemyto
Tabnuuy, Ha4yMHas ¢ 3TOro unuM Gnuxanwero criefylollero CoBnageHus ¢
OnHamun4yeckon Tabnuuen ARP Inspection.

Kpome Toro, ABa nonsi BBoga - MpU HaxaTuM KHOMKM «Auto -
Refresh» - npegnonaratoT 3HayeHve nepBon OTOOpa)xaemMow 3anucu, YTo
Nno3BONsieT OCYLUECTBMSATb HenpepbiBHOE OOGHOBMEHME C OAHMM U TEM Xe
HayanbHbIM agpecom.

KHonka >> ©OygeT  wucnonb3oBaTb  MOCMEAHIOW  3anucb
oTobpaxaeMon B [JdaHHbIN MOMEHT Tabnuubl B KayecTBe OCHOBbl AMsi
crnegyoLwero noucka.

Korga pocTurHyT koHel, B oToOpaxaemMon Tabnuue nosiBUTCS
TekcT «No more entries» (bonbLue HeT 3anucen).

Wcnonb3ayiite KHOMKy <<, 4ToObl HayaTb MNPOCMOTP HaCTpPOeK
cHavana.

Cmon6uysb! u cmpoku GuHamu4eckol mabnuysi ARP Inspection

Port (Mopr)
Homep nopTa koMmmyTaTOpa 4SS KOTOPOro OTODpaXKalTCs 3anncu

VLAN ID (WaeHTndukaTop VLAN)
WoeHTudukatop VLAN, B KOTOpon paspelueH Tpadmnk ARP.
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MAC Address (MAC Agpec)
MAC agpec nonb3oBartens 3anucu.

IP_Address (IP Agpec)
IP agpec nonb3oBartens 3anucu.

Translate to static (lMepeBecTn B cTaTU4eckne 3Ha4YeHus)
OTMmeTbTe 3TOT YeKBOKC, eCnn XOTUTE NepPEeBECTM 3anncCb B CTAaTUYECKYIO.

KHonku:
Save — HaXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb WUX K
nepBOHaYarnbHbIM 3HaYEeHUAM;

Auto-refresh — YcraHoBuTe 3TOT 4YekbBoKC, 4TOObl OBHOBMATL CTpaHULy
aBTomaTuyeckn. ABTomMaTuyeckoe OOHOBMEHME MPOUCXOAUT Kaxable 3
CEeKyHAbl.

Refresh — O6HoBnseT oToOpaxaemyto Tabnuuy, Ha4YMHasi ¢ noner BBOAA.

<< — O6HoBNsieT Tabnuvuy, Ha4YMHas Cc NepBoi 3anucu B Tabnuue NpoBepku
anHammnyeckoro ARP.

>> — OG6HoBnseT Tabnuuy, HayvMHaa C 3anucu nocrne nocnegHemn
oTobpaxkaemon 3anucu.
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9.5.13 Security — AAA (Be3sonacHocTtb — AAA)

9.5.13.1 Security — AAA — RADIUS (BesonacHocTb — AAA — HacTpouku
RADIUS)

RADIUS Server Configuration

Global Configuration

Timeout 5 seconds
Retransmit 3 fimes
Deadtime 0 minutes
Key

NAS-IP-Address
NAS-IPvé-Address
NAS-Identifier

Server Configuration

| Delete | Hostname | Auth Port | Acct Port | Timeout | Retransmit | Key |

Ha paHHon ctpaHuue WEB nHTepdenca npegcrasneHsl Hactponkn RADIUS
CcepBepoB.

rno6anbHble HaCMpPOUKU

Timeout (TanmayT)

Tanm-ayT - 9TO KONMMYECTBO CekyHO B AuanasoHe ot 1 go 1000 ansa
oxngaHua oteBeTa oT cepBepa RADIUS nepen noBTopHOW nepepadven
3anpoca.

Retransmit (lMoBTopHas nepenava)

[MoBTOpHas nepepgadva - 3TO KONUYeCTBO pas, B AuanasoHe ot 1 go 1000,
3anpoc RADIUS noBTopHO mepefaeTcs Ha cepBep, KOTOPbIA HEe OTBeYaerT.
Ecnn cepBep He oTBeTMN nocrne mnocrnegHer MNOBTOPHOW Mepedayn, OH
cumTaeTcsa HeakTuBHbIM (dead).
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Deadtime (Bpems npocTos)
Bpems npocTtos, koTopoe MoxeT 6biTb ycTaHOBNEHO B AnanasoHe oT 0 go
1440 MyHyT, NpeacTaBnseT cobor nepmnod, B Te4eHNEe KOTOPOro KOMMyTaTop
He OyaeT OTNpaBNSATb HOBblE 3anpocbl Ha CepBep, KOTOPbIA He CMor
OTBETUTb Ha NpeablayLLnA 3anpoc.

OTO He MO3BONUT KOMMYTaTOPy MOCTOAHHO MbITATbCHA CBA3ATLCHA C
CepBEPOM, KOTOPbLIN Yxe onpedeneH kak HeakTuBHbIN (dead).

YctaHoBka ans Deadtime 3HaveHus Gonbwe O akTmBupyeTt aTy
YHKUNIO, HO TOMBKO ecnu 6bin HacTpoeHbl XOTA 6bl 2 1 Bonee cepBepoB.

Key (Knitou)
CeKkpeTHbI KMoy ANMHOM A0 63 CMMBOJSIOB UCMONb3yeTCA COBMECTHO MeXay
cepepom RADIUS 1 kommyTaTopom.

NAS-IP-Address (Attribute 4)

Appec IPv4, koTopbli ©ygoeT ucnonb3oBaTbCsA B kavecTBe aTpubyTta 4 B
naketax 3anpoca goctyna RADIUS. Ecnu aTto nomne ocTtaBuTb MyCTbIM,
ucnonbayetcs |IP-agpec ucxopgsiero nitepdenca.

NAS-IPv6-Address (Attribute 95)

Agpec IPv6, koTopbin OyaeT mcnonb3oBaTbCca B kadecTtBe aTpubyta 95 B
naketax 3anpoca goctyna RADIUS. Ecnn 310 none ocTtaBuTb MNyCTbIM,
ucnone3yetca IP-agpec nexogsuero nHTepderica.

NAS-Identifier (Attribute 32)

WoeHTudukatop - anuHonm go 253 cMMBONOB - AN MUCMOSb30BaHUSA B
KayecTBe aTpmbyTa 32 B nakeTax 3anpoca goctyna RADIUS. Ecnu aTo none
oCTaBuTb NycTbIM, naeHTudukatop NAS He BkMoYaeTcs B Naker.

Hacmpoliku cepeepa

B tabnuue HacTpoek ecTb ofgHa cTpoka ans kaxgoro cepsepa RADIUS wu
HEeCKOmnbKo CTONOLOB:

Delete (YganuTb)

YTtobbl yoanutb 3anucb cepeepa RADIUS, yctaHoBuTe aToT donar. 3anuch
OyneT yoaneHa npu crieayowemM coxXxpaHeHUn.
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Hostname (Mms Xocra)
IP-agpec nnu umsa xocta cepsepa RADIUS

Auth Port (MopT ansa ayteHTndunkaummn)
MopTt UDP ansa ncnonb3oBaHus Ha cepeepe RADIUS ansa ayteHTudukaumm

Acct Port (MopTt anga yyeta)
MopTt UDP ana ncnone3oBaHusa Ha cepeepe RADIUS ang yueta

Timeout (TanmayT)

OTOT Heobsa3aTenbHbIM NapamMeTp nepeonpenenseT 3HavyeHne rnobanbHoro
Tanm-ayta. Ecnu octaButb 310 none nyctbiv, OygeT wucnonb3osaTbCA
3HayeHue rnobanbHoro TanM-ayTa.

Retransmit (lMosTopHasi nepenaya)

OTOT HeobsA3aTenbHbI NapameTp nepeonpegenseT rnobanbHoe 3HayYeHue
noBTopHOW nepedaun. Ecnm  octaButb 3TO nonme nycteiM, 6yager
ucnonb3oBaTbCs rnobanbHoe 3HayeHne NOBTOPHOW Nnepeaayu.

Key (Kntou)
OTOT Heobs3aTenbHbI NapameTp nepeonpedenseT rnobanbHbIN KoY.
Ecnu octaBuTb 3TO None nycTblM, OyAeT Ncnonb30BaH rnobanbHbIA KoY.

Hob6aeneHue Hosoz20 cepeepa

HaxmuTe kHonky «[ob6aBuTb HOBLIN cepBep» (Add new Server),
4yTOObI 4OOaBUTL HOBLIN cepBep RADIUS.

MycTasa cTtpoka gobaensaetca B Tabnuuy, n cepsep RADIUS moxeT
ObITb HAaCcTpoeH No mepe HeobxoammocTu. MNogaepxreaeTcs 0o 5 cepBepoB.

KHonka «YganuTb» (Delete) moxeT ucnonb3oBatbCs Ans OTMEHbI
nobaBneHns HOBOroO cepeepa.

Krnonku:
Save — HaxXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb UX K
nepBoOHaYarnbHbIM 3HAYEHUSIM;
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9.5.13.2 Security — AAA — TACACS+ (be3sonacHocTtb — AAA —
Hactponku TACACS+)
TACACS+ Server Configuration

Global Configuration

Timeout 5 seconds
Deadtime | | minutes
Key |

Server Configuration

[ Delete | Hostname | Port | Timeout | Key |

| Add New Server |

Ha paHHon cTpannue WEB wuHTepdenca npeacTtaBneHbl HaCTPOWKK
TACACS+ cepBepoB.

rno6anbHble HacCMpPOUKU

Timeout (Tanm-ayT)

Tanm-ayT - 9TO KONMMYECTBO CeKkyHO B pAuanasoHe ot 1 go 1000 ansa
oxmgaHua oteetTa OT cepBepa TACACS+ nepeg MNOBTOpPHOWM nepepadven
3anpoca.

Deadtime (Bpems npocTos)
Bpemsi npocTosi, koTopoe MOXeT ObITb YCTaHOBMEHO B Auanas3oHe oT 0 go
1440 MuHYT, NnpeacTaBnsaeT cobon nepmnoa, B Te4EHNE KOTOPOro KOMMyTaTop
He OygeT OTNpaBNATb HOBblE 3anpocbl Ha CepBep, KOTOPbIA He CMor
OTBETUTb Ha NpeablayLLuUiA 3anpoc.

OTO He NO3BONUT KOMMYTATOPY MOCTOSHHO MbITATbCA CBA3ATLCS C
CepBEPOM, KOTOPbLIN Yxe onpeaeneH kak HeakTuHbIN (dead).

YctaHoBka ansg Deadtime 3HaveHus Gonbwe 0 akTuBMpyeT 3Ty
YHKLUMIO, HO TOMBKO ecnu 6bIno HacTpoeHo Goree ogHOro cepeepa.

Key (Kntou)
CekpeTHbI KMoy ANUMHOM A0 63 CMMBOJSIOB UCMOMb3YEeTCs COBMECTHO MexXay

cepsepom RADIUS 1 kommyTaTopom.
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Hacmpoiiku cepeepa

Delete (Yoanutb)
Yto6bl yaanutb 3anucb cepeepa TACACS+, ycTaHoBuUTe 3TOT chnar. 3anuch
OyaeTt yoaneHa npw crieayowem cCoXpaHeHUn.

Hostname (Mmsa Xocta)
IP-agpec nnu nms xocta cepsepa TACACS+

Port (MopT ans ayteHTUdMKaumnn)
Mopt TCP gna wucnonb3oBaHus Ha cepeepe TACACS + pgns
ayTeHTudmkaumm.

Timeout (TanmayT)

OTOT HeobsA3aTernbHbIN NapameTp nepeonpeaensieT 3HadyeHne rnobanbLHoro
TanmM-ayta. Ecnm octaBuTb 3TO none nycTelM, OygeT uvcrnonb3oBaTbes
3HaudeHwue rnobansHoro Tanm-ayTa.

Key (Kntou)
OTOT Heobs3aTenbHbI NapameTp nepeonpedenseT rnobanbHbIN KoY.
Ecnu octaBuTb 9TO None nycTbiM, OyaeT UCnonb30BaH rnobanbHbIA KoY.

Hob6aeneHue Hosoz20 cepeepa

HaxmuTe kHonky «[ob6aBuTb HOBLIN cepBep» (Add new Server),
4yTOObI 400aBUTL HOBLIN cepBep TACACSH.

Myctaa cTpoka gobGaBnsieTcda B Tabnuuy, n cepep TACACS+
MoxeT BblTb HacTpoeH No mepe HeobxogumocTw. MNopaepxusaetcs Ao 5
CepBepoB.

KHonka «YganuTb» (Delete) moxeT ucnonb3oBatbCs Ans OTMEHbI
nobaBneHns HOBOroO cepeepa.

Krnonku:
Save — HaxXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb UX K
nepBoOHaYarnbHbIM 3HAYEHUSIM;
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9.6 Configuration-Aggregation (Hactpoukmu - Arperaums)

9.6.1 Aggregation — Static

Aggregation Mode Configuration
Stack Global Settings

Hash Code Contributors
Source MAC Address
Destination MAC Address [ ]
IP Address
TCP/MUJDP Port Mumber

Ha paHHOM cTpanvue WEB wuHTepderica npeacTaBneHbl HaCTPOWKK
Arperauum n rpynn arperaumu.

Source MAC Address (McxogHbin MAC agpec)

McxogHbin MAC-agpec MOXeT WUcnonb3oBaTbCsi AN pacdeta nopTa
HasHauyeHnss ana dpenma. YcTaHoBuTe dnar, 4YToObl  BKIHOYUTb
ucnonb3oBaHne wucxogHoro MAC-agpeca, wnuM cHumuTe dnar, 4TOObI
OTKNOYUTb. o ymonuaHuio ucxogHelt MAC-agpec BKIHOYEH.

Destination MAC Address (MAC agpec HasHadYeHns)

MAC-agpec HasHayeHuMss MOXEeT MWCMNoNb3oBaTbCa AN pacyeta nopTta
HasHavyeHns gna  dperima. YctaHoBuTe ¢onar, 4TOObl  BKMAOYUTH
ucnonb3osaHne MAC-agpeca nonydatens, WA cHuUmuTe dnar, 4YTobbI
OTKNo4YUTL ero. o ymonyaHuio MAC-agpec nonyyaTens OTKMOYEH.

IP_Address (IP Appec)

IP-agpec MOXeT wucnonb3oBaTbCA AN pacdeTa nopTa HasHadeHus ans
openma. YctaHoBUTe chnar, YToObl BKMHOYUTL Mchonb3oBaHue |P-agpeca,
unun cHumuTe cpnar, 4tobbl OTKMUNTL. o ymonyaHuio IP-agpec BKMOYEH.

TCP/UDP Port Number (Homep nopta TCP/UDP)
Homep nopta TCP/UDP mMOXHO wucnonb3oBaTk [fns pacyeta mnopTa
HasHavyeHnss gna  dgpenma. YctaHoBuTe donar, 4TOObl  BKMAOYUTH
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ucnono3oBaHne Homepa nopta TCP/UDP, unu cHumute donar, 4toObl
OTKNOUMTb. o ymonuaHuio Homep nopta TCP/UDP BkntoyeH.

Aggregation Group Configuration

Port Members
GroupID [1[2]3[4[5]e6[7[8]0]10
MNarmal @ @ (3 (&) (@ @ @ (8 (@) (@)

P o
)

[ B =S L I N
-

Hacmpolika epynn Aepezayuu

Locality (MecTtoHaxoxaeHue)
HacTtporika onpegenseT Tvn rpynnel arperaumMi. 9T0 none AeNCTBUTENbHO
TONbKO ANSA CTEKNMPYEMbIX KOMMYTaTOPOB.

v' Global — yyacTHMKM 3TOWM rpynnbl MOryT HaxOAMTbCA B pasHbIX
kommyTaTtopax cteka. Kaxgas global rpynna moxeT coctoaTb u3 8
YYaCTHUKOB.

v' Local — uneHbl 3TOW rpynnbl HaxoAsATCs B OAHOM KOMMyTaTope.
Kaxxgas local rpynna MoxeT cocTosiTb 13 16 y4acTHUKOB.

Group 1D (UpeHTudukatop Mpynnbi)

OnpegenseT naeHTudukaTop rpynmnbl Afs HACTPOEK, coAepXallunxcs B TON
xe cTtpoke. Uaentudpukatop rpynnel «Normal» ykasblBaeT Ha OTCyTCTBME
arperaumn. Tonbko OAMH UMAEHTUdUKATOP rpynnbl AeWCTBUTENeH AnA
Kaxkgoro rnopra.

Port Members (IMopTbl y4acTHUKM)

Kaxabln nopT komMMyTaTopa yKasaH ANns Kaxaoro naeHtudukartopa rpynneoi.
OTmMeTbTe TOYKOM 3nemMeHT, 4TOObl BKMIOYUTL MOPT B arperauuio, unu
ybepuTe TOuKy, 4ToObl yaanuTb NOPT M3 arperaumu.

Mo ymomnyaHWi MOpPTbl He MpUHaAnexaT kakon-nmbo rpynne
arperaumn. ToOnbko MNONHOAYMMEKCHbIE NOPTbl  MOrYT y4yacTBOBaTb B
arperauun, Kpome TOro, NopTbl AOSMKHbI ObiTb C OAMHAKOBOW CKOPOCTbIO B
Kaxkgow rpynne.
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KHonku:
Save — HaXmuTe, YTOObl COXPaHUTb N3MEHEHNS;

Reset — HaxmuTe, 4YTOObl OTMEHUTb W3MEHEHUs U BEPHYTb WX K
nepBoHa4alribHbIM 3Ha4Y€HUAM;

9.6.2 Aggregation — LACP (Arperaums — LACP)

Port [ LACP Enabled | Key [ Role [ Timeout| Prio
* O < v <= v| [ v 32768
1 O Auto v Active  |w Fast |w 32768
2 O Auto v Active  |w Fast |w 32768
3 O Auto v Active  |w Fast |w 32768
4 O Auto v Active  |w Fast |w 32768
5 O Auto v Active  |w Fast |w 32768
B O Auto v Active  |w Fast | 32768

Save | | Reset

Ha paHHom cTpaHnue WEB wuHTepdberica kommyTaTtopa
npeacraBneHbl HAaCTPOMKM OS1s NpoBepkn KoHdurypaumm noptos LACP. B
cnyyae HeobXxoOUMOCTU KOHUIYPALIMIO MOXHO U3MEHUTD.

HacTtpowikn nopta LACP oTHOCATCS K BbIOpaHHOMY B HaCTOALLMNA
MOMEHT KOMMYTaTopy B CTeKe, YTO OTPaXeHOo B 3arofioBke CTpaHuLbl.

Port (MopT)
Homep nopTta kommyTaTopa

LACP Enabled (LACP Bkmnto4eH)

OnemeHT wuHTepdpenca ynpasnaeT BkroveHnem LACP Ha atom nopty
kommyTatopa. LACP 6ygeTt npovsBoauTb arperauuio, korga 2 wunu bonee
NopTOB MOAKMKYEHbl K OOHOMY W TOMYy Xe ycTpouctBy. LACP moxet
dopmupoBaTtb Makcumym 12 LLAG Ha kommyTaTop u 2 GLAG Ha cTek.

Key (Kntou)

3HayeHue kroya, noryyaemMoe NOpPTOM, HAaxoouTcst B Auvanas3oHe 1-65535.
ABTOMaTM4eCcKasi HaCTpPOMKa YCTAHOBMUT K04 B 3aBMCUMOCTU OT CKOpPOCTMU
dumsumyeckon nuHumn: 10 Mb =1, 100Mb=2,1Tb = 3.
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Wcnonb3ys napameTtp «Specificy, MOXHO BBEeCTU 3Ha4yeHue,
3agaBaemoe nosb3oBateniem. [lopTbl C OAMHAKOBLIM 3HAYEHMEM Krto4a
MOryT Yy4yacTBOBaTb B OJHOW rpynne arperauuMu, a MopTbl C pPasHbiMU
KItoyamm - Her.

Role (Pornb)

Ponb nokasbiBaet cratyc aktmBHocTu LACP. Active 6yneT nepenaBatb
naketbl LACP kaxayto cekyHdy, B TO BpeMs kak Passive 6yget oxugatb
naketa LACP ot ycTpowncTtBa-naptHepa.

Timeout (Bpems oxnaaHus)

Bpema oxumpgaHus KkoHTponupyeT nepuod Mexay nepegadamu BPDU
naketoB. Fast 6yaet nepepgaBatb nakeTbl LACP kaxayto cekyHay, a Slow
oyaet xaatb 30 cekyHn nepen otrnpaskon naketa LACP.

Prio (MpwoputeT)
Prio oTBeyvaeT 3a npuopuTeT nopra.

Ecnu yctpownctso-naptHep LACP xo4eT cdopmmpoBath 60mbLuyto
rpynny, 4em nogaepXxuBaeTcs 3TMM YCTPOMCTBOM, TO 3TOT napametp 6yget
onpegensaTb, KakMe nopTbl ByAyT akTUBHbIMW, a kakve OyayT BbIMOMHATb
poNnb pPEe3epBHOr0 KOMMpOBaHWsl. MeHbllee 4ucno O3HavaeT OGonbLumni
npuopuTeT.

KHonku:
Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb WX K
nepBoHa4valribHbIM 3HA4YE€HUAM;
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9.7 Configuration—-Loop Protection (HacTtpounku — 3awmTra ot
netenb)

General Seffings

Global Configuration
Enable Loop Protection | Disable | w
Transmission Time 5 seconds
Shutdown Time 180 seconds

Ha paHHou ctpanuue WEB uHTepdenca npeacraBneHbl HACTPONKN 3alUnThI
OT ceTeBbIx netenb (Loop Protection).

OcHoeHbIe HacmpoUuKu
Enable Loop Protection (BknounTb 3awuTy OT neTensb)

onemeHT nHTEepdeica oTBevaeT 3a BKITHOYEHME/BbIKINIOYEHNE
(enable/disable) doyHKUMKM 3aWMTBI OT NETEND.

Transmission Time (Bpems nepenayn)
Bpemsa nepenaum onpegenseT uHtepsan mexagy otnpaskamu PDU sawwuTsl
OT neTenb Ha kaxapli nopT. Jonyctumble 3HaveHus ot 1 go 10.

Shutdown Time (BpemMs oTknto4eHNs)
BpemeHHOW nepuop (B ceKkyHOax), B TeyeHWe KOTOporo nopT Oyget
OTKIHOYEH B ClNyvyae BO3HUKHOBEHUSI NETN.

Jonyctumble 3HaueHua: ot 0 go 604800 cekyHa (7 aHen). Hynesoe
3HayeHve OyaeT yaepkaTb NOpT B HEAKTMBHOM COCTOSIHWUM (B0 crneaytoLlen
nepesarpysku ycTponcTsa).
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Port Configuration for Switch 1

Port | Enable | Action | Tx Mode
* e W || == "
1 Shutdown Fort w || Enable |
2 Shutdown Fort w || Enable |
3 Shutdown Port w | Enable |«
4 Shutdown Port w | Enable |«
5 Shutdown Port w | Enable |«
G Shutdown Port w | Enable |«
7 Shutdown Port w | Enable |«

Save | Reset
Hacmpolika nopmos

Port (Mopr)
Homep nopTa kommyTaTopa

Enable (BkntoyeHune)
OnemeHT wuHTepdenca KOHTPONUPYeT BKITHOYEHUE/BLIKIIOYEHNE QYHKLUK
Loop Protection ans BeiGpaHHOro nopra.

Action (Oenctsue)
OnemeHT wuHTepdenca onpegensetr [OEeWCTBUE, BbINOMHAEMOE Npu
obHapyxeHuv netnu Ha nopte. [lonycTMMble 3Ha4YeHus:
v' «OTkntodeHune nopta» (Shutdown Port)
v' «OTKkNoYeHWe nopTa 1 3anuck B xypHany» (Shutdown Port and Log)
v' «Tonbko 3anucek B xypHan» (Log Only)

Tx Mode (Pexum nepegayn)

[aHHas HacTpovika KOHTPONMPYeT, akTUBHO N MOPT reHepupyeT 6nokm Loop
Protection PDU unu uwet 6nokn PDU netnv B NacCMBHOM pexunme.
KHonku:

Save — HaXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb WX K
nepBoHa4valribHbIM 3HA4YE€HUAM;
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9.8 Configuration—-Spanning Tree (HacTtpowku — lNpoTokon
cBAsywoulero gepesa STP)

9.8.1 Spanning Tree-Bridge Settings (lpoTokon cBA3ylLWero gepeBa

STP-HacTpoikn KOpHeBOro MocTa)
STP Bridge Configuration

Basic Setfings

Protocol Version RSTP ~
Bridge Priority 32768 ~
Hello Time 2

Forward Delay 15

Max Age 20

Maximum Hop Count | |20

Transmit Hold Count | 6

Advanced Setlings

Edge Port BPDU Filtering
Edge Port BPDU Guard

Port Error Recovery

Port Error Recovery Timeout

ood

Ha paHHon cTpaHnue WEB wuHTepdenca npeacTtaBneHbl HaCTPOWKK
npotokona STP. 3Tn HAaCTPOMKN UCNONb3YIOTCA BCEMM KOPHEBLIMW MOCTaMM
(bridge) B cTake KOMMYTaTOPOB.

Ba3oebie Hacmpolku.

Protocol Version (Bepcusi npoTokona)
Bbibop Bepcun npotokona ceasytowero gepesa (MSTP/RSTP/STP)

Bridge Priority (3Ha4yeHune ns onpegeneHnsi KOPHEBOro MOCTa)
OnpenenseT npuopuTeT KOPHEBOro yCTponcTBa — MocTta (root bridge).
Bonee HU3kne yncnoBble 3Ha4YeHns NMetoT Gonbwnii npuoputeT. Nproputet
mocTa + MSTI, o6beguHeHHbIV ¢ 6-6arToBbiM MAC-agpecom kommyTaTopa,
obpasyeT ngeHtmudgukatop mocta (Bridge ID).

Onsa onepaumm ¢ MSTP npotokonom ato npuoputeT CIST. B npotvBHOM
cny4vae ato npuoputet mocta STP/RSTP.
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Hello Time (uHTepBan otnpaBku naketoB BPDU)

WuTepsan mexay otnpaskon STP BPDU. JonycTuMble 3Ha4YeHUss HaxoaaTcs
B amanasoHe oT 1 go 10 cekyHA, 3Ha4YeHne NO yMOMYaHMIo - 2 CeKyHAbI.
lNpumeyaHue. UsmeHeHUE 3mo20 napamempa [0 yMONYaHUK _He
pekomeHOyemcs U _MoXem okaszamb HebriasonpusimHoe enusiHue Ha eauwly
ceme.

Forward Delay (3agepxka CMeHbl COCTOSIHUI)

WHTepBan, 4yepe3  KOTOpbIM MNOPT KOMMYyTaTopa MEHSIeT COCTOsHWE C
obyyeHunsa/npocnylwiMBaHnsa Ha nepecobinky. [AnanaszoH BO3MOXHbIX 3HAYEHUN
4-30cek. 3HaveHune no ymonyaHuio — 15 cek.

Max Age (BpeMs XxpaHeHns TeKyLlen KoHurypaumm)
Tanimep, onpegensawowmnin oxungaHme BPDU nakeToB OT KOpHEBOro MocTa.
Ecnn yctponctBo nonyydaet naketbl BPDU po ucteveHus BpemeHun
Tanmepa, 3Ha4yeHue Tarimepa byaeTt copoLueHo.

Kpome TOro, ycTpoWcTBO OTMNpPaBWUT TOMOSIOTUIO C W3MEHEHHbIM
BPDU pana yBegomneHus Apyrux ycTpouctsB. [duanasoH 3HaveHun
coctaBnseT ot 6 — 40cek. 3HayeHne nNo ymondaHuio — 20 cex.

Maximum Hop Count (MakcumanbHoe Konnm4ecTBo XOMNoB — NepexoaoB)
OTO none onpegenseT HayanbHOE 3HayeHMe OCTaBLUMXCS Mepexodos
(xonoB) ans uHdopmaumm MSTI, creHepMpoBaHHOWM Ha rpaHuue obnacTtu
MSTI.

OH onpefensieT, Ha CKONbKO MOCTOB KOPHEBOM MOCT (root bridge)
MOXET pacnpocTpaHaTb CBOKW MHGopmauuio BPDU. JonycTumble 3Ha4eHus
HaxogaTcsa B AnanasoHe ot 6 o 40 nepexooB (XONoB).

Transmit Hold Count (MakcumanbHoe konuyectBo naketoB BPDU pgns
OTMpaBKK)

KonnyectBo naketoB BPDU, koTopble MoXeT nepefaTtb MopT B
cekyHay. lNMpu npesbieHnn 3TOro 3HavYeHUsa nepepava cnegyrowero BPDU
naketa OyaeT oTnoxeHa. [lonycTMMble 3HA4YEHUSI HAXOOATCS B Auanas3oHe oT
1 no 10 BPDU B cekyHAay.
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PacwupeHHble Hacmpoliku

Edge Port BPDU Filtering (Pvnetpauua BPDU ans kpanHero nopTta)
lMone onpepensieT, ©ygeT nu nopT, nNomedeHHbIn kak Edge (kpanHwui),
nepegasatb W nonydyats BPDU nakeTbl.

Edge Port BPDU Guard (PyHkumsa «Edge Port BPDU Guard»)

MMone onpepenset, 6ygeT nu nNopT, NOMeYeHHbIn kak Edge (kpanHun),
oTkntovatbesa npu nonyvyeHun BPDU naketos. MopT nepenget B coctoaHue
OTKNIOYEHUS No ownbke n ByaeT yaaneH n3 akTMBHOW TOMOMormu.

Port Error Recovery (BocctaHoBrneHMe nopTta nocre owmnobkn)
Mone onpepenset, 6ygeT v NopT, HAXOAALMACA B COCTOSIHAM OTKITIOYEHNS
nocne owmnbKn1, aBTOMaTUYECKN BKIOYEH Yepes onpeaeneHHoe BpeMsl.

Ecnn Port Error Recovery He BKNtOYeHO, NOpTbl AOMKHbI ObiTb
BPYYHYIO OTKIIIOYEHbI M MOBTOPHO BKIKYEHbI AN HOpPManbHOW paboThbl
npotokona STP.

[aHHoe ycnoBme BbINOMHAETCA Takke Mocne nepesarpysku
KOMMYyTaTopa.

Port Error Recovery Timeout

Bpemsa po nepesoga nopta B COCTOSHUM «OTKMIOYEHWS MO owwunbke» B
paboyee coctosiHme. donyctumble 3HaveHus: oT 30 go 86400 cekyHn (24
yaca).

KHnonku:
Save — HaXxmute, 4Tobbl COXpPaHNTbL U3MEHEHNS;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb WX K
nepeoHa4valribHbIM 3HA4YE€HUAM;
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9.8.2 Spanning Tree-Bridge Ports (MpoTokon cBsA3ylLlero gepeBa
STP-HacTpouku nopToB)

STP CIST Port Configuration

5Tl . i Restricted Paoint-to-
Port | Enabled | Path Cost | Priority | Admin Edge | Auto Edge Role | TCN EPDU Guard point
- & Auto " 128 |, Non-Edge | ., & O O O Foreed True | o,
ICIST Monmal Pori Configuration Ror Swiich 1
5TP . i Restricted Paoint-to-
Port | Enabled Path Cost | Priority | Admin Edge | Auto Edge Role | TCN EPDU Guard point
& = - < [y = - o] =] [m] [m] = -
e Auto |, 128 [, | | Mon-Edge |, = O a O Ao P
2 e Ao |y, 128 [, | | MNon-Edge |, cil [m] ] [m] Ao £
3 & Auto - 128 | ., Non-Edge | ., & O ] O Ao o
4 e Aute |y, 128 [, | | Mon-Edge |, e [m] ] [m] Ao P
8 A Auto - 128 " MNon-Edge - [ O (m} O Ao "
8 e Auto |, 128 [, | | Mon-Edge | ., = [m] a [m] Ao P
T Ci Auto e 128 .. | | Non-Edge [ .. [Ci O O O Auto e
Save | | Reset

OT1a cTpaHnua WEB uHTepcperica npegoctaBnseTr BO3MOXHOCTb NPOBEPUTH
Tekywme koHdurypaumm nopta STP/CIST v wnsmMeHntb ux, ecnu 31O
HeobxoaMmo.

Ota cTpaHnua WEB wuHTepderica cogoepxuT HacTpOWKW, Kak Ans
dU3MYecKUX Tak u AN arperMpoBaHHbIX NOPTOB.

WNcnonb3ytoTcsa rnobanbHble napaMeTpbl arperaumm.

HacTpoviku nopta STP oTHocATCS K TekyLeMy BbIOpaHHOMY KOMMyTaTopy 13
CTekKa, YTO OTPaKeHO B 3arorfioBKe CTpaHULbI.

Port (MopT)
Homep nopTa kommyTaTopa — nornyeckoro nopta STP.

STP Enabled (BkntoveHne STP)
lMone oTBevaerT 3a BkrtodeHne STP Ha 3ToM NopTy KOMMyTaTopa.

Path Cost (CtoumocTtb nyTn)

OwanasoH «ctoumocT nyTu». [nana3oH BO3MOXHbIX 3HadyeHun oT 0 —
200000000. Mo ymonuaHuio 3HaveHne — 0. OTO O3HayaeT, 4YTO pacyeT
CTOMMOCTM MYTK ONpefenseTcs CUCTEMON aBTOMATUYECKM.
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Priority (MpuopwuteT)

Mone oTBe4vaeT 3a NpuMOpUTET nopTta. HacTporka MOXeT MCMonb3oBaTbCs
ONst KOHTpOMNsi npuoputeTa MNOPTOB, MMEKLWMUX OAUHAKOBYHD CTOMMOCTb
nopta. (PathCost).

operEdge (state flag)
®dnar, oTBevalOWMA 3a onpeferieHns MNoAKMYeHUa nopTa HanpsaMyk K
nepnepunHbBIM YCTPONCTBAM.

Mepexod K COCTOSIHUIO MEPEChLINKM BbIMONHSAETCA ObicTpee Ans
KparHMx nopToB (MMetowmx 3HadeHue operEdge true), yem gna gpyrux
NnopToB.

3HaveHne 9aTOro dhnara ocHoBaHO Ha nonsax AdminEdge u
AutoEdge. 3T1oT dnar otobpaxaeTcsa kak Edge B Monitor-> Spanning Tree -
> STP (MogpobHoe onucaHne CoCTosAAHMSA MOCTa).

AdminEdge
Mone onpeaensieT, gomkeH nu dnar operEdge GbiTb YCTAHOBNEH UMW CHAT.

(HavanbHoe coctosiHne operEdge npu nHuumnanusauum nopra).

AutoEdge
MNMone onpe,qenﬂeT, AomKeH 1nMm  MOCT aKTVIBI/IDOBaTb aBToOMaTu4deckoe

onpegeneHne coctosHuA Edge Ha kopHeBOoM nopTe. OTO Mo3BonseT
onpefenuTb 3HauyeHue dnara operEdge (ycTtaHoBneH unu CHST) U3 TOro,
nonydeHsl v BPDU nakeTbl Ha NOPT UNn HeT.

Restricted Role

Ecnn aToT napameTp BKkMOYEH, MNopT He OygeT BbiOpaH B kadvecTBe
kopHesoro nopta ansa CIST nnu noboro MSTI, gaxke ecnun oH umeeT ny4luee
3HayeHue npuoputeta STP.

Takon nopT GyneTt BbiOpaH B KayecTBe anbTepPHATUBHOIMO nopTa
nocrie Bbidopa kopHeBoro nopta (Root Port). Ecnv pgaHHas HacTpowka
aKTMBMPOBAHA, 3TO MOXET MPMBECTU K OTCYTCTBUIO CBSI3HOCTU TOMOJSIOMMN.

OH MOXeT ObiTb YCTaHOBMEH CETEBbIM AOMUHUCTPATOPOM Tak,
4YTOOblI MOCTbI, BHELUHME MO OTHOLUEHWIO K OCHOBHOM 0Onactu ceTu, He
BNUANM Ha aKTUBHYIO TOMOMOMNI0 CBA3YIOLLLEro Aepesa, B CneacTane, YTo aTu
MOCTbl HE Haxo4ATCA NOA NOMHbLIM KOHTPONEeM agMUHUCTpaTopa.

OT1a yHKUMA Takke u3BecTHa kak Root Guard.
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Restricted TCN

Ecnu aToT napameTp BkntouveH, nopT He 6yaeT nepechbinaTb MonydYeHHble
yBeOoMIIeHNs1 06 M3MEHEHUN TOMOSOTMU U U3MEHEHMWS TOMONOMMK Ha Apyrue
nopTsbl.

Ecnn aktmBupoBaHO, TO 3TO MOXET Bbi3BaTb BPEMEHHYHO MOTEPIO
COegVHeHMs nocrie N3MEHEHWIN B aKTUBHOW TOMOMOIrMK CBA3YIOLLEro AepeBa
n3-3a MOCTOSHHO HEBEPHOM MHopMauMM O MECTOMOMOXEHUN N3YYEHHOTO
KOoMMyTaTtopa (ycTponcTea).

MapameTp yCTaHaBnmBaeTcsd ceTeBbIM aAMUHNCTPaTOpPOM ans
npeaoTBpaLleHns BO3HWKHOBEHWUSI BHELLUHMX MOCTOB MO OTHOLUEHWU K
OCHOBHOMY PErumoHy ceTu, YTO NpuBeaeT K cbpocy agpecoB B 3TOM pernoHe.

BPDU Guard

Ecnn dyHKuMs BkNtodeHa, MopT OTKo4vaetcs npu nonydveHun BPDU. B
OTNMYMe OT aHanornyHoro napameTpa MoOCTa, CTaTyc MorpaHUYHoro nopra
(Edge) He BnusaeT Ha aTOT NnapameTp.

MopT, HaxoOAWMNCA B OTKIMIOYEHHOM M3-3a OLIMOKM COCTOSIHUM M3-3a 3TOro
napameTpa, Takke noguuHaeTca HacTpouke Port Error Recovery.

Point-to-Point
PyHKUMA ynNpaBnaeT NOAKNIOYEHNEM NOpTa K NOKanbHOW CeTU TUna «ToYKa-
TOYKa», a He K pacrpefeneHHon ceTu.

OTo MoOXeT ObiTb OnpedeneHo aBTOMaTUYECKM WIN BPYYHYIO.
MNMepexon B COCTOSIHME MEPECHINKM NpoMcxoanT BbiCTpee AN «TouKa-ToYKa»
nokanbeHbIX ceTen, Yem Ansa pacnpeneneHHomn ceTu.

KHnonku:
Save — Haxmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb WX K
nepeoHa4valribHbIM 3HA4YE€HUAM;
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9.9 Configuration—-IPMC Profile (HacTpownku — IPMC)

9.9.1 IPMC - Profile Table (IPMC — Tabnuua npodwmns)

IPMC Profile Configurations

[ Global Profile Mode | | Disabled |v | |

IPMC Profile Table Setting
[ Delete | Profile Name [ Profile Description | Rule |

Add New IPMC Profile

Save | Reset

Ha oatom ctpaHnue WEB wvHTepdenica npeactaBneHbl HaCTPOWKM,
cBsi3aHHble ¢ npocunem IPMC.

Mpodunb IPMC ucnonb3yetcs Ans pasBepTbiBaHUS yNpaBrieHus
poctynom B Multicast IP notokax. Paspelwaetcs cosgaBaTb He Gonee 64
npochunen n He Bonee 128 cCOOTBETCTBYIOLLMX NPABUIT 4118 KaXXA0rO.

Global Profile Mode (InobanbHbin pexum paboThbl)

BkntounTtb/Beikntounts rmobansHo npoduns IPMC.

Cuctema HauvMHaeT BbINOMHATL UALTPAUMIO Ha OCHOBE HACTpPOeK
npoduns, ToNbKo Koraa BkrtoyeH pexuMm «Global Profile Mode».

Delete (Yoanutb)
HaxmuTe, 4Tobbl YyoanuTb 3anvck. 3anucek bydeT yganeHa npuv crnegyrouiem
COXpaHeHuu (save).

Profile Name (Umsa npodoumns)

Nmsa, ncnonbaytoLleecsa ons nHaekcupoBaHua Tabnuubl npocuns.

Kaxgas 3anucb obnagaetr yHuKanbHbIM MMEHEM, KOTOpOe COCTOWUT
MakcumMym n3 16 cumsonos andasuta u undp. Kak MUHUMYM OMH CUMBOI
andaBuT JOMKEH NMPUCYTCTBOBATbL B UMEHMN.

Profile Description (Onucanue npoduns)

JononHutenbHoe onucaHve Npoguns, KOTOpOoe COCTOMT Makcumym u3 64
OyKBEHHbIX U LU POBBLIX CMMBOIIOB.

WcnonbayinTe «_» unu «-», npobensl He 4onycKalTCs.
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Rule (MpaBnna)
Korga npodunb co3gaH, HaXXMUTE KHOMKY pefakTUpOBaHUA, YTOBObl NnepenTu
Ha CTpaHWLy HacTPOWKN NpaBun AN yKazaHHOro npodunsi.
Ceopgka o Ha3HauyeHHOM npocdpune byaeT otobpaxaTbCst HAaXaTUEM
KHOMKM NpOoCMOoTpa.
Bbl mMOxeTe ynpaBnsaATb WM NPOBEpPSATb MpaBuriia HasHa4YeHHOro
Npochunst ¢ NOMOLLbIO CReayHLLMX KHOMOK:
v" Navigate — cnMcok c npaBwulamMu, CBSI3aHHbBIMWU C [AaHHbIM
npocunem;
v' Edit — HacTpoiKa npaBun cBsi3aHHbIX C Ha3HAYeHHbLIM YCTPONCTBOM.

KHonku:
Add New IPMC Profile — Haxmute, 4T10ObI O00aBUTb HOBbIM |IPMC

npounb. YKaxute UMs U Co3ganTe HOBYK 3anucb. Haxmunte coxpaHuTb
(save)

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb UX K
nepBoHa4valrnibHbIM 3HA4YE€HUAM;

9.9.2 IPMC - Address Entry (IPMC — Beog agpeca)

IPMC Profile Address Configuration Refresh | | |<< |[ >>

Mavigate Address Entry Setting in IPMC Profile by 20 entries per page.

[ Delete | Entry Name | Start Address | End Address |

Add New Address (Range) Entry

Save

OT1a cTpaHuua WEB unHTepdenca npegoctaBnsetr BO3MOXHOCTb HAaCcTPOUTb
OuanasoH agpecos, ucrnons3yembix B IPMC.

3anucb agpeca ncnonb3yeTcd ANs yKasaHus AuvanasoHa agpecos,
KoTopbin Bygetr cBsizaH ¢ npocpunem IPMC. B cucteme paspelueHo
co3aaBaTb He 6onee 128 agpecHblx 3anuce.
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Delete (YoanuTb)
OTmeTbTe 3TOT 3neMeHT, 4YTOObl yaanuTb 3anucb. 3anucb ByaeT yganeHa
npw cnegyowemM CoOXpaHeHUN.

Entry Name (Ums 3anucu)
Nms, ncnonesyemoe anst uHaekcauum Tabnuusl agpecos BBoAa.

Kaxxgas 3anucb MmeeT yHMKanbHOE UMS, KOTOPOE COCTOMT Makcumym m3 16
OykB 1 undp. [lomkeH npmucyTcTBOBaThL XOTA Obl OANH CMMBON andasuTa.

StartAddress (Ha4anbHbIi agpec)
HavanbHbIn agpec rpynnbl MHOroagpecHomn paccoinku IPv4/IPv6, koTopbin
OyaeT ncnonb3oBaTbCs B KAYECTBE Anana3oHa agpecos.

EndAddress (KoHeuHbiIn agpec)
KoHeuHbIn agpec rpynnbl MHOroagpecHon paccbinku IPv4/IPv6, KoTopbin
OyaeT ucnonb3oBaTbCs B KAYECTBE Anana3oHa apecos.

KHonku:
Add New Address (Range) Entry — HaxmuTe, 4YTO0Obl A400aBUTH HOBBLIN

OuanasoH afpecoB. YKaxute uMA W HacTponTe agpeca. Haxmute
COXpaHuTb (save)

Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb WUX K
nepBOHaYarnbHbIM 3HaYEeHUSAM;

Refresh — HaxxmuTe, YTOOLI OOHOBUTL 0To6pa>|<arou.|,me0ﬂ B MNOJIAX 3HA4YEHUA,

<< — OO6HoBnseT TAbnNUUy, Ha4nMHas C NepBON 3anucu B KOHMUrypauum
agpeca npodguns IPMC

>> — QOO6HoBnseT Tabnuuy, HauyuHasi C 3anMcu nocne nocregHen
oTOGpakaemoit 3anmcu.
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9.10 Configuration — MVR (Hactpouku — MVR)

MVR Configurations

[MVR Mode | | Disabled -] ]

VLAN Interface Setting (Role [l:Inactive / S:Source [ R:Receiver])

[ Delete | MVR VID | MVR Name [ IGMP Address [ Mode | Tagging [ Priority [ LLQI [ Interface Channel Profile |

Add New MVR VLAN

OaHHass cTtpaHuubl WEB wuHTepdenica coaepXut WHCTPYMEHTbI Ans
HacTponkn MVR. ®yHkuma MVR obecneunBaeT nepeagpecauuio multicast
Tpadumka B multicast cetax VLAN.

Paspewaetca cosgaBatb Makcumym 8 VLAN MVR ¢
COOTBETCTBYIOLLUMMWN HACTpOMKaMy kaHana nns kaxgom multicast VLAN-
ceTn. Bcero moxeT ObiTb MakcumyM 256 rpynnoBbIX aApecos.

MVR Mode (Pexum paboTtsl MVR)
BkntounTs/BbikniounTts (Enable/Disable) rmobansHo MVR.

Delete (Yoanutb)
OTmeTbTe 3TOT 3MeMeHT, YToObl yganuTb 3anucb. 3anucb GyaeT yganeHa
npuv cregyoLem CoOXpaHeHnu.

MVR VID (ngeHTtudukaTop multicast VLAN)

Ykaxunte ngeHtucukatop multicast VLAN.

MpumeyaHne: nopTbl UcToyHMka MVR He pekoMeHgyeTcs nepekpbiBaTb
noptamu ynpasneHusa VLAN.

MVR Name (Mma MVR)
Nma MVR saBnsetca HeobssaTenbHbiM aTpubyToM Afs yka3aHus UMEHU
koHkpeTHon VLAN MVR.

MakcumansHaa gnuHa ctpoku nmedn VLAN MVR - 32. Mma VLAN
MVR moxeT cogepxaTb Tonbko OykBbl mnu umdpbl. Korga ykasbiBaetcs
HeobasaTenbHoe Mmst VLAN MVR, OHO [JOMmMKHO copepxaTb XOoTs 6bl oguvH
cumBon andgasuTa.

Mva MVR VLAN moxeT OblTb OTpedakTMpoBaHo  Ans
cywectBytowmux 3anucenn MVR VLAN unu moxeT ObiTb 40OaBNEHO K HOBbIM
3anucsam.
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Mode (Pexum)
Ykaxute pexum pabotel MVR.

B nguHamuyeckom pexmme  «Dynamic» MVR  pgonyckaeT
OVWHaMu4eckMe oT4YeTbl O perncTpaumm multicast VLAN Ha nopTtax
UCTOYHMKA.

B pexume coBmectumoctn «Compatible» oTyeTbl 0 peructpauum
multicast VLAN 3anpellieHbl Ha nopTax WucTodHuka. [lo ymonuyaHuio
NCNonb3yeTca ANHAMUYECKUIN PEXUM.

Tagging (TarmpoBaHue)
Ykaxute, 6yoyt nu koHtponbHble naketbl IGMP/MLD oTtnpaBnateca 6e3

Tera (untagged) nnm ¢ Terom MVR VID (tagged).

LLOI
lMone onpepenseT mMakcuMarbHOE BpPEMS OXMOAHUSA YreHCTBa B OTYyeTax
IGMP/MLD Ha nopTe nony4aTens, npexae 4Yem yaanaTb nopT M3 rpynnbl
multicast paccbinku.

3HayeHne ykasbiBaeTCsl B OeCATbIX AONAX cekyHabl. [dunanasoH
coctaenseT ot 0 go 31744.

3HayeHne no ymonuaHuio LLQI coctaBnser 5 pecatbix unuv
NOSICEKYHAbI.

Interface Channel Setting (WHTepdbelic HacTpoek kaHana)

Korma MVR VLAN 6ygeT co3gaHa, Haxmute «Edity, 4yToObl pasBepHyTb
COOTBETCTBYIOLLUME HACTPOMKM KaHana multicast ona koHkpeTHon MVR
VLAN.

CBoaka o HacTponke uHTepdencHoro kaHana (ons MVR VLAN)
OygeTt nokasaHa NOMMMO CUMBOSA PeAakTUPOBaHUS.

Port (Mop)
Jlornyeckuin nopT Ana HacTPoeEK.

Port Role (Ponb nopta)
Hactpouite nopt MVR B cootBetcTBytowen VLAN MVR npucsovB ogHy 13
crnegylowmx ponew:
v Inactive (l) — HasHa4YeHHbIN NOPT He ydyacTByeT B onepaunsax MVR;
v' Source (S) — HacTtpoiite nopTbl uplink, koTopble nonyyalT U
OTNPaBnsT AaHHble braewcdble PacChiikM B Ka4ecTBe MCXOOHbIX
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noptoB. AOOHEHTbI He MOryT ObiTb HanpsMyto MOAKIIOYEHbI K
NCXOAHbLIM NMopTaMm.

v" Receiver (R) — HacTpoiTe nopT, kak MopT noriyyaTens, ecrnM OH
[AOIMKEH NPUHMMATL TOMbKO AaHHble multicast paccbinku. Takon nopt
He noryyaeT AaHHble, ecrnv He sIBNSieTCs YneHoM rpynnbl multicast

PacCCbIJIKWN.
Immediate Leave Setting for Switch 1

Port | Inmediate Leave
1 Disabled |«
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

=~ @ W

L€ €€ € €

Immediate Leave (HemeaneHHbIN BbIXO4)
HacTpolika pa3peluaeT ObICTpbIN BbIXO4 Ha nopTe.

KHonku:

Add New MVR VLAN — HaxxmuTe, 4toObl gobaButb MVR VLAN. Ykaxute
VID u HacTponTe 3anucb. Haxmute coxpaHutb (save)

Save — HaxmuTe, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb WUX K
nepBOHaYarnbHbIM 3HaYEeHUSAM;

MVR Channel Configuration Refresh | | |<< || ==

Mavigate Channel Setting with MVR VID 1 by |16 entries per page.

[ Delete [ VLAN ID | VLAN Name | Start Address | End Address | Channel Name |

Add New MVR Channel

Save | Reset

Delete (YganuTb)
OTMeTbTe 3TOT 3MeMeHT, YTobbl yaanuTb 3anucb. 3anuck GyaeTt yaaneHa
npu crneayoLweM CoXpaHeH .
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VLAN ID (MaeHTudmkatop VLAN)
Mone otobpaxaeT ocobbii uaeHTUdukatop multicast VLAN. [Mone He
pegakTupyemoe.

VLAN Name (Mmsa 3anuncn)
Mone oTobparkaeT ocoboe nmsa multicast VLAN. None He peaaktupyemMoe.

StartAddress (Ha4anbHbIi agpec)
HavanbHbIn agpec rpynnbl MHOroagpecHomn paccoinku IPv4/IPv6, koTopbin
ByaeT ncnonb3oBaTbCs Kak kaHan ans notoka (streaming channel)

EndAddress (KoHe4Hbii agpec)
KoHeuHbIn agpec rpynnbl MHOroagpecHon paccbinku IPv4/IPv6, KoTopbin
OyaeT ucnonb3oBaTbCs Kak kaHan Ans notoka (streaming channel)

Channel Name (Mmsa kaHana)
YKaxunTe HasBaHMe kaHana onpegeneHHon multicast VLAN.

MakcumanbHasa gnuHa CTpokM MMeHu kaHana - 32. Vimsa kaHana
MOXeT coaepKaTb TOMbKO BykBbl NNn LMdpbI.

HasBaHue kaHana QOMMKHO cogepxaTb XOTa 6bl OguH CUMBON
andasura.

KHnonku:

Add New MVR Channel — Haxmwute, 4ToObl 006aBWTH HOBBLIN KaHan.
Ykaxute agpec n HacTpouTe HOBYIO 3anncb. HaxxmuTe coxpaHuTb (save)

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb WX K
nepeoHa4valribHbIM 3HA4YE€HUAM;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL OTODPaXaoLWMEeCs: B MOMSIX 3HAYEHWS;

<< — OO6HoBngeT Tabnuuy, HaumHas ¢ nepsor 3anucu B MVR Channel
Configuration

>> — QOO6HoBnseT Tabnuuy, HauyuHasi C 3anMcu nocne nocregHen
oTobpakaemon 3anucu.
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9.11 Configuration — IPMC (HacTtpouku — IPMC)
9.11.1 IPMC —= IGMP Snooping (HacTtponkn — IGMP Snooping)

9.11.1.1 IGMP Snooping — Basic Configuration (IGMP Snooping —
Ba3oBble HACTPOMKM)

IGMP Snooping Configuration
Stack Global Settings

Global Configuration
Snooping Enabled O
Unregistered IPMCwvd4 Flooding Enabled
IGMF S5M Range 232000 e
Leave Proxy Enabled 1
Froxy Enabled O

Port Related Configuration for Switch 1

Port | Router Port | Fast Leave [ Throttling
* O O <= v
1 O O unlimited | w
2 H H| unlimited | w
3 O O unlimited | w
4 H H| unlimited | w
5 O O unlimited | w

Save | Reset

Ha paHHon ctpanmue WEB wuHTepdenca npeactaBrneHbl OCHOBHbIE
HacTponku dyHkumn IGMP Snooping.

Snooping Enabled (Bkntoyenue dyHkumm IGMP Snooping)
BkntounTtb rmobansHo nogaepxky IGMP Snooping.

Unregistered IPMCv4 Flooding Enabled (HesapeructpupoBaHHbIv

dnyanHr IPMCv4 BKNtoYEeH)

BknounTb / BeIKNOUNTL HE3aperncTpMpoBaHHbI NOToK Tpaduka IPMCv4.
KoHTponb dnyauHra (konupoBaHus cppenma BO BCe MOPThI)

BCTynaeT B CUIy TOSbKO NpW BKITHOYEHHOM rmnobansHo IGMP Snooping.
Korga IGMP Snooping oTtkntodeH, dyHkums Unregistered IPMCv4

Flooding Bcerga akTmBHa, HECMOTPSA Ha 3HaYEHUSA 3TOW HACTPOMKN.
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IGMP_SSM Range (Juana3zoH SSM)

Ovnanason SSM (Source-Specific Multicast) nossonsier xoctam w
MaplpyTtusaTopaMm, nogaepxusalowmm  SSM,  3anyckaTtb  Mofgenb
obcnyxuBaHnss SSM ans rpynn B AnanasoHe agpecos.

Leave Proxy Enabled

BkntounTb/Beikntounte  IGMP Leave Proxy. 3Ty YHKUMIO  MOXHO
ucnonb3oBaTb, 4TOObI wu3bexaTb NEpPechiikN  HEHYXHbIX COOBLLEeHUN
MapLIpyTu3aTopy.

Proxy Enabled (Bkntountb Proxy)

Bkntounts / Beikniounte IGMP Proxy. 3Ty yHKUMIO MOXHO MCNONb30BaTh,
4yTobbl M3bexaTb nepecblikKn UHOPMAaLMM O HEHYXHbIX MOAKMIOYEHUSAX U
HEHY>XHbIX COOBLLIEHWI MapLIpyTU3aTopy.

Router Port (MopT mapwpytmnsatopa)
YKaxute, Kakue MopTbl AENCTBYIOT, Kak MOpTbl MapLlupyTtusatopa. [lopT
MapLupyTnsaTopa - 370 nopTt Ha kommyTtaTope Ethernet, koTopbii BegeT K

ycTponcTtBy multicast yctponctsy Layer 3 nnm paéotaet ¢ IGMP 3anpocamu.

Fast Leave (BbICTpbIf BbIXOA)
BknounTb/BbIkNiounTb GbICTPbIN BbIXOS HA NOpTe

Throttling (TpoTTnWHr)

Bkniounte, 4toObl OrpaHuM4MTb KOonmmyecTBO Multicast rpynn, K KOTOpbIM
MOXeT npuHaanexatb NopT KOMMyTaTopa.

KHonku:

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb WX K
nepBoHa4alribHbIM 3Ha4YeHUAM;
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9.11.1.2 IGMP Snooping — VLAN Configuration (IGMP Snooping —
HacTtpownku VLAN)

IGMP Snooping VLAN Configuration
Start from VLAN with entries per page.

al
(sec)

Querier Querier

BEES Election Address

QRI (0.1 LLQI (0.1 URI
sec) sec) (sec)

VLAN Snooping
ID

Compatibility | PRI | RV

Cmon6ub! mabnuuysb! IGMP Snooping VLAN Configuration

Delete (Yoanutb)
OTmeTbTe 3TOT 3MeMeHT, 4YToObl yaanutb 3anucb. 3anucb GygeTt yoaneHa
npuv criegyoLem CoOXpaHeHnu.

VLAN ID (MaeHTndukaTtop VLAN)
Mone otobpaxaeT ocobbii uaeHTMdUkaTop VLAN COOTBETCTBYIOLLUI
3anucu.

IGMP Snooping Enabled (CoctosHue cyHkummn IGMP Snooping)
Bkntounte otcnexmBaHne IGMP ans kaxgon VLAN. [na otcnexuBaHus
cocTosiHus IGMP moxHo BbiGpaTtb Ao 32 VLAN.

Querier Election
Onuus otBedvaeT 3a Bbibop IGMP Querier B VLAN.

Querier Address
Bapante agpec IPv4 B kayecTBe agpeca MCTOYHWMKA, UCNOMb3yemMoro B
3aronoeke IP gns Bbi6opa IGMP Querier B VLAN.

Ecnn apgpec He 3apaH, cuctema wucnonesyet IPv4-agpec,
cBsA3aHHbIN ¢ 3Ton VLAN.

Ecnn agpec IPv4, cBssaHHbii C¢ VLAN, He 3agaH, cuctema
ucnonb3yeT nepsbli AOCTYNHbIM agpec IPv4 onsa ynpasneHus.
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Compatibility (CoBMecTmocCTb)
CoBMeCTUMOCTb [OMmMKHa OblTb MeXxay XocTamu W MmapLupyTusaTopamu,
BbIMOSHSAIOWMMM COOTBETCTBYIOLUNE AENCTBUS B 3aBUCUMOCTM OT Bepcumu
IGMP npoTokona, UCMorb3YyoLLErocs Ha XoCTax U MapLupyTusaTopax B CETU.
Ha BbiGop npeaycMoTpeHo 4 BapuaHTa:

v IGMP-Auto;

v" Forced IGMPV1;

v" Forced IGMPv2;

v" Forced IGMPv3.

PRI (MpwuoputeT nHtepdelica)
lMone onpegensieT ypoBeHb npuoputeTa dperima ynpasneHus |IGMP,
CreHepupoBaHHbIA CUCTEMONR.

OTM 3HadyeHuA MOryT WCMONb30BaTbCA AN ONpeaeneHusi
NPVYOPUTETOB pa3sHbIX KNaccoB Tpaduka.

Honyctumbin guanasoH - ot 0 go 7 (MakcMmarbHOE), 3HayeHue
npuopwuTeTa nHTepdenca no ymonyaxuio - 0.

RV

MNMepemeHHas Robustness Variable (RV) nossondetr HacTpavBatb
npegnonaraemMyo noTepr NakeToB B CETU.

Honyctumbin guanasoH - ot 1 go 255, 3HavyeHme RV no ymonyaHumio - 2.

QI (MHTepBan 3anpocos)

OT0  wuHTepBan mMexgy  obwumu  3anpocamu, oTnpaBnsieMbiMn
3anpaluvBaLLUM YCTPONCTBOM.

Oonyctumbln gnanasoH - oT 1 go 31744 cekyHA, vHTepBan 3anpoca Mo
ymonuyaHuio - 125 cekyHa.

QORI (MHTepBan oTBETOB Ha 3anpochl)
HDonyctumbin ananasoH: ot 0 go 31744 3a pgecatble cekyHabl, QRI no
ymonuaHuto coctaBnseT 100 3a gecatbie cekyHabl (10 cekyHa).

LLOI (LMOQI for IGMP)

WHTepBan mexay 3anpocamu nocrieqHero y4acTHuka.

Oonyctumbin ananasoH ot 0 oo 31744 B gecaTbix gonsx cekyHapl, LLQI - 10
B AecATbIX Aonsax cekyHapbl (1 cekyHaa).
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URI
Honyctumbin agnanasoH - ot 0 go 31744 cekyng, URI no ymonyanuio - 1
cekyHAaa.

KHonku:

Add New IGMP VLAN — HaxmuTe, 4To6bl fo6aBuTb HoBytlo IGMP VLAN.
YkaxuTe VID n HacTponTe HOBYIO 3anmcb. Haxmute coxpaHuTtb (save)

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — HaxmuTe, 4TOObl OTMEHUTb W3MEHEHUS U BEPHYTb UX K
nepBoHa4alribHbIM 3Ha4Y€HUAM;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL OTODOpaxaroLmMecs: B NOMsIX 3HaYEHWS;
<< — O6HoBnseT Tabnuuy, Ha4YMHas C NepBOW 3anucy;

>> — QOG6HoBnsleT Tabnuuy, HaudMHas C 3anuMcu  fnocne nocnegHen
oTobpaxkaemon 3anucu.

9.11.1.3 IGMP Snooping — Port Group Filtering (IGMP Snooping -
dunbTpayua AnAa rpynn nopToBs)

IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile
1 & -~
2 &
3
48
5 &
6 &
T -
8 &
9 &
10 M

A

Port (MopT)
Jlornyecknin nopT Ans KOHOUrypupoBaHus.
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Filtering Profile (Mpodwnne dunbtpawmm)
Beibop npocuna IPMC B kayectBe ycnosus unbTpauun Ans
onpegerneHHoro nopra.

CeegeHnss 0 HasHayeHHOM npodune 6yger oTobpaxaTbes
Ha)kaTeM KHOMKU MpoCcMoTpa.

Profile Management Button (KHonkn ynpasneHus npodunem)
B0O3MOXHOCTb MNpOBEPKM NpPaBuN Ha3HaYEHHOro NpPodPuUAs C MNOMOLLbLIO
CcneayroLLen KHOMKK:
v" Navigate — npocMOTp cnucka MpaBuf, CBSI3aHHbIX C [AaHHbIM
npocunem.

Krnonku:
Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb WUX K
nepBOHavarnbHbIM 3HAYEHUSIM;

9.11.2 IPMC — MLD Snooping (IPMC — MLD Snooping)

9.11.2.1 MLD Snooping — Basic Configuration (IGMP Snooping -
Ba3oBble HACTPOMKM)
MLD Snooping Configuration

Stack Global Settings

Global Configuration
Snooping Enabled O
Unregistered IPMCv6 Flooding Enabled
MLD S5M Range ff3e:: /|96
Leave Proxy Enabled ]
Proxy Enabled O

Port Related Configuration for Switch 1

Port | Router Port | Fast Leave | Throttlin

* | ™ <> v
1 O O unlimited |«
2 | ™ unlimited |«
3 O O unlimited | »
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Snooping Enabled (BkntoveHue dpyHkumm MLD Snooping)
BkntounTs rmobansHo nogaepxky IGMP Snooping.

Unregistered IPMCv6 Flooding Enabled (HesapeructpmpoBaHHbIN
dnyanHr IPMCv6 BKntoYeH)

BkntounTb / BeIKNIOYNUTL HE3apEermcTpUpoBaHHbIN NOTOK Tpaduka IPMCV6.
KoHTponb cnyguHra (konnpoBaHus operima BO BCe NOPThI) BCTyNaeT B CUITy
TONbLKO MPK BKIHOYEHHOM rnobansHo MLD Snooping.

Korma MLD Snooping oTknodeH, dyHkuna Unregistered IPMCv6 Flooding
BCerga akTMBHa, HECMOTPS Ha 3HAYEHUS 3TON HACTPOWKMU.

MLD SSM Range

OunanasoH SSM (Source-Specific Multicast) nossonser xoctam w
MapLipyTusatopam, nogaepxuBaoowmm  SSM,  3anyckatb  Moaernb
obcnyxuBaHnst SSM ans rpynn B AnanasoHe agpecos.

Leave Proxy Enabled

BknounTe/Beikntiounte MLD  Leave Proxy. 3Ty  QYHKUMIO  MOXHO
ucnonb3osatb, 4YTOObl M36exaTb MNepechbiikKM  HEHYXHbIX  COObLLIEeHU
MapLupyTusaTopy.

Proxy Enabled (Bkniountb Proxy)

BkntounTb / Bbikniounte MLD Proxy. 3Ty dYHKUMIO MOXHO MCMNONb30BaTh,
4yTobObl M3bexaTb MepecblikKn UHOPMALMM O HEHYXHbIX MOAKIHOYEHMAX U
HEHY>XHbIX COOBLLIEHWI MapLIpyTU3aTopy.

Router Port (MopT mapwpytnsatopa)

YKkaxute, Kakue noptbl OENCTBYIOT, Kak MOpTbl Maplipytmsartopa. [lopt
MapLipyTusartopa - 3To nopTt Ha KommyTtatope Ethernet, koTopein Bepget K
ycTponcTtey multicast yctponctey Layer 3 nnun pabotaet ¢ MLD 3anpocamu.

Fast Leave (BbIcTpbIfi BbIX0A)
BkntounTb/BbIKNIOYNTL ObICTPbIA BbIXO4 HA NopTe

Throttling (TpoTTnuHr)
Bknitounte, 4toObl OrpaHuMuMTb KOnM4yecTBO Multicast rpynm, K KOTOpbIM

MOXET npuHaanexartb NopT KOMMyTaTopa.
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KHonku:
Save — HaXmuTe, YTOObl COXPaHUTb N3MEHEHNS;

Reset — HaxmuTe, 4YTOObl OTMEHUTb W3MEHEHUs U BEPHYTb WX K
nepBoHa4alribHbIM 3Ha4Y€HUAM;

9.11.2.2 MLD Snooping — VLAN Configuration (MLD Snooping —
HacTtpouku VLAN)

MLD Snooping VLAN Configuration
Start from VLAN with entries per page.
[Delete [ VLAN ID | i [ Querier Election | Compatibility | PRI | RV | QI (sec) | QRI (0.1 sec) | LLQI (0.1 sec) | URI (sec) |

Delete (Yoanutb)
OTMeTbTe 3TOT aneMeHT, YTobbl yaanuTb 3anucb. 3anucbk 6yaeT yaaneHa
npu cneayoLweM CoOXpaHeH .

VLAN ID (MWoeHTudukatop VLAN)
Mone oTobpaxaeT ocobbii uaeHTUdUKaTop VLAN COOTBETCTBYIOLLUIA
3anucy.

MLD Snooping Enabled (CoctosiHne dyHkumn MLD Snooping)
Bkntounte otcnexmBanHne MLD gna kaxgon VLAN. [Ona oTcnexuBaHus
cocTosiHusa MLD moxHo BbibpaTth oo 32 VLAN.

Querier Election
Onumsa otBevaeT 3a Bbibop MLD Querier B VLAN.

Querier Address
Bapante agpec IPv4 B kayecTBe agpeca MCTOYHMKA, UCMONb3yeMOro B
3aronoeke IP gns Bbioopa MLD Querier B VLAN.

Ecnn apgpec He 3agaH, cuctema wucnonb3yeT |Pv4-agpec,
cBsA3aHHbIN ¢ 3To VLAN.

Ecnn agpec IPv4, cBssaHHbii ¢ VLAN, He 3agaH, cuctema
ucnonb3yeT Nepsbli AOCTYNHbINM agpec IPv4 anga ynpasneHus.
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Compatibility (CoBMecTmocCTb)
CoBMeCTMMOCTb AOfMKHa OblTb Mexay XocTaMuM W MapLupyTM3aTopamu,
BbIMOSTHSAOLWMMN COOTBETCTBYHOLIME OENCTBUS B 3aBUCUMMOCTM OT Bepcun
MLD npoTtokorna, UCMob3yHLErocs Ha XoCcTax U MapLipyTnsatopax B ceTu.
Ha BbIGop npegycMoTpeHo 4 BapuaHTa:

v MLD-Auto;
Forced MLDv1,
Forced MLDv2,;
Forced MLDv3.

SRV

PRI (MpuopuTteT nHtepdeinca)
lMone onpeagenseTr ypoBeHb npuoputeTa dperima ynpasnenus MLD,
CreHepupoBaHHbIA CUCTEMON.

OTM  3HadyeHUds MOryT WCMONb30BaTbCA AN ONpedereHuns
NPVOPUTETOB pa3sHbIX KNaccoB Tpaduka.

Honyctumbin guanasoH - ot 0 go 7 (MakcumanbHoe), 3HayeHue
npuopwuteTa nHTepdenca no ymonyaxuio - 0.

RV

MNMepemeHHas Robustness Variable (RV) nossondetr HacTpavBatb
npegnonaraeMyo noTepro NakeToB B CETU.

Oonyctumbln gnanasoH - oT 1 go 255, 3HavyeHne RV no ymonyaHuio - 2.

QI (MHTepsan 3anpocos)

OTO0  wuwHTepBan  Mexgy  ofbwuMuM  3anpocamu,  OTNpaBnsAeMbiMM
3anpaluvBaLLUM YCTPONCTBOM.

Honyctumbin gnanasoH - oT 1 go 31744 cekyHA, vHTepBan 3anpoca Mo
ymonuyaHuio - 125 cekyHa.

ORI (MHTepBan oTBETOB Ha 3anpochbl)
HDonyctumbin ananasoH: ot 0 go 31744 3a pecatble cekyHapl, QRI no
ymonyaHuto coctasnseT 100 3a gecatble cekyHabl (10 cekyHA).

LLOI

WHTepBan mexay 3anpocamu nocrieqHero y4acTHuka.

Oonyctumbin amanasoH ot 0 oo 31744 B gecatbix gonsx cekyHawl, LLQI - 10
B AecATbIX Aonsx cekyHabl (1 cekyHaa).
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URI
HDonyctumbln gnanasoH - ot 0 go 31744 cekyHg, URI no ymonyaHumio - 1
cekyHAaa.

KHonku:

Add New MLD VLAN — Haxmwute, 4TOObl gobGaBuTb HOByto MLD VLAN.
YkaxuTe VID n HacTponTe HOBYIO 3anmcb. Haxxmute coxpaHuTtb (save)

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — HaxmuTe, 4YTOObl OTMEHWUTb MW3MEHEHUS W BEPHYTb WX K
nepBOHaYarnbHbIM 3HaYEeHUAM;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL OTODpaxaroLmMecs: B NOMsIX 3HaYEHWUS;
<< — O6HoBnNSAET Tabnmuy, Ha4YMHas C NepBON 3anucu;

>> — O6HoBnseT Tabnuuy, HayMHas C 3anuMcu nocre nocregHen
oTobpaxkaemon 3anucu.
9.11.2.3 MLD Snooping — Port Group Filtering (MLD Snooping —

dunbTpayua AnNAa rpynn nopToBs)

MLD Snooping Port Filtering Profile Configuration

Port | Filtering Profile
1 & — v
2 & ]
- o
4 & - ~]
oo~ o
G - ~]
T - o
g - - ~]
9 & - ]
10 & v

Port (MopT)
Jlornyeckuin nopT Ans KOHPUrypupoBaHus.
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Filtering Profile (Mpodwnne dunbtpawmm)
Beibop npocuna IPMC B kayectBe ycnosus unbTpauun Ans
onpegerneHHoro nopra.

CeegeHnss 0 HasHayeHHOM npodune 6yger oTobpaxaTbes
Ha)kaTeM KHOMKU MpoCcMoTpa.

Profile Management Button (KHonkn ynpasneHus npodunem)
B0O3MOXHOCTb MNpOBEPKM NpPaBuN Ha3HaYEHHOro NpPodPuUAs C MNOMOLLbLIO
CcneayroLLen KHOMKK:
v Navigate — npocMOTp cnucka npaBui, CBS3aHHbIX C [AaHHbIM
npocunem.

Krnonku:
Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — Haxmute, 4YTOObl OTMEHUTb MW3MEHEHUS U BEPHYTb WUX K
nepBOHavarnbHbIM 3HAYEHUSIM;

9.12 Configuration — LLDP (HacTpowku — NpoTtokon LLDP)

9.12.1 LLDP - LLDP Configuration (MpoTtokon LLDP — HacTpo#ku
npotokona LLDP)
LLDP Configuration

LLDP Parameters

Tx Interval |30 seconds
Tx Hold 4 times

Tx Delay |2 seconds
Tx Reinit |2 seconds

LLDP Port Configuration for Switch 1

[ Optional TLVs
Port] Mode [ CDP aware | Port Descr [ Sys Name | Sys Descr [ Sys Capa | Mgmt Addr
* ==

O

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Frahlad

ENEHENENENE € K
R EHEEEE
YN REHEEEE
(SR CY T NCA R CY R CY A C|
R EHEEEE

NN AW N -
Jjoogooo
JAEREHEEEE
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LLDP (IEEE 802.1AB) npoTOKON KaHanNbHOrO YPOBHS, MO3BONSAOLLNIA
ceTeBoMy obopyaoBaHuio onosewats obopynosaHue, paboTaiowme B
NoKanbHOW ceTu O CBOEM CyleCTBOBaHUM W nepegasBaTb €My CBOU
XapakTepucTHKK, a Takke NonyvaTb OT HEro aHarorMyHble CBeAeHNs.

Mapamempsbi LLDP

TX Intreval (MHTepBan oTnpaBku)

KommyTtatop nepuogudeckn nepenaet cdppenmbl LLDP cBonm yctponcteam-

cocenam ons obecneveHus aktyansHocTu discovery nHcopmauuu.
WHTepBan wmexay nepepaden  kaxporo  ¢phperma  LLDP

onpegensietcs 3HadeHnem TX Intreval. Jonyctumble 3HadeHusa 5 - 32768

CEK.

Tx Hold

Kaxagbin cpenm LLDP cogepXutT wHgpopmMaumio O TOM, Kak [OSro

MHdopMaunsa BHyTpU doperma LLDP gormkHa cumtaTbCs AeNCTBUTENBHON.
Mepuog aktyanbHOCTM uHopmauum LLDP paBeH 3HayveHuio TX

Hold, ymHoXeHHOMY Ha TX Interval cekyHa.

Tx Delay (3agepxka oTrnpaBku)

Ecnu koHdurypaums namensietca (Hanpumep, IP-agpec), nepegaetcsi HOBbIN
kagp LLDP, Ho Bpemsi Mmexay kagpamu LLDP Bcerga 6yneTr no MeHbLUewn
Mepe paBHbIM 3HayeHuto Tx Delay. Tx Delay He moxeT npeBblwatb 1/4
3Ha4veHusa TX Intreval. JonycTumble 3HadeHus 1 - 8192 cekyHaamu.

TX Reinit ()
Korga nopt otkmoyeH, LLDP oTknwoyeH rnobanbHO wnu KOMMyTaTop
nepesarpyxeH, ¢penm oTknoveHna LLDP nepepaetca  cocegHum
YCTPONCTBAM, CUrHanNu3npys o ToM, 4YTo umHcopmaums LLDP 6Gonbwe He
OencTBuTenbHa.

Tx Reinit onpegenserca KonMMYeCTBOM CeKyHO Mexay Kaapom
BbIKIIOYEHUS U HOBOW uWHUUManu3aunen LLDP. [JonycTumble 3HaveHus
orpaHmyeHsl 1 - 10 cexk.
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Hacmpoltika LLDP Ha nopmax

Port (MopT)
Homep nopta kommyTaTtopa

Mode (Pexxum paboTbl)
Bbibop pexuvma paboTbl LLDP:

v

Rx only — KommyTtaTtop He 6yaeT otnpaBnstb MHgopmauuo LLDP,
HO npu 3TOM, MWHGopmauua LLDP, nonydyeHHass OT coceaHux
YCTPOWCTB, aHanmaupyeTcs;

Tx only — Kommytatop He BygeT camocToaTenbHO obpabaTbiBaTb
uHdopmaumio LLDP, nony4eHHyto OT yCTPOMCTB-cOCeden, HO mnpu
3TOM, OTnpaBuT MHGopmauuio LLDP ganee;

Disabled — KommyTtaTtop He OyaeTt otnpaensaAte MHopmauuo LLDP
Janee n He OygeT camocTodATenbHO obpabaTtbiBaTb MHGOPMaLMIO
LLDP, nony4eHHyto OT YCTPONCTB — cOceaen;

Enabled — KommyTtaTop OyameT oTtnpaensAte uHdopmauuio LLDP
janee, a TawKke CaMOCTOATENbHO aHanusmpoBaTb MHGOpPMaLuio
LLDP, nonyyeHHyto OT YCTPOMCTB - coceaen.

CDP Aware

v

v

®dyHKkumnoHansHocTe CDP orpaHvyeHa gekoavMpoBaHMEM BXOASALUMX
dppenmos CDP (kommyTatop He nepepaet dperimel CDP
camocTodaTenbHo). ®dperimbl CDP  gekoampytoTcs, TOMbKO ecnuv
BkntodeH LLDP Ha noprty.

Hekoaupytotca Tonbko CDP TLV dpelmbl, koTopble MOryT ObiTb
conocTaBrieHbl C COOTBETCTBYHOLLMM MONEM B Tabnuvue yCTPOWCTB-
cocegen LLDP. Bce ocrtanbHble TLV He o6pabatbiBatoTrcs
(HepacnosHaHHble CDP TLV wu oTtbpoweHHble kagpbl CDP He
oTobpaxatoTcs B ctatuctuke LLDP.).

Port Descr (OnucaHue noprta)
HeobsizaTenbHbin TLV: ecnm aToT dpnar ycrtaHoBneH, «Port Descr»
BKMOYaeTcs B nepeaasaemyto uHpopmaumo LLDP.
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Sys Name (CuctemMHoe ums)
HeobsasatenbHbin TLV: ecnn 3T10oT (pnar ycrtaHoBneH, «Sys Name»
BKMNtoYaeTcsa B nepegaBsaemMyto nHgopmauuio LLDP.

Sys Descr (OnucaHue cuctemsl)
HeobssaTtenbHbin TLV: ecnu 3ToT dpnar yctaHoBrneH, «Sys Descr»
BKNtoYaeTcsa B nepegasaemMyto nHgopmauuio LLDP.

Sys Capa (CoBMECTUMOCTb CUCTEMBI)
HeobssatenbHboin TLV: ecnu atoT dhnar yctaHoBneH, «Sys Capa»
BKMOYaeTcs B nepeaasaemyto Hpopmaumo LLDP.

Mamt Addr (Agpec ynpasneHus)
HeobGsizatenbHbin TLV: ecnn atoT chnar ycraHoeneH, «Mgmt Addr»
BKNto4aeTcsa B nepegasaemMyto nHgopmauuio LLDP.

KHonku:
Save — HaXxmute, 4Tobbl COXpPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

9.12.2 LLDP — LLDP MED (Mpotokon LLDP — LLDP MED)

LLDP-MED Configuration

Fast Start Repeat Count

Fast start repeat count |4

Coordinates Location

[ Latitude [o “ [North [ [ Longitude Jo © [East  |v|| Atitude [0 Msters | | [ Map Datum | [ WGS84 [
Civic Address Location

Country code State County

City City district Block {Neighbourhood)

Street Leading street direction Trailing street suffix

Street suffix House no. House no. suffix

Landmark Additional location info Name

Zip code Building Apartment

Floor Room na. Place type

Postal community name P.0. Box Additional code

Emergency Call Service

[ Emergency Call Service | |

Policies

Delete [ Policy ID [ Application Type [ Tag [ VLAN 1D [ L2 Priority [ DSCP |
No entries present |

Add New Policy

Save | | Reset

150



Ha paHHom cTtpaHuue WEB wuHTepcenca npeacraBneHbl
HacTponku LLDP MED. 3Ta dyHKumsa ncnonbdytotca ¢ VoIP ycTponcTsamu,
KOTOpble ee NOAAEPKMBAIOT.

KOOPOUHaMBI MeCcmorioJsioxXeHus1

Latitude (LvpoTa)
LWnpoTa gomkHa 6b1Th B Npeaenax 0-90 rpagycoB ¢ MakcnumyMm 4 umndpamu.
MoXHO yka3aTb HanpaBfeHue K CeBepy OT 3KBaTopa UNnu K 1ory OT aKBaTopa.

Longitude (OJonroTa)
Honrota pgomkHa 6biTb B npegenax 0-180 rpagycoB ¢ makcumym 4

umdpamu.
MoXHO yKkasaTb HanpaBieHWe K BOCTOKY OT MEPBUYHOro MepuguaHa wunm K
3anagy OT NEPBMYHOIO MepuanaHa.

Altitude (BbicoTa)
Bbicota pomkHa GbiTb B npegenax ot -32767 po 32767 ¢ makcumym 4

uncppamu.
MoxxHO BbIGpaTb OOUH U3 ABYX TUMOB BbICOTLI (STaXWN U METPbI).

Map Datum (OnopHas Touka KapThbl)
OnopHass Touyka KapTbl WUCMOMb3yeTcs AN  KOOPAMHAT, YKa3aHHbIX B
cnegywowmnx napameTpax:

v WGS84

v NAD83/NAVDS88

v NAD83/MLLW
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9.13. Configuration — POE (HacTponku — POE)

Power Over Ethernet Configuration

Reserved Power determined by | @ Class O Allocation O LLDP-MED
Power Management Mode ® Actual Consumption O Reserved Power
Capacitor Detection ® Disabled O Enabled

PoE Power Supply Configuration

Primary Power Supply [W]

| 2000

PoE Port Configuration

Port | PoE Mode | Priority |  Maximum Power [W]

1
2
3 [PoE+ ~| |Low v
4

5 [PoE+ v~ [Low  ~]
6 [PoE+ ~| [Low  ~]
7 [PoE+  ~| [Low  ~]
8 [PoE+ ~| [Low ~]

e M 154
| PoE+ V| | Low V|
PoE+ ~| |[Low ~

[PoE+  ~| [Low  ~]

HaHHasg ctpaHuua WEB nHTepdenca coaepXuT MHCTPYMEHTbLI MO HACTPOKKe
TekyLen koHdurypauun POE Ha nopTax.

KondpueypuposaHue ¢hyHkyuu Power Over Ethernet

3apesepBupoBaHHas MoOLWHOCTb POE onpegensetcs 3 pasnuyHbiMK
pexmmamu:

1)

2)

Allocated mode - pacnpegeneHHblin pexum. B aTtom pexume
nonb3oBaTefnb onpeAensieT MOWHOCTb B BaTTax Ha Kaxabli nopr.
3HayeHne 3ape3epBMPOBAHHOM MOLLHOCTM YKasblBaeTcs B More
Maximum Power.

Class mode - pexum pacnpegeneHnss MowHocTn PoE B
3aBUCUMOCTU OT Kracca ycTponcTea. B aTom pexunme kaxabii nopT
aBTOMaTUYECKN OMpefensieT, CKOMbKO 3HEpruM pesepBupoBaThb B
COOTBETCTBMM C KITACCOM, K KOTOPOMY MPUHAANEXNUT NOOKIIHOYEHHOE
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POE ycTponcTBO, M COOTBETCTBEHHO pe3epBUPYET MOLLHOCTb.
CyLLecTBYIOT YeTbIpe pasnuUyHbIX Krnacca U oavH Ha 4, 7, 15,4 vnu
30 BT. B aTom pexxume nonst Maximum Power He OEeNCTBYHOT.

3) LLDP-MED mode — aToT pexum aHanornyeH pexumy Class mode,
3a WCKMYEHMEM TOro, 4YTO Kaxdbll MopT onpegenser obbem
MOLLIHOCTU, KOTOpPbIN OH pe3epBupyeT, nyTeM obmMeHa nHdopmaumnen
PoE ¢ ncnonb3osaHnem npotokona LLDP u pesepeupyeT MOLLHOCTb
cooTBeTCcTBEHHO. Ecnn wHcopmauma o LLDP HepoctynHa pans
nopta, nopTt OygeT pesepBupoBaTb nuTaHue, ucnonb3dys Class
mode. B aTOM pexume nonss MakCMManbHOW MOLLHOCTU He
OENCTBYIOT

MpumeyaHne Onsi  BCEX PEXMMOB: €Cnu nopT wUCNosnb3yeT bonblue
MOLLIHOCTN, 4YeM 3apes3epBumpoBaHHasdA MOLWHOCTb AnA nopTa, nopT
OTKIo4aeTCcA.

KoHepuzypupoeaHue ucmoyHuka numaHusi

Primary and Backup Power Source (OCHOBHOWM M pe3epBHbIA UCTOYHMKN
nUTaHns)

HekoTopble kOMMyTaTopbl MNOAAEPXKMBAOT HanmuuMe [OBYX WCTOYHUKOB
nutaHns PoE. OguH wncnonb3yeTcsa B KavyecTBe OCHOBHOMO WCTOYHMKA
nUTaHWs, a Opyrol - B KayecTBE Pe3epBHOrN0 WCTOYHUKA nuTaHus. Ecnu
KOMMYTatop He MNOAAEPXUBAET pPe3epBHbIN WUCTOYHWMK MuTaHus, OyayT
nokasaHbl TOMbKO HAaCTPOMKN OCHOBHOIO UCTOYHMKA NUTAHMUS.

B cnyyae cb6osi OCHOBHOrO UCTOYHMKA MUTaHWs, Ha4yHeT paboTtaTb
pe3epBHbI UCTOYHMK NUTaHUA. YTOObl MUMETb BO3MOXHOCTb OMpeaenvTb
KONMMYeCcTBO SHEPruu, KOTopoe MOXeT wucnonb3osBaTb POE ycTponcTso,
HeobXxoAMMO onpeaennTb, Kakoe KONMYECTBO SHEPrMn MOXeT NpeaocTaBuTb
OCHOBHOW 1 pe3epBHbIA UCTOYHUKM NUTaHusa B BatTax.

3HayeHust moryT 6biTb oT 0 go 2000 BT.

Hacmpolika PoE dnst nopmoe
Port (MopT)

Jlornuecknin Homep nopta. MNopTbl, KOTOpble He nogaepxuBatoT PoE 6yayT
BbleNeHbl cepbiM LIBETOM M HEAOCTYMHbI ANS1 KOHUTYPUPOBAHWSI.
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PoE Mode (pexwum paboTtbl POE)

v" Disabled — POE oTkno4yeHo Ha BbIGpaHHOM NopTe;

v" PoE - PoE Bknto4yeHo u cooTeeTcTByeT cTaHaapTy IEEE 802.3af
(Class 4. lNoTpebnsiemass mMowHocTb POE ycTpolcTB orpaHuyeHa
15,4 BT)

v" PoE+ — PoE+ BkntoyeHo n cootBeTcTByeT ctaHaapTy |IEEE 802.3at
(Class 4. lNoTtpebnsemas mowHocTb POE ycTponcTe orpaHuyeHa 30
BT)

Priority (MpuopwuteT)
MpeoycmoTpeHo Tpu ypoBHs npuoputeta POE mowHoctu: Huskun (Low),
Boeicokun (High) n Kputunueckui (Critical).

MpuoputeT wucnonb3yeTcss B  Ccryyae, kKorga  yOaneHHbIM
ycTponctBam TpebyeTca Oonblle 3Heprud, 4Yem MOXeT obecneuntb
WCTOYHUK NMUTaHWUSI.

B atom cnyyae nopT C camMbiM HU3KMM MpuopuTeToMm Oyaet
OTKIKYEH, Ha4YnHasa ¢ nocriegHero nopra.

Maximum Power (MakcMmMarnbHas MOLLHOCTb)

Mone copepxuT 3HadeHMe mowHocTn PoE B Battax, KOTOPYH MOXHO
nepepate Ha ypaneHHoe PoOE yctponctBo. MakcumanbHoe 3HadveHue
coctaenset 30 BT.

KHonku:
Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;
Reset — HaxmuTe, YTOObI OTMEHUTL N3MEHEHUS

BHumaHune! Ecnn PoE ycTpoMcTBO MOAKMHOYEHO K KOMMYyTaTopy

PoE wn 6wpxetr PoE He pocrtatouyeH, 4tobbl 3anutatb 9TO

ycTponcTteo, ceetoamon PoE 6Gymet murath, a nopt He Oypet
noJasaTb NMTaHWe Ha BHOBb Noaknio4eHHoe PoE ycTponicTso.

PekomeHayeTCa yCTaHOBUTbL peEXMM ynpaBreHus nutaHnem PoE
Ha dakTuyeckoe noTpedbneHue (actual Consumption), a MopTbl, KOTOpblE
NnoAKntoYyalTca K BaxHbIM POE ycTponcTBaMm, HACTPOUTb Ha BbICOKUM UMK
KPUTUYECKUI MPUOPUTET, KakK NOKa3aHO Ha PUCYHKaX HUXE.
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Power Over Ethernet Configuration

Reserved Power determined by
Power Management Mode

) Allocation ) LLDP-MED
) Reserved Power

Port | PoE Mode | Priority |

* <> ) <> ]
1 |PoE+ w | | Critical | v |
2 | PoE+ W :

3 |PoE+ W

A DAnE L

9.14. Configuration — SyncE (HacTtpownku — SyncE)

Clock Source Nomination and State

Clock Source | Nominated | Port | Priority | SSM Overwrite | Hold Off | ANEG mode | [LOCS | SSM] WTR | Clear WTR
1 O 1 ~ [QL NONE ~| [Disabled ~| [None ~] none ~
2 O 1 ! [QLNONE ~| [Disabled ~| [None ~] none ~
Clock Selection Mode and State
[ Mode [ Source | WTR Time | SSM Hold Over | SSM Free Run [ EEC Option | [ State [ Clock Source [ LOL [ DHOLD |
\ [ Auto Revertive v ~ QL NONE ~ QL NONE ~ None ~ Free Run .

Station Clock Configuration

Clock input frequen Clock output frequen
Disabled ~ Disabled v

Ota cTpaHuua WEB nHTepdeinca no3sorsieT nonb3oBaTento npocmaTpmsath
W HacTpamBaTb TeKkyLlme HacTporkn SyncE ans nopTos.

HNcmoyHuK cuHXpoHuU3ayuu u mekyujee cocmosiHue

MCTOYHUK CUHXPOHU3aALUN
Homep MCTOYHMKA CUHXPOHU3AUNN.

Port (Mopr)
B atom pacKkpbiBaoLWeMcCAa Crnnucke npeacrtaBrieHbl MOPTbl, KOTOPbIE MOXHO
Bbl6paTb ana 3Toro NCTOYHMKa CUHXPOHU3aLnn.
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Priority (MpuoputeT)
MpuopuTeT ANs 3TOr0 UCTOYHUKA CUHXPOHM3ALNN.
HavnmeHbluee uncno (0) aBnsieTcs HanBbICLUMM NPUOPUTETOM.

Ecnn [OBa UCTOYMHMKA CUHXPOHM3AUMM  MMEKT  OAWHAKOBBIN
NPUOPUTET, HAMMEHBbLUMA HOMEP WCTOYHMKA CUHXPOHM3AUMM Mony4vaeT
camblli BbICOKUIA MPUOPUTET B NpoLecce BbiGopa NCTOYHUKA CUHXPOHM3ALMN.

SSM Overwrite

Bbibvpaembli ypoBeHb KayecTBa WMCTOYHMKA CUMHXpoHu3auuun (QL) ans
nepesanucu noboro QL, nonydeHHoro B SSM. Ecnun QL He nonyyeH B SSM
(SSM He BkntoveH Ha atom nopty), SSL Overwrite QL ncnonb3syetcs Tak, Kak
ecnu 6bl OH 6bIn Nony4eH.

Hold Off (Tarimep yoepxaHus)
3HaveHne Tavimepa yaepXaHus. AKTMBHble MOTEPU B WUCTOYHUKE
CMHXPOHM3aummn ByayT yaepaHbl Ha yKasaHHOE KONMYeCTBO BPEMEHMW.

ANEG Mode

3710 oOTHOCuTCA TONMbkO K noptam 1000BaseT. Ytobbl BOCCTAHOBUTH
CMHXPOHM3aUM0 Ha nopTe, MOPTbl AOMKHbI ObiTb MepeBeAeHbl B PEXUM
«Slavey. Yt0obbl pacnpegenuTb CUHXPOHW3aLMIO, MNOPT AOIMKEH ObITb
nepesefeH B pexum «Master».

SSM
Ecnu SSM BkrtoYeH 1 He Nony4veH AomkHbIM obpa3om.
Tun cboa SSM 6yaeT ykasaH B none «Rx SSM».

WTR
Wait to Restore Tanmep BKMOYeEH.

CLEAR WTR

Ouunwaet Taimep WTR 1 genaeTt NCTOYHUK CUHXPOHU3aUUN OOCTYMHbIM AN
npotecca Bblbopa CUHXPOHM3aLUMMN.
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9.15 Configuration — MEP (Hactpowku — MEP)

Maintenance Entity Point
| Delete [ Instance | Domain [ Mode [ Direction | Residence Port | Level | Flow Instance | Tagged VID | This MAC [Alarm |
|| Delete | |1 ‘ [Port  ~][Mep ~| [Down ~] El |1 ‘ 0

[Add New MEP | | Save | Reset |

Delete (YoanuTb)
YpaaneHue 3anncu MEP npu cnegytoliemMm coxpaHeHum.

Instance
WaoeHTtudukatop MEP. JocTynHble 3Ha4veHusa 1 — 100.

Mode (pexxum paboTbl)
v MEP (Maintenance Entity End Point)
v" MIP (Maintenance Entity Intermediate Point)

Direction (HanpasneHue)
v" Down
v UP

Residence Port

MopT, rae MEP ocylectBNseT MOHUTOPUHT - cM. «Direction». Aina EVC MEP
nopt gormkeH OblTb noptom B EVC. Ona VLAN MEP nopT gofmkeH ObiTb
y4acTHukom VLAN.

Level (YpoBeHb)
MEG ypoBeHb MEP

This MAC (3tot MAC agpec)

MAC apgpec atoro MEP — MoXeT ObITb ucnone3oBaH gpyrum MEP, ecnu
BblOpaH unicast.

KHonku:

Save — HaxmuTe, 4YTobbI COXPaHUTb USMEHEHUA;

Reset — Haxmute, 4T0Obl OTMEHUTL N3MEHEHMS
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9.16 Configuration — ERPS (Hactpouku — lNpotokon ERPS)

Ethernet Ring Protection Switching
‘ ERPS ‘ Port ‘ Port ‘ Port 0 APS ‘ Port 1APS ‘ Port 0 SF ‘ Port 1 SF ‘ Ring | Interconnected ‘ Virtual ‘ Major Ring ‘ Alarm ‘
ID 0 1 MEP MEP MEP MEP Type e Channel 1D

‘ Delete

Ha paHHOM cTpanvue WEB wHTepdenca npeactaBneHbl HaCTPOWKU
npoTtokona ERPS.

Delete (YoanuTb)
YpaneHve 3anvcu npy cnegytoLwem CoXpaHeHUN.

ERPS ID (MaeHTtndukatop ERPS)

NoeHTudukatop Cco3gaHHOM  rpynnbl  3aWMTbl. 3TO  OOMKHO  ObiThb
ueno4vmcrieHHoe 3HayeHne ot 1 o 64. MakcumarnbHoe Y1MCro rpynn 3awmTbl
ERPS, «kotopoe MOXHO co3gaTtb, cocTaBnsetr 64. Haxmute Ha
naeHtTudumkatop rpynnbl  3awmTbl, 4YTOBbl MEpenTM Ha  CcTpaHuuy
KOHurypauum.

Port O
Cospgaet nopt 0 ona komMyTaTopa B KonbLe.

Port 1

OTa HacTponka co3gact «Port 1» gna kommyTtaTopa B Konbue. [ockonbKy y
NOAKITHOYEHHOro cybkomnbLa OyaeT ToNbko OAuH KonbueBon nopT, «Port 1»
HacTpoeH kak «0» ans nogknyeHHoro cybkonbua. «0» B 3TOM Morne
03Havaer, 4to «[lopT 1» He cBA3aH.

Port 0 AF MP
Coob6uweHune o cboe curHana nopta 0 MEP.

Port 1 SF MEP

CoobuweHne o cboe curHana nopta 1 MEP. lMockonbky Tonbko oguH SF
MEP cBsizaH C B3anMOCBSA3aHHbIM CyOKonbLoOM 6e3 BMPTyarbHOro kaHana,
OH HacTpoeH kak «0» Ons Takux crnydaeB BbizoBa. «0» B 3TOM none
ykasblBaeT, 4To HU oauH nopT 1 MEP SF He cBsA3aH.
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Port 0 APS MEP
Mopt 0 APS PDU, obpabaTtbiBatormn MEP.

Port 1 APS MEP

Mopt 1 APS PDU, obpabatbiBatowmnn MEP. MNMockonbky Tonbko oguH APS
MEP cBs3aH ¢ nogknoYeHHbIM CyOKonbLOM 0e3 BUpPTyanbHOro KaHana, OH
HacTpoeH kak «0» ans Takux criyyaeB Bbi3oBa. «0» B 9TOM none yka3biBaerT,
yTo HM oamH APS MEP nopTta 1 He cBA3aH.

RING Type (Tuvn konbLa)
Tun s3awmTHOro konbua. MoxeT 6biTb OCHOBHOE KONbLO (Major ring) vnu

cybkonbLo (sub-ring)

Interconnecting Node (BsanmocBsa3aHHbIN y3en)
BsanmocBsisaHHbI  y3en  ykasblBaeT, YTO KOMbLUO B3auUMOCBHA3aHO.
YcTtaHoBuTte dnar, 4Tobbl HACTPOMTL ITOT NapameTp.
v «Yes» 03HayaeT, 4TO AnNA  [aHHOrO  3K3emnnsipa  3T0
B3aVMOCBSI3@HHbIV y3en.
v" «No» 03Ha4aeT, YTO HAaCTPOEHHbIN IK3EMMNAP HE CBA3aH

Virtual Channel (BupTyanbHblin kaHan)
Cy6konbua MOryT MmMeTb CBOW BMPTyalbHbIA KaHan Ha B3aMMOCBS3aHHOM
y3ne (Interconnecting Node). 3To onuma HacTpavBaeTcs ¢ NOMOLLbIO pnara
«Virtual Channel».

v' «YES» ykasbIBaeT, 4TO 3TO CYOKOIMbLO C BUPTYarbHbIM KaHarnom.

v" «NO» 03HayaeT, YTo CyOKONbLO HE MMEET BUPTYarnbHOro kaHana.

Major Ring ID (MaeHTUdUKaTOP OCHOBHOIO KOIbLA)

NaeHTndukaTop OCHOBHOIO KOMbLa 4518 B3anMOCBA3aHHOMO cybkonbLa.

OH ncnonb3yeTcsa Ans oTnpaBku O6HOBMEHW 06 N3MEHEeHNaX TONonorny no
OCHOBHOMY KomnbuUy. Ecnn kombuo ABASIETCA OCHOBHbIM, 3TO 3HayeHue
coBnagaeT C MAeHTUMMKaTOPOM rpynibl 3awnThl 3TOO KOMbLA.

KHonku:
Save — HaxXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4ToObl OTMEHUTL N3MEHEHMS
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9.17 Configuration — MAC Table (HacTtpowku — Tabnuua MAC
anpecoB)

MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging |[ |
Aging Time |3[][] |secunds

MAC Table Learning

Port Members
1]2[3[4[5][6][7[8]8][10
Aute (@ @ @ @ @ ® @ ® @ ®
Disable &) O
secure Ir'\ T e e T

o0y Oy ) Oy Oy 0y 0y Oy L)
L N Y Y Y Y Y Y Y,

Static MAC Table Configuration

Port Members
Delete | VLAN ID | MAC Address [1]2]3]4]5]6[7][8]a[10

| Add New Static Entry |

Ha paHHowm cTtpaHuue WEB wuHTepderica HacTpauBaetcs tabnuua MAC
ajpecos.

Hacmpoltika ycmapeeaHust MAC adpecoe

Mo ymonyaHuio AnHamunyeckue 3anucu yganstorcsa us tabnuubl MAC yepes
300 cekyHA. OTO yaoaneHue Takke HasblBaeTCcs cTapeHuem (aging).
HacTponte Bpems ctapeHusi, BBeds 3Ha4YeHWe 34ecCb B CeKyHOax.
HDonyctumein ananasoH ot 10 go 1000000 cekyHA.
OTknounte  aBTOMaTUYECKOe  yCTapeBaHWe  AMHAMUYECKMX
3anuncen, yctaHosus conar «Disable automatic aging».

160



3anomuHaHue MAC adpecos (Learning)

Ecnu pexum learning ons gaHHoro noprta HeakTuMBeH, Apyroi mogyns WEB
UHTepdenca KOHTPONMPYET 3TOT PEXNM, MOSTOMY MOMb30BaTENb HE MOXET
€ro U3MeHuTb.

Mpumepom Takoro mopyns sensietcss «MAC-Based Authentication
under 802.1X».

Kaxkgbl NOpT MOXEeT BbINOMHATL Learning Ha oCHOBe cneayroLUmx
pexumoB paboThbl:

v' Auto (ABTOMaTuU4ecku) — 3anomumHaHme MAC agpecoB NpPOUCXOAUT
aBTOMAaTUYECKM, KaK TOMbKO MoNny4yeH penm ¢ HenssecTHblM SMAC;

v' Disable (OTkntoueHo) — 3anomvHanme MAC afpecoB OTKIHOYEHO;

v' Secure (be3onacHbll pexum) — TOMbKO 3anuMCU U3 CTaTUYECKOW
Tabnuubl MAC apgpecoB MoryT ObiTb 3amnoMHeHbl. OcTanbHble
nakeTbl 6yQyT APOMHYTHI.

Hacmpolika cmamu4eckol mabnuusi MAC adpecos

CraTtnueckas Tabnmua MAC moxeT cogepxaTtb 64 3anvcu.

MpegycmoTpeHo MakcumyM 64 3anucu onsa BCero cTeka, a He Ans Kaxaoro
KOMMyTaTopa.

Tabnuua MAC copTupyeTca cHadana no uaeHtudukatopy VLAN, a 3atem
no MAC-agpecy.

Delete (Yoanutb)
YnaneHue 3anvcu npu crefyoLleM CoOXpaHeEHUN.

VLAN ID (MWoeHTudukatop VLAN)
WaoeHTudukatop VLAN COOTBETCTBYHOLLMIA JAHHOW 3anuUCu.

MAC Address (MAC Agpec)
Mone ona seoga MAC agpeca

Port Members (MopTbl y4aCcTHUKM)

Manoykn YKa3blBakOT, Kakue nopTbl ABNAKTCA Yy4YaCTHUKaMM 3anuncu.
YCTaHOBUTE UM CHUMUTE cbnar, €ecnn HeobXoANMO U3MEHUTb 3anncb
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KHonku:

Adding a New Static Entry — Haxmute, 4To6bl 4O06aBUTL HOBYIO 3anncb B
crtatudeckyto Tabnuuy MAC apgpecoB. Ykaxute VLAN ID, MAC agpec,
HaXXMUTE COXpaHuTb (Save)

Save — HaXmuTe, YTOObl COXPaHUTb N3MEHEHWS;

Reset — Haxmute, 4TOObI OTMEHUTL N3MEHEHMS

9.18 Configuration — VLANs (Hactpoiku — Hactpoika VLAN’oB)

Global VLAN Configuration

[Allowed Access VLANs [T |
[ Ethertype for Custom S-ports | 83A8 |

Port VLAN Configuration

o[ Mote | ot | Poritype | e ] e T ] fwes | Aowd | Fewdmn
* [am - 1 ‘(;;, V‘ |.;;, ol[<> “’l ‘1 ‘
1 Access v 1| |C-Port T Untag Port VLAN 1
2 |Access v 1| | C-Port T VLA 1
3 |Access v 1| | C-Port T VLA 1
4 |Access v 1| | C-Port T VLA 1
5 |Access v 1| | C-Port T VLA 1
6 [Access v 1| |C-Port T VLA 1
7 Access v 1| | C-Port T Untag Port VLAN 1
8 Access v 1| | C-Port T Untag Port VLAN 1
9 Access v 1| | C-Port T Untag Port VLAN 1
10 |Access ~ 1| | C-Port Tagged and U Untag Port VLAN 1

Ha paHHOM cTpaHvue WEB uHTepdpenica HaxogdaTca  HaCTPOWKM,
nossonstowme cosgasaTe VLANbI 1 rMOGKO UX HAacTpamBaThb.

rno6anbHble Hacmpolku VLAN

Allowed Access VLANs
OT0 none coaepXnT TONbKO pa3spelleHHble cetn VLAN

Ethertype for Custom S-ports

B oatom none  ykasbiBaeTtcs ethertype/TPID (ykasaHHbIN B
lwecTHaguatepuyHom  chopmate), nucnonb3yembld  AnNs  OTAENbHO
HaCTPOEHHbIX S-MopTOB. OTOT NapaMeTp AeNCTBYET ANS BCeX NOpTOB, ANA
KOTOpPbIX B Ka4eCTBe Tuna noprta yCTaHOBMEHO 3Ha4vyeHne S-Custom-Port.
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Hacmpotku VLAN 0nsi nopmoe

Port (MopT)
Jlornyecknin Homep nopta

Mode (Pexum paboTbl)

Pexum nopta (no ymonyanumio Access) onpegenser OCHOBHOE MoBedeHue
paccmaTpvBaemMoro nopTa.

[MopT MOXeT HaxoaMTLCSA B OAHOM U3 TPEX PEXMMOB paboThl.
Bcsakuii pas, korga Bbibupaetcsa onpeaeneHHbln pexnm paboTbl, ocTanbHble
nonsa B aTon cTpoke 6yayT Nnbo BblAeneHbl cepbiM LIBETOM, MO0 N3MEHEHDI
B 3aBUCMMOCTU OT BbIGpaHHOIo pexuma.

HeakTmBHble (Cepble) MoONsi copepXaT 3Ha4yeHwsi, KoTopble MopT
nonyyuT, Koraa pexum padoTel 6y4eT NPMMEHEH.

1) Access — access nopTbl 00bIMHO NCMOMNb3YTCA ANS NOAKMIOYEHUS K
KOHEYHbIM CcTaHuuaM. [uHamuyeckne dyHKUMKW, Takue kak Voice
VLAN, moryT gobaButb nopT k 6onblemy konuvectsy VLAN. MopTol
OOCTyna UMeT CriefytoLLme XapakTepUCTUKN:

2)

v

v

v

YyacTtHuk Tonbko ogHon VLAN, Mopt VLAN (unu Access
VLAN), KOTOpbI MO yMOMYaHWio paseH 1;

MpuHUMaeT HeTernposaHHble dpenmbl N dpenmbl ¢ C
Terow;

OTt6packiBaeT BCE dpenmsbl, KoTopble He
knaccudpunumpoBaHbl B Access VLAN;

Trunk — trunk nopTbl (OHM Xe MarucTparnbHble) MOryT nepegaBaTb
Tpacumk no HeckonbkuM ceTam VLAN 1 06bIMHO Mcrnonb3yoTes ans
NOAKITIOYEHNs K ApYyrMM KommyTatopam. MaructpansHble nopTbl
UMEIOT CreayoLwmne XxapakTepucTuku:

v

v

Mo ymMonyaHuWo TpaHKOBbLIA MOPT SABNSAETCA YNIEHOM BCEX
VLAN (1-4095);

Cetn VLAN, uneHoM KOTOpbIX sBMAsieTCs trunk mopT, mMoryt
ObITb OrpaHnyeHbl ncnonb3oBaHnem Tonbko Access VLAN;
Openmbl, knaccudumumpoBaHHble ans VLAN, uneHom
KOTOpPOW NOPT He SIBNSIETCH, 0TOpachIBalOTCS;

Mo ymonuyaHuio Bce (permbl, KpoMe  permoB,
knaccuduuympoBaHHbix aAng VLAN nopTa (Hanpumep, native
VLAN), nonyyatoT Ter Ha Bbixoe. PpenMbl, OTHOCSALLMECS K
VLAN-nopTy, He umetoT C-TeroB Ha BbIXOAE;
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v/ BbIxOOHOW Ter MOXHO W3MEHWTb, 4YTOObl MOMEeTUTb BCe
dperiMbl, 1 B 3TOM Cry4yae TOMbKO BXOAHble Tarn OyaoyTt
NpYHUMAaTbCS Ha BXode.

3) Hybrid - T[ubpugHble nopTbl BO  MHOMOM  HaMOMWHAOT
MarucrtpanbHble  MOopTbl, HO o6nagawT  OOMONHUTENbHLIMU
PYHKUMAMN  KOHUIypupoBaHWst noptoB. B gononHenne K
XapaKkTepuctukam, OMNUCaHHbIM  Afs  MarucTpasnbHbIX  MOPTOB,
rMopuaHbIe NOPTbI UMEKOT CrieaytoLmMe BO3MOXKHOCTU:

v" MoxeT OblITb HacTpoeH Tak, 4tobbl Ter VLAN He
pacnosHaBarcsi, pacnosHaBan C-Ter, pacnosHaBan S-ter
unu pacnosHasan S-custom-ter

v' BXoAHyl0 hunbTpaLmio TEFOB MOXHO KOHTPONNPOBATh.

Port VLAN (MopT VLAN)
Mone onpepenset naeHtudukatop VLAN nopta (PVID). Jonyctumblie VLAN
Haxogdatcsa B gmanasoHe oT 1 oo 4095, no ymonyanuio 1.

Mopt VLAN HasbiBaeTca «Access VLAN» ong noptoB B pexume
«Access», n Native VLAN pgna noptoB B maructpanbHoM (trunk) wmnm
rmbpuaHom (hybrid) pexnme.

Port Type (Tun nopTa)
MopTbl B rubpuaHom pexume (Hybrid) no3sonsoT nameHsTs TUN nopra:

v/ Unaware — Ha BXofae Bce (peiiMbl, HE3aBUCMMO OT TOrO, HECYT N
oHu Ter VLAN, knaccuduumnpytotes, kak nopT VLAN, U BO3MOXHbIe
Tern He yoansTcs Ha BblXode.

v C-Port — Ha Bxoge dpeimbl ¢ Terom VLAN ¢ TPID = 0x8100
knaccuduumpytotes no ngeHtudukatopy VLAN, BCTpPOEHHOMY B Ter.
Ecrnn dperm He umeeT Ter unu TermpoBaH Kak MPUOPUTETHLIN,
dpenm knaccudpumumpyetca kak nopt VLAN. Ecnu dppenmbl JOMKHbI
ObITb TErMPOBaHbI Ha BbIXOAE, OHW ByayT TermpoBaHbl C-MEeTKON.

v' S-Port — Ha Bxoge dpevimbl ¢ Terom VLAN ¢ TPID = 0x8100 wnu
Ox88A8  knmaccudmumpyrotca no  ugeHtudpumkatopy  VLAN,
BCTPOEHHOMY B Ter. Ecnn cpenmM He umeeT Ter unm TermpoBaH Kak
NpUoOpUTETHLIN, bperM knaccuduumpyetca kak nopT VLAN. Ecnu
dperiMbl  JOIMKHbI ObITb TErMpoBaHbl Ha BbIXOoAe, OHU OyayT
TermpoBaHbl S-METKOW.

v' S-Custom-Port — Ha Bxoae dperimbl ¢ Terom VLAN ¢ TPID = 0x8100
unu pasHomy Ethernet Type, HacTpoeHHoOMy ans noptoB Custom —
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S, knaccuduumpytotea no naeHtudpukatopy VLAN, BCTpOEHHOMY B
Ter. Ecnn cppeiim He umeeT Ter unu TermpoBaH Kak NpUOPUTETHLIN,
dpenm knaccudpmumpyetca kak nopt VLAN. Ecnuv dppenmbl JOMKHbI
ObITb TErMpOBaHbI Ha BbIXOAE, OHW OyAyT TerMpoBaHbl S-METKOW.

Ingress Filtering (BxogHasa dunbTpauyms)

MBGpuaHble NOpPThl MO3BOMAKT MEHATb BXOAHYH (hunbTpauuto. Ha noprtax
poctyna (access port) u MaructpanbHbiX Trunk noptax Bcerga BKIOYeHa
BXoaHas omnbTpaums.

Ecnn BxogHas dunbTpaums BkNoveHa (dnar yCTaHOBIEH),
dpenmbl, knaccudpmumpoBaHHele ansa VLAN, ang KoTtopblx nopTt He
aBnseTcs yqyacTHukom VLAN, otbpackiBatoTcs.

Ecnu BxogHas dwnbTpauus oTkmodeHa (donar cHAT), dpenmel,
knaccucguuympoBaHHble gna VLAN, gns kKoTopblX MNOPT He dBnseTtcs
ydqacTHukoMm VLAN, npuvHMMarTCa M nepecbiialoTcd B KOMMYTAUMOHHYIO
maTpuuy. OpHako nopT Hukorga He OygeT nepefaBaTb  Kagpbl,
knaccudpunuympoBaHHble gna VLAN, 4neHoM KOTOpPbIX OH He aBndeTcs.

Ingress Acceptance
MbpuaHble nopTbl  NO3BOMSAT M3MEHATb TUN  (PEnNMOoB, KOTOpble
NPUHUMAOTCA Ha BXOAE.
v" Tagged and Untagged — dpelrimbl ¢ Tarom n 6e3 Tara Oyayt
NpUHUMaTbCS;
v' Tagged Only — Tonbko dpelimbl ¢ Tarom 6yayT NPUHMMATLCS;
v" Untagged Only — Tonbko dpeimbl 6e3 Tara 6yayT npuHUMaTbLCS.

Egress Taqgging (TarmpoBaHue Ha BbIXOAE)
MopTkl B trunk u hybrid pexumax MoryT ynpasnsatb TarmpoBaHnem penmos
Ha BbIXoge.
v" Untag Port VLAN - dpeimbl, oTHocswmecss k Port VLAN,
nepegatotca  6e3 TeroB. [pyrve dpenmbl nepegakTcs €
COOTBETCTBYIOLLUM TErOM;

v' Tag All — Bce dpelimbl, oTHocsAwmecs k Port VLAN unu Het
nepenatrTcsi C TErom;
v Untag All — Bce dpelimbl, oTHocswmecss k Port VLAN unu Het

nepenarTcAa 6e3 Tera.
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Allowed VLANSs (PaspelueHHble ceTn VLAN)
MopTbl B trunk n hybrid pexmnmax Moryt KOHTpONMpOBaTb, B KakuUX CeTaAX
VLAN uM paspelueHo 6biTb ydacTHUKkaMu. MopTbl access MoryT 6biTb TONbKO
yneHamu ogHon VLAN — Access VLAN.

CvHTaKkcnC nonst OAEHTUYEH CUMHTAaKCUCY, UCMOMb3yeMoMy B Mose
Enabled VLANSs.

Mo ymonuaHuio trunk mnm hybrid nopt 6ygeT yyYacTHMKOM BCEX
VLAN, nosTomy Ans Hero yctaHoBneHo 3HadyeHne 1-4095.

Mone MmoxeT 6bITb OCTaBNEHO MYCTbIM, YTO O3HAYaeT, YTO NOPT He
CTaHeT 4neHom kakux-nubo VLAN.

Forbidden VLANSs (3anpeweHHble VLAN)
MopT mMoxeT ObITb HAacTpoeH Tak, 4YTOObl HWMKOrga He ObiTb Y4aCTHUKOM
ogHon unn Heckonbkux VLAN.

CvHTaKCUC WAOEHTUYMEH CUHTAKCWUCY, WCMONb3yeMoMy B none
Enabled VLANS.

Mo ymon4yaHuio none octaeTcd NyCTbIM, YTO O3HAYaeT, YTO NopT
MOXET CTaTb Y4aCTHMKOM BCEX BO3MOXHbIX ceTen VLAN.

KHonku:
Save — HaXxmute, 4Tobbl COXpPaHNTbL U3MEHEHNS;

Reset — HaXXMUTE, YTOObI OTMEHUTb U3MEHEHUS
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9.19 Configuration — Private VLANs (Hactpowku — YacTHble
VLAN ceTn)

9.19.1 Private VLANs — Membership (YactHble VLAN ceTu — nopThbl
Y4YaCTHUKM)
Private VLAN Membership Configuration Auto-refresh [

Port Members
Delete [PVLANID [1J2[3]a]5]sJ7 8910
O THMMMMMMMM MM

[ Add New Private VLAN |

Delete (Yoanutb)
OTMeTbTe aneMeHT MHTepdelica, ecnvm XoTuTe yaanuTb 3anucb O YacTHOW
VLAN;

Private VLAN ID (MoeHTudmkatop 4actHon VLAN)
Mone onpegensieT ngeHtTudmrkatop Hactpansaemon yactHom VLAN ceTtu

Port Members (MopTbl yyacTHukn Private VLAN)

MepedveHb 4ekbOKCOB ANs kaxgoro nopta. Ona Toro 4tobbl caenatb nopt
yyacTHukom YactHon VLAN HeobxoamMmMo oTMeTuTb ero. Ytobel yopatb nopt
13 yactHon VLAN, cHUMUTE BbigeneHue.

Krnonku:

Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

Auto Refresh — aBToMaTtnyeckoe obHOBMEHME COOAEpPXKMMOro nonen pas B 3
CEKyHAbI;

Refresh — HaxxmuTe, YTOOLI OGHOBUTL CTPAHULLY HEMEOTIEHHO.
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9.19.2 Private VLANs — Port Isolation (YactHble VLAN ceTn — U3sonaumsa
nopToB)

Port Isolation Configuration  auto-refresh [

Port Number
12345678 ]o10

oooooogogootd

Ha paHHom cTtpaHuue WEB wuHTepcenca npeacraBneHbl
HaCTPOMKM (PYHKLMM n3onsaumm noptoB B YactHon VLAN. [aHHas yHKums
paboTaeT Ha BECb CTEK.

KoHdgpbueypuposaHue

Port Members (MopTbl y4acTHUKM)

Yek 6okcbl BbibOpa MOPTOB y4acTHMKOB YacTHon VLAN, Ha koTopbix 6yaeT
BKMOYEeHa yHKUMA m3onsauum nopToB. Mo ymonyaHuio nsonsumsi nopTos
BbIKITIOYEHA AN BCEX MOPTOB.

Knonku:

Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

Auto Refresh — aBToMaTtnyeckoe obHOBMNEHME COOAEPXKUMOrO nonen pas B 3
CEeKyHAbl;

Refresh — HaxxmuTe, YTOOLI OBGHOBUTL CTPAHULLY HEMEOTIEHHO.
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9.20 Configuration — VCL (HacTtpowku — VCL)

9.20.1 VCL — MAC Based VLAN (VCL — VLAN Ha 6a3e MAC agpeca)

MAC-based VLAN Membership Configuration aAuto-refresh [

Port Members
Delete | MAC Address | VLAN ID [1]2|3[4]5]6]7[8]9][10
Currently no entries present

Ha panHon ctpaHvue WEB uHTepderica npeacrtaBneHbl HAacTPOWKW Ans
3anucen VLAN Ha 6a3e MAC agpecos.

Delete (Yoanutb)
OTmeTbTe anemeHT WEB wuHTepdeiica, 4ToObl ymanutb 3anucb npu
creayoLeM CoOXpaHeHnu.

MAC Address (MAC Agpec)
Mone otobpaxaetr MAC agpec.

VLAN ID (MWoeHTudumkatop VLAN)
Mone otobpaxaeT ngeHtudgmkatop VLAN (VLAN ID)

Port Members (MopTbl — y4acTHUKN)
MepeyeHb 4ekDOKCOB ANS Kaxaoro nopta oOTobOpaxaeTcs Onis Kaxaow
3anuncu «VLAN Ha 6asze MAC agpecoBy.

Ytobbl pobaButb nopT B VLAN Ha ocHoBe MAC apgpeca
HeOoOXOAMMO YCTAHOBUTL ¢hrnar B COOTBETCTBYOLLLEM YeKDOKCe.

Mo ymonuyaHmio HYM O0AaWH NopT He siBnsieTcs YneHom VLAN Ha 6ase
MAC agpecos.

KHonku:

Adding a NEW MAC-based VLAN — go6aBuTb HOBYIO 3anvcb
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Save — HaxMuTe, YTobbl COXpaHUTb U3MEHEHMS;
Reset — HaXXMUTe, YTOObI OTMEHUTb U3MEHEHUS

Auto Refresh — aBTomaTtudeckoe o6HOBNEHNE cogepXMmMoro nonen pas B 3
CEKyHbl;

Refresh — HaxmMuTe, YTOOLI OGHOBUTL CTPAHULLYY HEMENEHHO;
<< — 06HOBrEeHVe TabnuLbl, HaYMHas C NepBoi 3anucu;

>> — OoOHOBMNeHWe Tabnuubl, HauyMHasi C 3anucu nocne nocnegHen
oTobpaxaemoit 3anuncu.

9.20.2 VCL — Port Based VLAN (VCL — VLAN Ha 6a3e nopToB)

Protocol to Group Mapping Table  auto-refresh [ | Refresh

Delete | Frame Type | Value | Group Name
Delete | |Ethemnet | v Etype: 0x/0800

Add Mew Entry

Save | | Reset

Ha paHHon cTtpaHuue WEB wuHTepdenca npencraBrieHbl HaCTPOWKM,
nossonsiowne [obaBNATb HOBble MPOTOKOMbI K 3amnvMCX COMOCTaBMEHUS
pynnosoro Wmenn (Group Name), a Takke npocMmartpuBaTb M ygansatb
paHee COnOCTaBMeHHbIE 3anMcu AN KoMMyTaTopa B CTEKe.

Delete (YoanuTb)
YTt06bl YyOanuTb 3anvcb Npu CrieqyroLeM CoOXpaHeHumn, oTMeTbTe YekbokKC.

Frame Type (Tvn dpenma)
Tun dopema MOXEeT NPUHMMATbL OLHO N3 CNEAYIOLLNX 3HAYEHWIA:

v" Ethernet;
v LLC;
v" SNAP.
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Value (JonycTumble 3Ha4YeHUs)
JonycTuMoe 3Ha4yeHuWe, KOTOpOe MOXHO BBECTU B 3TO TEKCTOBOE MOrE,
3aBUCUT OT MapameTpa, BbibpaHHOro B npepplaylieM MeHo Bblibopa «Tun

dperimay.

1) Ecnu BbIGpaH TUN dperima Ethernet. 3HayeHnss B TeKCTOBOM nore,
Korga B kayectBe Twuna dpenma BbibpaH Ethernet, HasbiBatoTcs
etype. [Jonyctumble 3HayeHus ons etype coctaBnsoT ot 0x0600-

Oxffff

2) Ecnwn BbibpaH TuUn cpenma LLC. [JonycTumoe 3HayeHue B 3TOM
cny4ae COCTOUT U3 ABYX pa3sHbIX 3HAYEHUN:

a. DSAP — ctpoka gnuHon 1 6ant (0x00-0xff);
b. SSAP — ctpoka gnuHon 1 6ant (0x00-0xff).

3) Ecnu BbibpaH TMn dperima SNAP. [Jonyctumoe 3HayeHuMe B 3TOM
crny4yae COCTOMT U3 ABYX pasHbIX 3HAYEHWNA:

a. OUIl — aTto 3Ha4deHne B hopMaTe XX-XX-XX, rae Kaxgasi napa

(xxX) B cTpoke npefacTaBnsieT cobon LiecTHaguaTepuyHoe
3HayeHue B gmnanasoHe oT 0x00-0xff.

PID — ecnun OUl umeeT LwecTHaguaTepuyHoe 3HavyeHue
000000, wpeHTudpmkatop npotokona — EtherType pans
npoTtokona, pabotatowiero nosepx SNAP.

Group Name ('pynnosoe Nms)
pynnoBoe MMsA 3TO yHUKanbHas 16 CMMBOMbHasA CTPOKa, KOTopash MOXeT

COCTOSITb U3 cuMMBOIoB andasuta (a-z A-Z) n uudp (0-9). CneunancHble
CMMBOIbI U HUXKHee noayepknBaHmve (_) He NoOAOEPKMBAIOTCS.

KHnonku:

Adding a NEW entry — o6aBuTb HOBYIO 3an1cb

Save — HaxmuTe, 4YTobbI COXPaHUTb USMEHEHUA;

Reset — HaXXKMUTE, YTODObI OTMEHUTb U3MEHEHUS

Auto Refresh — aBTomaTtnyeckoe o6HOBMEHME COOQEPXKUMOro nonen pas B 3

CeKyHbl;

Refresh — HaxxmuTe, YTOGBLI OGHOBUTL CTPAHWULLY HEMEANEHHO;
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Group Name to VLAN mapping Table autorefresh [

Port Members
Delete | Group Name | VLAN ID [1]2]3]4]s]6]7[8]9]10
Currently no entries present in the switch

Delete (YoanuTb)
YTto6bl yaanuTb 3anucb Npu cnegyowemM CoXpaHeHumn, oTMeTbTe YekBOoKC.

Group Name (I'pynnosoe ms)
pynnoBoe MMs 3TO yHWUKarnbHasi 16 CMMBOMbHAsi CTPOKa, KOoTopasi MOXeT

COoCTOATb U3 cumBONoB andasuta (a-z A-Z) n undp (0-9). CneumnansHbie
CMMBOJIbI U HXXHEe noavepkmnBaHue (_) He NoaaepKmMBatoTCs.

HesaBucMMO OT TOro, kakoe WMsl Tpynnbl Bbl MblITAeTECH
conoctaButb ¢ VLAN, OHO [OMmKHO npucyTcTBOBaTb B Tabnuue
COMOCTaBMEeHNs1 NPOTOKOMA U rpynnbl U He AOMKHO ObiTb NpeaBapuTenbHO
NCcnonb30BaHoO NMbOoM APYron CyLeCTBYIOLLEN 3anCbio COMOCTaBIEHUSA Ha
3TOW CTpaHuLe.

VLAN ID (MWoeHTudumkatop VLAN)
YkasbiBaeT ugeHtudumkaTop, KoTopomy OyaeT COMocTaBreHO UMSA rpynnbl.
Donyctumbin ngeHtndukatop VLAN moxeT 6biTb 0T 1 go 4095.

Port Members (MopTbl — y4acTHUKN)
Bblgenute  MopTbl-y4acTHUKM  COMOCTaBfIEHUSA  FPYNMNOBOrO  UMEHW C
naeHTndukatopom VLAN.

Utobbl ygoanuTtb WAM  UCKMIOYUTL MOPT M3  COMOCTAaBMEHWS,
ybeautecb, 4ytOo dnar cHAT. [lo ymonuaHuo nOpTbl He SBNAKTCA
y4acTHUKaMu COMOCTaBIIeHNd rpynnoBoro umeHn n VLAN.

KHonku:

Adding a NEW entry — o6aBuTb HOBYIO 3an1Cb

Save — HaXxXmute, 4Tobbl COXPaHNTb U3MEHEHNS;
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Reset — Haxmute, 4TOObI OTMEHUTL N3MEHEHMS

Auto Refresh — aBTomaTndeckoe o6HOBNEHNE cogepXMmMoro nonen pas B 3
CEKyHbl;

Refresh — HaxxmuTe, YTOBOLI OGHOBUTL CTPAHULLY HEMEOTIEHHO;

IP Subnet-based VLAN Membership Configuration auto-refresh [

Port Members
Delete | IP Address | Mask Length | VLAN ID [1]2]3]4]5]6]7]8[9]10
Currently no entries present

Ha paHHonm cTtpaHuue WEB uHTepdeinica eCTb BO3MOXHOCTb HacTpOWUTb
3anucu VLAN Ha ocHoBe |IP-noaceTw.

OTa cTpaHuua nossonseT AdobaBnsatb, OBHOBNAATL WM yAansTb
s3anmcn VLAN Ha ocHoBe IP-nogcetv v HasHavaTb 3anucu pasnvyHbIM
noptam. 3Ta CTpaHuULa NoKasbiBaeT TONbKO CTaTU4ecKne 3anucu.

Delete (Yoanutb)
Y106kl yoanuTte 3anvck Npu crneayoLliem CoXxpaHeHnn, 0TMeTbTe YekbOoKC.

VCE ID
Mone otobpaxaeT nHaekc 3anucu. 3HavyeHne MoxeT ObiTb B Npegenax ot 0-
128

IP_Address (IP Agpec)
Mone otobpaxaeT IP agpec

Mask Length (Macka)
Mone oTobpaxaeT Macky noaceTtu

VLAN ID (MaeHTndmkaTop VLAN)
Mone otobpaxaet ngeHtudgukatop VLAN (VID). VID moxeT ObITb N3MEHEH
ONs CyLecTBYIOLEN 3anuncu.
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Port Members (INopTbl y4aCTHUKM)
[MepeyeHb YekBOKCOB, NO3BOMSAOLWMNX OTMETUTL NOPThI-y4acTHUKM VLAN Ha
0ase IP agpecos. Mo ymonuaHuio donaru CHATLI CO BCEX MOPTOB.

KHonku:

Adding a NEW entry — o6aBWTb HOBYIO 3anuCb

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;
Reset — Haxxmute, 4TOObI OTMEHUTL N3MEHEHMS

Auto Refresh — aBTomaTtnyeckoe ob6HOBNEHME COOAEPXKUMOro nonen pas B 3
CeKyHAbl;

Refresh — HaxxmuTe, YTOOLI OGHOBUTL CTPAHULLY HEMELOTIEHHO;

9.21 Configuration — Voice VLAN (HacTponku — NlonocoBble
VLAN)

9.21.1 Voice VLAN - Configuration (Fonocosble VLAN — HacTpoiika)

Voice VLAN Configuration

Stack Global Settings

Mode Disabled v
VLAN ID 1000

Aging Time | 86400 seconds
Traffic Class | 7 (High) v

Port Configuration for Switch 1

Port| Mode [ Security | Discovery Protocol
* s w || <= vl <=
1 | Disabled | w || Disabled |« | OUI w
2 | Disabled |« Disabled |« | QUI w
3 |Disabled | w || Disabled | | QUI v

Save | Reset
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Ha paHHOW cTpaHuue ecTb BO3MOXHOCTb CKOH(pMrypvpoBaTb FOfOCOBYHO
VLAN gnst nepegaym ronocoBoro Tpaduka.

Mode (Pexum paboTbl)
OnemMeHT KoHTponupyeT paboty B pexmnme Voice VLAN. ®OyHkums MSTP
OomkHa OblTb OTKMOYeHa, npexae 4YeM bynet BknoveHa dyHkuust Voice
VLAN.

v' Enabled — BkntoyeHune pexnma Voice VLAN;

v' Disabled - BbIkntodeHue pexuma Voice VLAN.

VLAN ID (MaeHTudmkatop VLAN)
Mone otobpaxaeT ngeHtudukarop ronocoson cetn VLAN (Voice VLAN).
OT0 gomkeH ObiTb YHUKanNbHbIN naeHTudukatop VLAN B cucteme,
M OH He MoXeT ObITb paBeH PVID nopTa.
OTO KOHMMMKT KOHUrypauum, ecnu 3HadeHne paBHo VID
ynpasnenus, MVR VID, PVID un 1. [l. JonycTumbln guana3oH ot 1 go 4095.

Aging Time (Mepwvog YcTapeBaHusl)
Mone otobpaxaetr Bpemsi yctapeBaHus Voice VLAN uHdopmauuu.
Honyctumbin gnanasoH ot 10 go 10000000 cekyHA.

Traffic Class (Knacc tpaduka)
Mone otobpaxaeT knacc Tpadumka ansa Voice VLAN. Becb Tpadumk Voice
VLAN 6ygeT knaccudumumpoBaH cornacHo 3Toro knacca.

Port Mode (Pexwum paboTbl nopTa)
Mone oTobpaaeT pexum paboTtbl Voice VLAN anst nopTos.
Bo3moxHbIe pexxumbl:

v' Disabled — otkntountb nopT oT Voice VLAN;

v' Auto — BKITIOYUTb PEXUM aBTOOMNPEAENEHUS;

v' Forced — BbicTpoe BkntoyeHne nopta B Voice VLAN

Port Security (besonacHocTb nopTa)
Mone oTobpaxaeT pexum OesonacHocTn nopta Voice VLAN. Korga
yHKLMSA BKINtOYeHa, Bce He TenedoHHble MAC-agpeca B Voice VLAN byayT
3abnokmpoBaHbl Ha 10 cekyHa. Bo3aMOXHbIe pexxvMMbl nopTa:

v" Enabled — pexum 6e30nacHOCTM BKITHOYEH;

v Disabled — pexxum 6e30M1acHOCTU BbIKIOYEH.
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Port Discovery Protocol (MpoTokon oGHapyxeHusi NOpTOB)
Mone oTobpakaeT npoTokon obHapyxeHus nopta ronocoson VLAN.

OH Oygetr pabotaTb TONMbKO MpPUM  BKIHOYEHHOM  pexume
aBToonpeaerneHuns.

®dyHkuma LLDP pomkHa ObiTb BKOYEeHa nepesd  HaCTPOWKON
npoTtokorna obHapyxeHus Ha «LLDP» nnu «Bothy.

M3meHeHne npoTokona o6HapykeHua Ha «OUl» unu «LLDP»
nepesanyctut npouecc astoonpegeneHus. Bo3moXHble  NPOTOKOMbI

obHapyxeHus:
v' OUI - onpegeneHue TenedoHHoro yctpoictea no OUl agpecy;
v' LLDP - onpegeneHve TenedoHHoOro yctponctea no LLDP
NPOTOKONY;
v" Both — onpegeneHue TenedoHHoro yctpoictea no OUl u LLDP
BMeCTE.
Knonku:

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

9.21.2 Voice VLAN - OUI (Fonocosklie VLAN — OUI)

Voice VLAN OUI Table

Delete | Telephony OUI | Description
[ 00-01-e3 Siemens AG phones
Il 00-03-6b Cisco phones
[l 00-0f-e2 H3C phones
[] 00-60-b9 Philips and NEC AG phones
[ 00-d0-1e Pingtel phones
Il 00-e0-75 Polycom phones
[ 00-e0-bb 3Com phones
Add New Entry

Save | | Reset

Ha paHHoln ctpaHuue WEB uHTepdeinica HacTpamBaeTcs Tabnuua Voice
VLAN OUI. MakcumarnsHoe konuyecTso 3anuncen — 16.
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Delete (YoanuTb)
YpaneHuve 3anucu npy cnegyloLem CoxpaHeHnm

Telephony OUI
Agpec OUI TtenedoHun - 3710 rnodanbHbI YHUKAmNbHBIA naeHTUdUKaTop,

Ha3HaueHHbIn BeHgopy |IEEE. [nuHa gormkHa ObiTb 6 cumBONOB, a oopmaT
BBOJA - «XX-XX-XX» (X - LeCTHaauaTepnyHas uundpa).

Description (Onucanue)
Onucanve apgpeca OUI. 3T0 none CcoOAepXUT ONWcCaHuWe, K Kakomy

YCTPONCTBY TenegoHuM BeHOopa npvHaanexut agpec. Jonyctumas anvHa
ctpoku - ot 0 go 32.

KHonku:

Adding a NEW entry — o6aBuTb HOBYIO 3an1Cb

Save — HaxmuTe, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

9.22 Configuration — QoS (Hactpownku — QoS)
9.22.1 QoS - Port Classification (QoS — Knaccudumkauma noproB)

QoS Ingress Port Classification

Port [ CoS | DPL [ PCP | DEI | Address Mode
oorove] [ ]
1
2
3
s
5 Source hd
6 09] [0v] [07] o0~] [Sowee
7 Source hd
8 0] [0-] [05] o] [Somee <
9 Source hd
10 Source hd
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Ha paHHon cTtpaHvue WEB wuHTepdeinca npeacrtaBneHbl HacTporiku QoS
Knaccudukaumm Tpaduka aAnsg nopToB KOMMyTaTopa.

Port (nopt)
Homep nopTa, kK KoTopomy 6yayT NpMMeHeHbl AarnbHeNLLne HacTPOWKK

CoS (Knacc obcnyxumBaHus)

Bce dpenmbl knaccudpumumpytorca CoS. [pegycMOTpeHO OfHO3HavyHoe
cooTBeTcTBME Mexay CoS, ovepefdbio (quenue), U npuoputetTom (priority).
CoS 0 obnagaet cambIM HU3KMM MPUOPUTETOM.

Ecnu nopt nopaepxmeaet VLAN, cdpenm Termpyetca u Tag Class.
aktuBupyeTcs, 3aTem dperim knaccudpmumpyetca ¢ nomowpto  CoS,
KoTOpbI nony4yaeTcsa n3 3HavyeHuss PCP n DEI B Tere. B npoTnBHOM criyvae
dpenm knaccndpuumpyetcst, kak CoS no ymonyaHuio.
KnaccundumumpoarHbin CoS mMoxeT ObiTb 0TMeHeH 3anuncbio QCL.

lMpumeyarnue. Ecnn CoS no ymonyaHuwo 6bln  AMHaAMUYECKU
n3MeHeH, To dakTndecknn CoS no ymonyaHuio oTobpaxkaeTcsi B ckobkax
nocne HacTpoeHHoro CoS no ymonyaHutio.

DPL
Onuus ynpasnsieT ypoBHeM npuoputeta otbpackiBaHus (drop precedence
level) no ymonyaHuo.
Bce kagpbl knaccuduumpytotes, kak DPL

Ecnu nopt nopgaepxusaeT VLAN, cdpenm Ternpyetca u Tag Class.
akTuBumpyeTcs, 3ateM penM knaccuduumpyetcsa, kak DPL, koTopbii
nony4yaetca u3 3HayeHna PCP un DEI| B Tere. B npoTuBHOM cny4dae dpeinma
knaccuduuymnpyetca Ha DPL no ymonyaHnuio.

KnaccudpumumpoBaHHbii DPL moxeT 6bITb 0TMeHeH 3anucbio QCL.

PCP
Onuusa ynpaensieT 3HavyeHmem PCP no ymonyanuto.
Bce kagpbl knacecndmumpytotes no 3HaveHuo PCP.

Ecnn nopt nogaepxusaetr VLAN u cdperim TermposaH, TO 3TOT
dpenm knaccudpuuupyeTcsa no 3HadyeHuto PCP B Tere.

B npoTtuBHOM cny4dae cpenm knaccudpuuupyetcs, kak PCP value
Nno yMOS4aHuto.
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DEI
YnpaBnseT 3HadyeHuem DEI no ymonyaHutio.
Bce kagpbl knaccnguumnpyotcsa no saHaveHmo DEI.

Ecnn nopt nopgaepxmsaet VLAN un dperim nomeyeH, TO OH
Knaccuduumpyetcsa no aHadeHunto DEI B Tere.

B npoTtmBHOM crniydae cpeinm knaccuduumpyetcs Ha 3HavyeHme DEI
Mo YMOSYaHuio.

Address Mode (AQpecHbI pexum)
Pexum IP/MAC-agpeca, onpegensiowmn, omkHa Ny knaccudpumkaumna QCL
OCHOBbIBAaTbCA Ha MCXoAHbIX agpecax (SMAC/SIP) wunm  appecax
HasHa4veHuns (DMAC/DIP) Ha aToM nopry.
JonycTuMble 3Ha4YeHUs:

v" Source — Bkntountb conoctaeneHme SMAC / SIP;

v' Destination — Bkntountb conoctaeneHme DMAC / DIP
KHonku:

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

9.22.2 QoS - Port Policing (QoS — Knaccucdukauus noptoB)

QoS Ingress Port Policers for Switch 1

Port [ Enabled [ Rate | Unit [ Flow Control
* Il 500 <= v 1
10 500, | kbps |w 0
2 0O 500 |kbps |v O
3 0O 500 |kbps |v O
a 0O 500 |kbps |v O
5 0O 500 |kbps |v O

Save | Reset

Ha paHHom cTpaHnue WEB wuHTepdenca npeacTtaBneHbl HaCTPOWKK
dyHKuun Policer (orpaHmMunTens) Ans NOpTOB KOMMYTaTopa.
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Port (mopT)
Howmep nopTa, kK KoTOpoMy ByAyT NPUMEHEHbI JarnbHeNLLne HaCTPOMKM

Enabled (BkntounTb)
Onumsa rnobanbHo ynpaensieT BkNtoveHneM yHkumMm Policer Ha BbIGpaHHOM
nopTe kKOMMyTaTopa.

Rate (dnanasoH)
B pnaHHOM none 3agaeTcsa ckopocTb And dyHkumn Policer. Mo ymonyaHuio —
500.

3710 3Ha4eHue orpaHmnyeHo 100-1000000, ecnun B kadecTBe eanHUL,
namepenus (Unit) BoibpaHbl «K6ut/c» nnu «FPS».

Ecnn B kadecTBe eguHULbl M3MepeHus BblbpaHo «Mout/c» mnnm
«kfps», To 3Ha4yeHne Rate MOXHO N3MeHATb B AnanasoHe oT 1 — 13200.

Unit (EaMHnubl namepeHus)

M3 BbinagatoLLero cnmcka ecTb BO3MOXHOCTb BbiGpaTh eAnHULBI U3MEPEHUS
ansa nona Rate. 3to MoryT 6biTb «kbps», «Mbps», fps, kfps. 3HayeHne no
ymonyaHuio — «Kéut/c»

Flow Control (YnpaBneHne noTokom)

Ecnu ynpaeneHve NnoTOKOM BKMIOYEHO 1 MOPT HAXOAMTCS B 9TOM pexmme, To
dperiMbl Nay3bl OTNPaBNATCA BMECTO OTOpacbiBaHUS (HpeMOB.

KHonku:

Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS
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9.22.3 QoS - Port Scheduler (QoS - NnaHMpOBLMK NOPTOB)

QoS Egress Port Schedulers for Switch 1

| Weight
p“"‘ Mode | oT@i[Qz] Q3[04 @6

Strict Priority
Strict Priority - - = - - -
Strict Priority - - - - - -
Strict Priority - - = - - -
Strict Priority - - - - - -
Strict Priority - - = - - -
Strict Priority - - - - - -
Strict Priority = = - - - _

100 =4 |G |L7 [ [ [P |—

Ha paHHoM cTpaHuue WEB wvHTepdenca HaxogaTcs WHCTPYMEHTbl Anis
ynpaBneHus nNnaHMpoBLLMKaMM NOPTOB.

Port (Mopr)
Homep nopTa, kK KOTOpoMy ByAyT NPUMEHEHbI AanbHENLINE HACTPOKM.

Mode (Pexxum paboTbl)
Pexum paboTbl nnaHupoBLUmKa Ans BeIBpaHHOro nopTa.

on
Mone oTtobpaxaeT «Bec» Ans BbIOpaHHOW ovepean 1 nopTta.
QoS Egress Port Scheduler and Shapers for Switch 1 Port 1 Port1 |w

Scheduler Mode | Strict Priority «

[ Port Shaper |
[Enable TRate [Unit [ Excess | [ Enable T Rate [ Unit |
&

500 Mbps [v
alf~(s,

[]500 Kbr

]
g

S
8

©

500 Kops [y

]
g

=
]

)
8

o . B B B .

=
]

Save | Reset|| Cancel

Sheduler Mode (Pexum paboTbl NNaHMpOBLUMKA)
NHCTpyMeHT ynpaBnsieT pexmmomM paboTbl NNaHNpOoBLUMKA:
v’ Strict Priority — cTporui npuopuTer;
v' Weighted — Ha ocHOBe «Beca.
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Queue Shaper Enable (Shaper Queue BKunNTb)
WHcTpymMeHT ynpaensieT BknoveHnem dyHkumMn Shaper Queue pgns
BblIGpaHHOW oYepeam Ha STOM NopTe KOMMyTaTopa.

Queue Shaper Rate (uana3oH ckopocTtu ans Queue Shaper)
NHCcTpymeHT ynpaBnsieT ckopocTbio hyHKumnmM Queue Shaper
Mo ymonyaxuo — 500.

9710 3HaueHune orpaHmyeHo 100-1000000, ecnu B kadecTBe eanHUL,
namepeHuns (Unit) BbibpaHbl «Kb6ut/cy.

Ecnn B kauyectBe eauHuUbl uamepeHus BblibpaHo «M6ut/cy», TO
3Ha4yeHme Queue Shaper Rate MOXHO M3MeHATb B AnanasoHe ot 1 — 13200.

Queue Shaper Unit (EguHnubl namepenus gna Queue Shaper Rate)

3 BbinagatoLLero cnmcka ecTb BO3MOXHOCTb BbiGpaTh eAuHULbI U3MEPEHMS
ans nonsa Queue Shaper Rate. 31o MoryT ObiTb «kbps», «Mbps»

3HaveHne no ymonyaHuto — «Koumt/c»

Queue Shaper Excess
MHCTpYMEHT ynpaBnsieT paspeLlleHmemM oyepeamn Mcrnornb3oBaTb U3ObITOUYHYHO
NPOMYCKHYI0 CNOCOBHOCTb.

Queue Scheduler Weight

MHCTpymMeHT ynpaBnsieT HasHavyeHMeM «Beca» Ans  3TOW  o4vepeau.
3Ha4yeHnem no ymonyaHuto sBnaetca «17». 3To 3HayeHue orpaHuydeHo 1-
100.

OToT napameTp oToOpaxaeTcss TONbKO B TOM Cllyyae, €crnu
«Scheduler Mode» yctaHoBreH Ha «Weighted».

Queue Scheduler Percent
lMone oToGpaxaeT «BeC» B NPOLIEHTaX AN 3ToN ovepeau.

OTOoT napameTp oTobOpaxkaeTcs TOMbKO B TOM Chny4vae, €ecnv
«Scheduler Mode» yctaHoBneH Ha «Weighted».

Port Shaper Enable (Port Shaper Bknio4nTb)
WHCTpymeHT ynpaBnsieT BkMoYeHnem  yHkumm  Port  Shaper ans
BbIGpaHHOro nopTa KoMMyTaTopa.
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Port Shaper Rate (dnanasoH ckopocTtu gnsa Port Shaper Rate)
MHCTpyMeHT ynpaBsnsieT ckopocTblo dyHKUMnM Port Shaper Rate
Mo ymonyaxuo — 500.

9710 3HaueHue orpaHmyeHo 100-1000000, ecnu B KayecTBe equHUL,
namepeHus (Unit) BbiOpaHbl «Kout/cy.

Ecnn B kauyecTBe eguHuMUbl U3MepeHusi BbibpaHo «M6ut/cy», TO
3Ha4yeHMe Queue Shaper Rate MOXHO M3MeEHATb B AnanasoHe ot 1 — 13200.

Port Shaper Unit (EanHnubl namepenus ana Port Shaper Rate)

M3 BbinagatoLLero cnmcka ecTb BO3MOXHOCTb BbiOpaTh eAuHULbI U3MEPEHMS
ans nong Port Shaper Rate. 31o moryT 6b1Tb «kbps», «Mbps»

3Ha4veHune no ymon4yaHuo — «Kéut/cy»

Kronku:
Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;
Reset — HaxmuTe, YTOObI OTMEHNTL N3MEHEHUS

Cancel — HaxmuTe, 4TOObl OTMEHWTL BCE WM3MEHEHUSI U BEPHYTLCA Ha
npeablayLLyo cTpaHuuy.

9.22.4 QoS - Port Shaping

QoS Egress Port Shapers for Switch 1

Shapers

Port Qo |

@l | G2 | @3 | Q4 | @5 | Q6 | Q7 | Port

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aicakhlad

0| | [ [ [0 [P |—

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aicahlad

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aic ahlad

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aic akhlad

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aie ahlad

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aic akhlad

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aie ahlad

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aic akhlad

disabled
disabled
disabled
disabled
disabled
disabled
disabled

Aicahlad

Ha aton cTtpaHnue WEB uHTepdeinca npeactaBrieHbl UHCTPYMEHTbI AMS
ynpaBneHus yHkumMen Shaper ans Bcex NOPTOB KOMMyTaTOpa.
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Port (MopT)
Homep nopTa, kK KoTOpoMy ByAyT NPUMEHEHbI AarnbHeNLLNe HaCTPOVKU.

Qn
lMone otobpaxaeT «Disabled» (OTkntoyeHO) MM akTUYECKytd CKOpPOCTb
dyHKunn Shaper gnst ouepeamn, Hanpumep «800 Mbps»

Port
Mone otobpaxaeT «Disabled» (OTkntoyeHO) MM pakTUYECKYld CKOPOCTb

dyHKuun Shaper gns nopta, Hanpumep «800 Mbps»

QoS Egress Port Scheduler and Shapers for Switch 1 Port 1 Port1 |w

[Scheduler Mode | Strict Priority [ |

| Queue Shaper | [ Port Shaper |
[ Enable [ Rate [ Unit [ Excess | [ Enable [ Rate [ Unit |

o
=
=

kbps /

kbps

@
=
=

]
=
=

kbps

@
=
=

kbps

kbps

)
=]
=]

kbps

@
=
=

kbps

kbps \

kbps

)
=]
=]

@
=
=

E 8 2 = 2 8 g 8
w) {w) (e) (e) (e) (e O(e) (e

Save | | Reset | | Cancel

Ha oaTton ctpaHmue WEB wuHTepdenca npeactaBneHa BO3MOXHOCTb
HaCTpPoOWUTb NNaHUPOBLUUK U YHKUUIO Shaper ang onpegeneHHoro nopTa.
HacTpoWiku oTHOCATCS K TeKyLLeMY BbIOpaHHOMY CTEKOBOMY GroKy

Sheduler Mode (Pexum paboTbl NNaHMpPOBLUMKA)
WNHCTpyMeHT ynpaBnsieT pexumMom paboTbl NrnaHMpOoBLLMKa Ans BbibpaHHOro
nopra:
v’ Strict Priority — cTporuii npuopuTer;
v" Weighted — Ha ocHOBe «Beca.
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Queue Shaper Enable (Shaper Queue BkounNTb)
WHcTpymMeHT ynpaensieT BknoveHnem dyHkumMn Shaper Queue pgns
BblIGpaHHOW oYepeam Ha STOM NopTe KOMMyTaTopa.

Queue Shaper Rate ([uana3soH ckopocTtu ana Queue Shaper)
NHCcTpymeHT ynpaBnsieT ckopocTbio hyHKumnmM Queue Shaper
Mo ymonyaxuo — 500.

3710 3HaueHue orpaHmyeHo 100-1000000, ecnu B kadecTBe eanHUL,
namepeHuns (Unit) BbibpaHbl «Kb6ut/cy.

Ecnn B kauyectBe eauHuUbl uamepeHus BblibpaHo «M6ut/cy», TO
3Ha4yeHme Queue Shaper Rate MOXHO M3MeHATb B AnanasoHe ot 1 — 13200.

Queue Shaper Unit (EguHnubl namepenus gna Queue Shaper Rate)

M3 BbinagatoLLero cnmcka ecTb BO3MOXHOCTb BbIOpaTh eANHULbI U3MEPEHUS
ans nonsa Queue Shaper Rate. 31o MoryT ObiTb «kbps», «Mbps»

3HaveHne no ymonyaHuto — «Koumt/c»

Queue Shaper Excess
MHCTpYMEHT ynpaBnsieT paspeLlleHmemM oyepeamn Mcrnornb3oBaTb U3ObITOUYHYHO
NPOMYCKHYI0 CNOCOBHOCTB.

Queue Scheduler Weight

MHCTpyMeHT ynpaBnsieT HasHavyeHMeM «Beca» pAns  9Tol  oyepeaw.
3Ha4yeHnem no ymonyaHuto saBnaetca «17». 3TO 3HAYeHUE orpaHnyeHo 1-
100.

OToT napameTp oToOpaxaeTcss TONbKO B TOM Cllyyae, €crnu
«Scheduler Mode» yctaHoBneH Ha «Weighted».

Queue Scheduler Percent
lMone oToGpaxkaeT «BeC» B NPOLIEHTaX AN 3TON ovepeaun.

OTOoT napameTp oTobOpaxkaeTcs TOMbKO B TOM Chny4vae, €ecnv
«Scheduler Mode» yctaHoBneH Ha «Weighted».

Port Shaper Enable (Port Shaper Bknio4nTb)
WHCTpymeHT ynpaBnsieT BkMoYeHnem  yHkumm  Port  Shaper ans
BbIGpaHHOro nopTa KoMMyTaTopa.
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Port Shaper Rate (dnanasoH ckopocTtu gnsa Port Shaper Rate)
MHCTpyMeHT ynpaBsnsieT ckopocTblo dyHKUMnM Port Shaper Rate
Mo ymonyaxuo — 500.

9710 3HaueHue orpaHmyeHo 100-1000000, ecnu B KayecTBe eguHUL,
namepeHus (Unit) BbibpaHbl «Kout/cy.

Ecnn B kauyecTBe eguHuMUbl U3MepeHusi BbibpaHo «M6ut/cy», TO
3Ha4yeHMe Queue Shaper Rate MOXHO M3MeEHATb B AnanasoHe ot 1 — 13200.

Port Shaper Unit (EanHnubl namepenus ana Port Shaper Rate)

M3 BbinagatoLlero cnmcka ecTb BO3MOXHOCTb BbiOpaTh €AUHWLbI U3MEepeHUst
ans nong Port Shaper Rate. 31o moryT 6b1Tb «kbps», «Mbps»

3Ha4veHune no ymon4yaHuo — «Kéut/cy»

Kronku:
Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;
Reset — HaxmuTe, YTOObI OTMEHNTL N3MEHEHUS

Cancel — HaxmuTe, 4TOObl OTMEHWTL BCE WM3MEHEHUSI U BEPHYTLCA Ha
npeablayLLyo cTpaHuuy.

9.22.5 QoS - Storm Policing

Global Storm Policer Configuration

Frame Type | Enable | Rate | Unit

Unicast O] 1| |fps ~
Multicast [] 1| |fps ~
Broadcast L] 1 [fps ~]

| Save || Reset |

Ha paHHom cTpaHnue WEB wHTepdienica npeacTtaBneHbl rnobanbHble
HacTpowku dyHKUuKn Storm Policer.
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Frame Type (Tvin dopenmoB)
Twn dopermoB, A4ns KOTOPOro NPUMEHSIIOTCSA OCTarlbHble HACTPOWKU;

Enable (BkniounTb)
BkntoueHune/BobikntoueHne dyHkuumn Global Storm Policer ans gaHHoro tvna
dpenmoB.

Rate (dnanasoH)
MHCTpymeHT oTBevaeT 3a ckopocTb paboTbl yHkuuKn Global Storm Policer.
3HaveHne 1-1024000, ecnu B none Unit BbiOpaHbl eguHULbI
namepeHus «fps» (dppenimos B cek) unm 1-1024, ecnu B none Unit BoiGpaHbI
eaunHnLUbl nsamepeHns «kfpsy» (Teicsy penmos B Cek).
CkopocTb oKkpyrnsieTcs o onwxanwero 3Ha4eHus,
nogaepxusaemoro cdoyHkunen Global Storm Policer.

Unit (EaMHnubl namepeHus)

EovHmubl namepeHuss ons gwanasoHa ckopocTten dyHkumm Global Storm
Policer. BoamoxHbie BapuaHTbl «fps» (bpenmos/c), «kfps» (Tbicau ppenmos
B CeK).

KHonku:

Save — Haxmute, 4Tobbl COXPaHNTb U3MEHEHNS;

Reset — HaXXMUTE, YTOObI OTMEHUTb U3MEHEHUS
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9.23 Configuration — Mirroring (HacTpowku — 3epkanupoBaHue
nopToB)

Mirroring & Remote Mirroring Configuration

Mode | Disabled v|
Type |Mirror V|

VLAN ID 200

Reflector Port | Port 1

Source VLAN(s) Configuration

| Source VLANs || | |

Port Configuration

Port| Source | Intermediate | Destination
1 |Disabled ~

2
3
4
5
5
7
8
9

Dizabled -~
10 | Disabled ~
CPU |Disabled +

3epkanvpoBaHue 3TO MOME3HbI MHCTPYMEHT Ans  aHanusa
Tpachmka Ha noptax. AOMUHMCTPATOP CETU MOXET OTMNaBnuBaTb OWWUOKM C
nomoLLbl  3epkanupoBaHust Tpadmka. Ecnu  ectb  HeobxogumocTb
TermpoBaTtb 3epKanuMpoBaHHbIN TpaduK, Bbl MoXeTe HacTpouTb VLAN, kak
«Tag all» (TernpoBaTb BCce) Ha NopTe, kKyaa byaeTt oT3epkarneH Tpaguk.

2121212222

AR EEEEE

CHELE €] €] <] £
0000000000
0000000000

Mirror (3epkanbHbIn PEX1M)
HacTtpoiika oTBevaeT 3a paboTy KOMMyTaTopa B pexvume 3epkana.
McxoaHbIv nopT 1 NOPT HasHa4YeHWs NpuHaanexar 9ToMy KOMMyTaTopy.
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Source (McxogHbii nopT)

KommyTaTtop SIBMsSieTCs MCXOAHbIM y3rnoM ans Tpadumka, nognexaiiero
MOHUTOPUHTY.

MopT(bl) WCTOYHMKA, NOPT OTpaxaTtens Wn MNPOMEXYTOYHbIA MopT(bl)
npuHagnexaT 3TOMy KOMMyTaTopy.

Intermediate (MpomMexyTo4HbIN y3ern)
KommyTaTtop sBnseTca y3nom nepecbinikv ana Tpadwuka, nognexaiwero
MOHUTOPWHTY.

Llenb  npomexyTodyHOro y3ma COCTOMT B TOM, 4TOObI
nepeHanpasuTb TpaduK C WCXOOHOro KOMMYyTaTtopa Ha KOMMyTaTtop
Ha3Ha4YeHus.

Destination (MopT Ha3Ha4yeHus)

KommyTaTop $BRS€TCA KOHEYHbIM Y3MOM Afs  MOHMTOpWUHra
Tpaduika.

MopT(bl) Ha3HayeHuss M MopT(bl) NPOMEXYTOYHOrO  3BEHA
pacnosnoxeHbl HA 3TOM KOMMYTaTope.

VLAN ID (MaeHTtudpukatop VLAN)
NpeHtndukatop cetn VLAN oTBevaeT 3a TO, Kyaa OyaeT CKONMpPOBaH nakeT
Tpaduka ans moHutopuHra. ID VLAN no ymonyaHutio - 200.

Reflector Port (MopT-oTpaxarens)
MopT—oTpaxaTenb wucnonb3yetca AnA nepeHanpaBneHus Tpaduka B
yaaneHHyto 3epkanbHyto cetTb VLAN.

Nio6oe ycTponcTBO, MOAKMOYEHHOE K MOPTY, YCTaHOBNEHHOMY B
KayecTBe nMopTa - oOTpaxaTens, TepsieT CBSA3b, MOKa YyganeHHoe
3epKanupoBaHue He OyaeT OTKMYEHO.

v' [Mpumeyarue 1: MNopT-oTpaxaTtenb HeobxoAnMo BblIGUpPaTb TOMbKO
Ha KOMMYTaTOpe — UCTOYHMKE.

v' [lpumeyaHue 2. [opT-oTpaxaTenb [OMKeH OblTb HacTPOeH ¢
OTKINIOYEHHbIMU hyHKUMsaMU STP u MAC Table Learning.

v' [lpumeyaHue 3: MopT oTpaxaTtens noadepXMBaeT TONbKO MedHble
nopTbl (ONTUYECKOE NOAKMOYEHME UCKITHYEHO)
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Hacmpolika VLANoe ucmou4Huka.

KommyTatop MOXeT nogdepxuBaTb 3epKanuvpoBaHWE Ha OCHOBE
VLAN. Ecnu Bbl XxO0TUTe KOHTponupoBaTb oTaenbHble VLAN Ha
KOMMYyTaTope, Bbl MOXXETe HacTpouTb BbliopaHHblie VLAN B 3TOM none.

Hacmpolika nopma dss ducmaHUyUuOHHO20 3epKaJlupoeaHus

Port (MopT)
Jlornyecknin Homep nopTa Ansa ganbHeNLWwen HaCTPOKK

Source (NcTo4Huk)
Bbi6op pexumMa 3epkanupoBaHus.

v Disabled - npuHMMaemble ” nepegaBaemble periMbl  He
3epKanupyTcs;

v/ Both — 3epkanupyloTcsi kak nepefaBaemMble, Tak U NPUHUMaeMble
Kagpbl;

v' Rx only — dpeimMbl, NpuHATbIE Ha STOM MOpTe 3epKanupyloTcs
(komMpyloTCA) Ha MNPOMEXYTOYHOM nopTe / nopTe HasHaveHwus.
Mepenasaemble ppenmbl HE 3epKanupyloTcs;

v Tx only — cbpelimbl, NepefaBaemblie C 3TOFO NopTa 3epKanvpyrTcs
(komMpyloTCA) Ha MNPOMEXYTOYHOM nopTe / nopTe HasHaveHwus.
MpuHUMaeMble dperiMbl He 3epKanupylTCs;

Intermediate (MpomMexyTo4HbIA NOPT)
BbiGop npomexxyToyHoro nopra.

OToT 4YekbOKC MpedHasHayeH cneuuansHo Ans  pexuma
AONCTaHUMOHHOIO 3epKanunpoBaHua.

[MpoMexyTo4HbIN nopt asngercs KOMMYTUPYEMbIM "
npegHasHa4veH and nogkrni4vYeHna K gpyromMmy KoMmmytaTopy.
Ha npomexyToyHOM nopTe HeobGXOAMMO OTKMHYUThL 3anoMumHaHue MAC
agpecoB (MAC learning) B COOTBETCTBYIOLLEM pa3aene.

Destination ([MopT Ha3Ha4yeHus)
Bbi6op nopTta HazHaueHwusl.

OTOoT 4ekbOKC nNpefHasHayeH cneuuanbHO Ans  pexumMa
[AVCTaHLUMOHHOIO 3epKanMpoBaHusl.
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MopT HasHayeHMss — nMOPT Ha KOTOpbIN OyaeT NpPUHAT
OT3epKaneHHbIN (CKONMPOBaHHbIN) Tpaduk ¢ nopTa NCTOYHUKA (Source).

Ha nopTe Ha3HauyeHnss HeOOXOAMMO OTKITHYUTL 3anoMuHaHne MAC
agpecoB (MAC learning) B COOTBETCTBYIOLLIEM pa3aerne.

B pexume 3epkanupoBaHMs YCTPOWCTBO MOOOEPXKMBAET TOMbKO
OOVH MOPT Ha3HaYeHus.
Knonku:

Save — Haxmute, 4YTobbI COXPaHUTb USMEHEHUHA;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

9.24 Configuration — UPnP (HacTtpouku — UPnP)

UPnP Configuration

Mode Disabled v
TTL 4
Advertising Duration | 100

Save | | Reset

Ha paHHon cTpaHvue WEB uHTepdpeinica npepcTtaBneHbl HacTpPOWKW Anis
UPnP — Universal Plug and Play — Habopa ceTeBbIXx MpOTOKOMNOB ANd
aBTOMaTUYEeCKOW YHUBEpPCanbHOMN HAaCTPONKN CETEBbIX YCTPOMWCTB.

Mode (Pexum paboTbl)

Bbibop pexuma nogaepxkn UPnP
v" Enabled — BknioyeHa noaaepxka pacotsl ¢ UPNP;
v' Disabled — oTkntoueHa nogaepxka paéotsl ¢ UPNP

Koroa BbliOpaH pexum paboTel «Enabled», gsa ACE po6GasnsioTcs

aBTOMaTmyecku, 4Tobbl nepexBaTbiBaTb cBaA3aHHble ¢ UPNP naketel B CPU.
ACE aBTOMaTU4Y€ECKN YOANSTCS NPU OTKITIOYEHNN peXnMa.
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TTL (Bpems «KU3HUY)
3HaveHune TTL ucnonesyetca UPnP anga otnpasku advertising coobLieHnn
SSDP. [JonycTumble 3Ha4eHMs1 HaxoOaTcsa B AnanasoHe ot 1 go 255.

Advertising Duration (AnutensHocTb advertising)

OnutenbHOCTb, nepefaBaemass B Naketax SSDP, wucnonb3yetca Ans
MHOPMUPOBAHNSA KOHTPOSTbHOM TOYKM USIM KOHTPOSIbHBIX TOYEK O TOM, Kak
YacTo OHa WNW OHWM OOMXHblI NonydvaTtb advertising coobuieHne SSDP ot
3TOro KoMMmyTaTopa.

Ecnn KOHTpOMbHasd TOYKa He MOMyYUMT HW OAHOro COOOLIEHUs B
TeyeHne BpeMeHu, OHa bygeT cuuTaTb, UYTO KOMMyTaTtop 6Gonblle He
NOOKITHOYEH.

M3-3a ncnonbsosaHnss UDP B ctaHgapTe pekoMeHayeTcsi, YToObl
Takoe obHoBneHue advertising COOOLLUEHWIA BbIMNOMHANOCLE MEHee 4YeM Ha
nonoBuHe 3HayeHus «Advertising Durationy.

[onyctumble 3HayeHus HaxoadaTcsa B guanasoHe ot 100 go 86400.

KHonku:
Save — HaXxmute, 4Tobbl COXpPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

9.25 Configuration — PTP (Hactponku — PTP)

PTP External Clock Mode

One_PPS_Mode || Disable ~
External Enable False ~
Adjust Method LTC frequency ~
Clock Frequency | |1

PTP Clock Configuration

Clock
Instance
No Clock
Instances Present

Delete Device Type Profile

Add New PTP Clock || Save || Reset |
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Ha paHHown ctpaHuue WEB uHTepdenca npeacraBneHbl HacTponkn PTP —
NpOTOKOSIa TOYHOIO BPEMEHM.

Hacmpolika eHewHux yacoe PTP

One PPS Mode
lMone oTBevaeT 3a BbibOp okHGUrypauumn One_pps_mode.

External Enable

[anHoe none oTBevaeT 3a HacTpounky External Clock output
v" True — External Clock output BkrntoueH;
v' False — External Clock output Bbiknto4eH

Adjust Method (MeTtog HacTpoliku)
[aHHoe none oTBevaeT 3a HacTpoWKy YacToTbl (Frequency adjustment)
v LTC frequency — BblGop 4acTOTbl FIOKANbHOrO CYeTYMKa BPEMEHMU
(LTC).
v' SyncE-DPLL — BbiGop koHTponss 4yactoTel SyncE DPLL, ecnu
paspelleHo SyncE.
v' Oscillator — Bblbop reHepatopa, HesaBucumoro ot SyncE pgns
yrnpaBneHnsa 4actoTon, ecnu nogaepxusaetcsa HW.
v' LTC phase — Bbibop ynpaBneHusi ¢as3on nokanbHOro cuyetyuka
Bpemenn (LTC) (npegnonaraetcs, 4To 4YactoTa 3abnokumpoBaHa C
nomotubto SyncE)

Clock Frequency (TakTtoBasi yactoTa)
Jonyctumbin gnanasoH 3HaveHun 1 — 25000000 (1 — 25 Mly)

KHonku:

Add New PTP Clock — no6aBuTb HOBblEe Yachl;

Save — HaxXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — HaXXKMUTE, YTODObI OTMEHUTb U3MEHEHUS
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9.26 Configuration — sFlow (Hactpounku — sFlow)

sFlow Configuration

Agent Configuration

[ IP Address | [127.0.0.1 ]

Receiver Configuration

Owner <none> Release

IP Address/Hostname | (0.0.0.0

UDP Port 6343

Timeout 0 seconds

Max. Datagram Size 1400 bytes

Port Configuration
Port Flow Sampler Counter Poller
Enabled | Sampling Rate | Max. Header | Enabled | Interval

: O 0 | 128 O 0
1 1 0 128 D 0
2 [l 0 128 ] 0
3 1 0 128 O 0
4 [ 0 128 ] 0
5 | 0 128 O 0
6 1 0 128 ] 0
7 1 0 128 O 0
(s} (| fa} 470 [ n

Save | Reset

Ha paHHon cTpaHnue WEB wuHTepdenca npeacTtaBneHbl HaCTPOWKK
dYHKUMN SFlow — WMHCTPYMEHT On MOHWTOPWUHIa KOMMbIOTEPHBIX CETEN,
©ecnpoBoHbIX CETEW U CETEBbIX YCTPOWCTB.

Hacmpolika azeHma

IP_Address (IP agpec)
IP-agpec, ucnonb3dyembln B kadecTBe IP-agpeca areHTa B gentarpammax
sFlow.

OH CyXuT YHUKanbHbIM KIoYoMm, KOTOpbIN Oyoet
naeHTuduumMpoBaTb 3TOr0 areHta B TevYeHWe ANUTENbHLIX NepuoaoB
BpEeMEHW.

IPv4 n IPv6 agpeca nogaepKuBaroTcs.
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Hacmpolika nony4amens

Owner (Bnageneu)
sFlow MOXHO HacTpouTb AByMsi cnocobamu: Yepea fnokanbHoe yrnpasreHue
yepe3 Beb-MHTepdenc nnn uHTepdenc KOMaHAHOW CTPOKM WM 4depes
SNMP.
OTO none TONbKO AN YTEHUS MOKasbiBaeT BMnajenbla TekyLlewn
KoHGurypaumm sFlow n npmHumMaeT 3HavyeHua cnegyowimm obpasom:
v Ecnun sFlow B HacTosiliee BpeMsi He HacTpoeH / He BOCTpebOOoBaH,
none BnagenbLa NpUHUMaeT 3HayeHne <none>;
v" Ecnn sFlow HacTtpoeH 4yepe3 WEB wnu CLI, none Bnagenbua
npuvHumaeT 3HadveHune <Configured through local management >;
v" Ecnun sFlow HacTpoeH yepe3 SNMP, none Bnagensua npuHMMaeT
3HaveHue, naeHTuduumpyolee nonyyatensa sklow;
Ecnun sFlow HacTpoeH 4epe3 SNMP, Bce aneMeHTbl ynpaBrneHust - Kpome
kHonkn  Release -  OTkNtoYeHbl, 4TOObI  u3bexaTb  CrnyvaniHon
pekoHduUrypauuu.

IP_Address/Hostname (IP agpec / ums xocta)
IP agpec nnn nma xocta — nonydatens sFlow. Moggepxusatotes IPv4 u
IPv6.

UDP Port (UDP nopT)
Homep UDP nopTa, koTopbli npocnywunsaetcsa sFlow nonydatenem. Ecnu
yCTaHOBMEHO 3Ha4veHune «0», TO crnonb3yeTcs NopT No ymonyaHuio (6343).

Timeout
KonuuecTtBo cekyHf, OCTaBLleecs A0 OCBODOXAEHUS TeKyLlero Bragenbua
sFlow. Bo Bpemsi akTMBHOCTM TeKyllee OCTaBLUeecs BpeMs MOXET ObiTb
0OHOBNEHO HaxaTneM KHoMkKM « OBHOBUTBY.

Mpyn nokanbHOM yMpaBfeHUN BpemMsi OXMAaHUs MOXET ObiTb
M3MEHEHO Ha NneTy, He BNNAa Ha apyrue HacTPOMKU.

Max. Datagram Size (Makc. pasmep gentarpammeil)
MakcumanbHoe KonmnyecTBO 0aMTOB [OaHHbIX, KOTOpPoe MOoXeT ObiTb
OTNpaBIieHO B OAHOWN AenTarpamme.

Honyctumbin ananasoH oT 200 go 1468 6aiiT, no ymonyanuo 1400

6anT.
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Hacmpolika nopmos

Port (MopT)
Homep nopTa, kK KoTopomy 6yayT NpMMeHeHb! AaribHENLLne HAaCTPOWKN

Flow Sampler Enabled (Boibopka notoka)
HacTtpoiika BkntovaeT/oTknio4aeT BbIOOPKY NOTOKA HA 3TOM MopTe

Flow Sampler Sampling Rate (MacTtoTta BbIGOpKK)
YacToTa cTaTUCTM4eCcKon BbIBOPKU ANs NakeTHON BbIGOPKN.

YctaHoBuTe 3HayeHne N ans Belbopku B cpeaHem 1 / N-in nakeTos,
nepeaaHHbIX / NONyYeHHbIX MO NopTy.

He Bce 4actoTbl  guckpeTusauuMm  JOCTWKMMbL.  Ecnum
3anpaluvBaeTCca HenogaepXvBaemasi YactoTa QUCKPETU3aLmmn, KOMMyTaTop
aBTOMaTUYeCKM NoAcTpaMBaeT ee 40 MakCUmarbHO BO3MOXHOIO YPOBHS.

Flow Sampler Max. Header (MakcumarnbHbIA pa3Mep 3arofioBka)
MakcmumanbsHoe Konu4ecTBo 6anToB, KOTOPOE AOMKHO ObiTb CKOMMPOBAHO M3
BbIGOpOYHOro naketa B gemtarpammy sFlow.

HOonyctumbin gmnanasoH ot 14 pgo 200 6awTt, no ymondaHuio 128
fant. Ecnn MakcumanbHbI  pa3mep devTarpaMMbl  He  y4uTbiBaeT
MaKCVMMarbHbIN pa3Mep 3arofioBka, BbIGOPKN MOTyT ObITb OTOPOLLEHbI.

Counter Poller Enabled (CueTunk onpocos)
BkntoyeHne/oTKNIOYEHME CHETYMKA ONPOCOB ANs BbiGpaHHOro nopTa

Counter Poller Interval (MHTepBan cpabaTbiBaHNs CHETYMKA ONPOCOB)
Mpu BkMtodeHHOM cyeTumke onpoca (Counter Poller) ykasbiBaeTcsa nHTepsan
(B cekyHaax) mexay Bbibopkamu cHeTymKa.

KHonku:

Refresh — HaxxmuTe, 4TO6BI OOHOBUTL CTpaHWUy. HecoxpaHeHHble 3Ha4YeHus
OynyT yTepsiHbl;

Save — HaxXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4ToObl OTMEHUTL N3MEHEHMS
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9.27 Configuration — UDLD (HacTtpowku — UDLD)

UDLD Port Configuration
Port | UDLD mode | Message Interval

*olax w
Disable w
Disable ~
Disable w
Dizable ~
Disable ~
Disable w
Disable ~
Disable w
Disable ~

| Disable |

[=Ja 1= T = - R B = T T A
== = === = = =

—

| Save || Reset |

Ha paHHon cTtpaHvue WEB uHTepdeiica npeacTtaBfieHbl HacTpomku gng
UDLD - npotokona dwupMbl Cisco, HeoOXoOAuMbIA AONs OTCNEXUBaHMUS
cocTosiHus fiber nopToB, a Takke HEKOPPEKTHOM KOMMyTauun, korga Tx n Rx
nepenyTtaHbl.

Port (Mopr)
Homep nopTta kommyTaTopa

UDLD Mode (Pexwum paboTel UDLD)
Hactporika UDLD Ha nopTte. BoaMoXHble 3Ha4YeHus:

v
v

v

Disable — nogaepxka UDLD oTkntoveHa Ha nopTe;

Normal — B 3TOM pexume, eCnu COCTOsiHWEe KaHana nopTta Obino
onpeferneHo Kak oOfHOHanpasfeHHoe, 3TO He MOoBNUSeT Ha
COCTOsiHWe nopTa.

Aggressive — B 9TOM pexume ObHapyXeHHble OAHOHanpaBIieHHbIE
nopTtel oTkmovaTcd. YTobbl BOCCTAHOBUTL MNOPThLI, HEOBOXOAMMO
oTtkntoumTb UDLD Ha aTom nopty.
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Message Interval (MHTepBan oTnpaBku COOOLLEHWI)
[Mone oTeBevaeT 3a HacTpouwky nepuoda mexay coobuweHusmmn UDLD Ha
noprtax, KoTopble Haxoasitcs B pase advertising u onpegensitoTcs Kak
[OBYyHarnpaeIieHHble.

IOnanasoH coctaensier ot 7 ago 90 cekyHa (3HaveHue Mo
YMOIYaHuIo - 7 CeKyHA).

KHonku:
Save — HaXXmute, 4Tobbl COXPaHNTbL U3MEHEHNS;

Reset — Haxmute, 4TOObl OTMEHUTL N3MEHEHMS

9.28 Monitor — System (MoHuTOopUHr — Cuctema)

9.28.1 System — Information (Cuctema — O6was nHcpopmauus)

System Information Auto-refresh []

System

Contact
Name
Location

Hardware
MAC Address 00-01-cl1-00-00-00
Chip ID VSCT7424

Time

System Date 1970-01-01T05:14:30+00:00
System Uptime Od 05:14:30

Software
Software Version POE0812_V1.01 2015-11-20
Software Date 2015-11-20T11:06:27+08:00
Acknowledgments Details

Ha pgaHHon cTtpaHnue WEB wHTepdenca npeacrtaBneHa obuasa cBogHas
cucTemMHasi UHdopmauus.

Contact (KoHTakTHas uHgopmaums)
KoHTakTHasa uHopmaums, HacTtpoeHHas B pa3gene Configuration | System |
Information | System Contact
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Name (Mms)
CuctemMHoe uMs, HacTpoeHHoe B pasgene Configuration | System |
Information | System Name

Location (MecTtopacnonoxeHue)
MecTopacnonoxeHue cuctemsl, 3agaHHoe B pasgene Configuration | System
| Information | System Location

MAC Address (MAC Agpec)
MAC agpec kommyTaTopa

System Date (CuctemMHas gaTa n Bpems)

Tekywass cuctemHas gata v Bpems (GMT). 3HaveHunss ona aToro nons
DOepyTca Cc cepBepa CUHXPOHM3aLMM, 3aMyLlEeHHOro Ha KOMMYTaTope, ecnu
TaKOBOW HACTPOEH.

System Uptime (Bpems paboTbl cuctemsl)
Bpewms, B TeueHne KOTOPOro KOMMyTaTop He Obin BbIKIIOYEH U NpoAormKan
paborty.

Switch ID (MoeHTudrkaTop kKOMMyTaTOpa)
MaeHTudukaTop KommyTaTopa

Chip ID (MpeHTndukaTop yunna)
MaeHTudukaTop rnaBHoro Ymna

Software Version (Bepcus npowmnsku)
Bepcua npolwmeku, ycTaHOBNEHHOW HA KOMMYTaTop

Software Date ([laTta Bbixoga NnpoLUNBKK)
[Oarta, korga npowmeka 6bina co3gaHa.

KHonku:

Auto-refresh — HaxxmuTe, 4TOBbI OGHOBNATL CTPaHULY aBTOMaTUYECKM pas B
3 cek;

Refresh — HaxmuTe, YTOGbLI 0GHOBUTL CTPaHULLY
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9.28.2 System — CPU Load (Cucrtema — 3arpy3ka CPU)

CPU Load Auto-refresh

100ms 2% lsec 5% 10sec 6% (all numbers running average)

Ha panHon ctpaHnue WEB wHTepdenca npeacTtasrieHbl WHCTPYMEHTHI
rpacpmyeckoro oTobpaxkeHus 3arpy3ku npoleccopa KoMmyTaTopa.

Harpyska namepsertcs kak ycpegHeHHasi 3a nocnegHue 100 mc, 1 ¢
n 10 c. NocnegHne 120 camnnoB npeAcTaBneHbl rpaduyeckn, a nocnegHne
undpbl Takke oTobpaxkaloTcsa B BUAe TeKcTa.

Ons oTobpaxeHnnss rpacdmka SVG Baw Opaysep [OOSKeH
nogaepxusatb popmat SVG.

Auto-refresh — HaxmuTe, YTOOLI OBHOBNATL CTPAHULY aBTOMATUYECKN pa3 B
3 cek;
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9.28.3 System — IP Status (Cucrtema — CoctosiHue |P npoTokosa Ha
CeTeBOM YPOBHeE)

IP Interfaces Auto-refresh [
Interface | Type | Address | Status
0OSlo LINK  00-00-00-00-00-00 <UP LOOPBACK RUNNING MULTICAST=

OS:lo IPv4  127.0.0.1/8

OSlo IPvG  feB0:1/64

0OS:lo IPv6  ::1/128
VLAN1 LINK  00-01-c1-00-00-00 <UP BROADCAST RUNNING MULTICAST=
VLAN1 IPv4d 1921682 1/24
VLAN1 IPv6  feB0:-201:c1ff-fe00:0/64

IP Routes

Network | Gateway |  Status
127.00.1/32 127001 <UPHOST=
192.168.2.0/24 VLAN1 =UP HW_RT=

224.0.0.0/4 127.001 <UP=
21128 A <UP HOST=

Neighbour cache

IP Address | Link Address
192.168.2.10 VLAN1:40-16-7Te-96-1b-d6
fe80:201:c1fffe00:0  VLAN1:00-01-c1-00-00-00

HaHHas ctpaHnua WEB nHTepdeica otobpaxaeT cocTosiHne |P npoTtokona
Ha ceTteBoM ypoBHe. CoctosHue onpegensetca |P-uHtepdencamm, IP-
MapLupyTamm 1 coctosHmem kawwa (ARP-kaLwa) ycTponcTB-coceaen.

IP uHmepdgelicbi

Interface (MHTepdeichl)
Nmsa nHtepdenca

Type (Tvn agpeca 3anuncu)
Tun agpeca 3anucn. MoxeT 6biTb LINK unu IPv4

Address (Agpec)
Tekywimn agpec nHtepdenca

Status (CocTosHue)
®dnaru coctosiHua nHTepdenca (v / unu agpeca)
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IP mapwpymsi

Network (CeTb)
IP agpec ceTv HasHa4YeHUss UnNn XocTa Ha 3TOM MapLupyTe

Gateway (LLnto3)
AZpec Wwnto3a Ha 3TOM MapLipyTe

Status (Crtatyc)
dnarn cocTosiHUA MapLupyTa

Kaw ycmpolicme-cocedeli

IP_Address (IP agpec)
IP agpec 3anucu

Link Address (Aapec cCbinkm)
Agpec ccbinku (MAC agpec), Ans KOTOPOro HacTpoeHa NpuBs3ka ¢ AaHHOMY
IP apgpecy

KHonku:

Auto-refresh — HaxxmuTe, 4TOBbI OBHOBNATL CTPaHULY aBTOMAaTUYECKM pas B
3 cek;

Refresh — HaxmuTte, 4TOGBLI OBGHOBUTL CTPaHMLY
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9.28.4 System - Log (Cuctema — XKypHan co6bITui)

System Log Information for Switch 1 Auto-refresh [ | Refresh

Level All
Clear Level | All

W

W

The total number of entries is 2 for the given level.

Start from 1D 1

with |20

entries per page.

ID | Level |

Time

Message

1 Info  2015-03-17T13:04:55+08:00 Switch just made a cold boot.
2 Info 2015-03-17T13:04:59+08:00 Link up on switch 1, port 23

Clear

<<

<<

==

=z

Ha pgaHHou cTpaHuue WEB uHTepderica npeacTaBneH XypHan CUCTEMHbIX

coObITUI.

D

WaoeHTudukatop 3anucu. MaeHtndpukarop >=1

Level (YpoBeHb 3anmcu CUCTEMHbIX COObITUN)

v" Info — MIHPOPMALMOHHBIV YPOBEHb;

AR

Time

Warning — ypoBeHb npegynpexaeHus;
Error — ypoBeHb ownbok;
All — Bce ypoBHU cpasy

Bpewmsi 3anmcu cMcteMHoro cobbiTus

Message

CoobueHre 3anmcy CUCTEMHOIO COObITUS

KHonku:

Auto-refresh — HaxxmuTe, 4TOObI OOGHOBNATL CTpaHuLuy aBTOMaTN4eCKN pa3 B

3 cek;

Refresh — HaxxMuTe, YTOObI OTMEHUTb U3MEHEHUS;

Clear — ouncTka Bcex BblibpaHHbIX 3anucer cobbiTui;
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[€< — o6GHOBNEHME CUCTEMHOIO XypHana, HauuMHasi C MepBOro AOCTYMHOMO
naeHTudMKaTopa 3anucy;

<< — OOHOBIMEHWe CUCTEMHOrO >ypHana, 3akaH4yuBasi nocregHen
oTobpakaeMol B JaHHbI MOMEHT 3anicblo;

>>| — o6HOBNMEHME CUCTEMHOrO >ypHana, HadunHas C nocneaHen
oTobpaXkaemon 3anucu;

>> — OOHOBIMEHWE CUCTEMHOIO >ypHana, 3akaHuMBas Ha MocrneaHeM
[OCTYMHOM naeHTudmKaTope 3anucu.

9.28.5 System — Detailed Log (Cuctema — NogpobHbIN XXypHan
cobbITUN)

Detailed System Log Information for Switch 1 [Refresh | [ [<< || << |[ 55 |[ >3

o] ]

Message

Level Info
Time 2015-03-17T13:04:55+08:00
Message Switch just made a cold boot.

Ha paHnHon ctpaHuue WEB mHTepdeiica npeacTtaBneH nogpobHbIN KypHan
CUCTEMHBIX COOBLITUIA.

ID
NaentndukaTtop 3anvcu. igeHtudmkartop >=1

Message
Coo0bLLieHne 3annucmn CMCTEMHOro cobbITus

KHonku:
Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

[<< — obHOBMEHME CUCTEMHOrO XypHana, HauyuHas ¢ NepBoro AOCTYMHOro
naeHTuukaTopa 3anucu;
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<< — OOHOBMNEHME CUCTEMHOrO >ypHana, 3akaH4yMBasd MocCregHen
oTobpakaeMow B AaHHbI MOMEHT 3anuchbio;

>>| — o6GHOBNMEHME CUCTEMHOrO XypHana, HadvHas C nocneaHen
oTobpaXkaemon 3anucu;

>> — OOHOBMEHME CUCTEMHOIO >XypHana, 3akaHyMBasi Ha mnocregHem
OOCTYMHOM uaeHTudmkaTope 3anucu.

9.29 Monitor — Green Ethernet (MoHuTOopuHr — Green Ethernet)

Port Power Savings Status Auto-refresh [ | Refresh

Port [ Link | EEE Cap | EEE Ena [ LP EEE Cap | EEE In power save | ActiPhy Savings | PerfectReach Savings
1

[SalE R
o000
KKK XK
XX XXX
KK XXX
XXX XX
XX XXX

Ha pgaHHon ctpaHnue WEB wHTepdenca otobpaxaeTcsl TeKywuin craTtyc
paboTbl yHKumMm EEE (Green Ethernet)

Local Port (JlokanbHbI nopT)
Jlornyecknin Homep nopta

Link (CocTtosiHue coeamHeHus)

Mone oTtobpaxaeT COCTOSHWE coeaunHeHws Ana noprta. KpacHbin — Het
coeguHeHuns, 3eneHbli — coeguHeHne ecTb.

EEE cap
Mone otobpaxaeT nogaepxky EEE noptom.

EEE Ena
Mone oTtobpaxaeT BkntoveHa N pyHKums EEE Ha BeiGpaHHOM nopTe

LP EEE cap
Mone otobpaxaeT nogaepxky EEE nogkmoyeHHbIM K MOPTY YCTPOMCTOBOM.
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EEE In power save (Pexum skoHomum EEE)

Mone nokasbiBaeT, O3KOHOMWT §nM CUCTEMA B HacTosllee Bpems
3HepronoTpebnenne 6Gnarogaps EEE. Korma EEE BkntoveH, cucrtema
BbIKIMIOYUTCS, €CIN HWU OAMH Kaap He Obin NonyyYeH unv nepegaH B TedeHve 5
CeKyH[.

Actiphy Savings
lMone oTobpaxaeT 3KOHOMMUT N cucTeMa dHepronoTpebneHwe Gnarogaps
ActiPhy.

Perfect Reach Savings
lMone otobpaxaeT 3KOHOMWUT NM cucTema aHepronoTpebneHne Gnaropaps
Perfect Reach

KHonku:

Auto-refresh — HaxmuTe, 4TOBbI OGHOBNATL CTPAHULY aBTOMAaTUYECKM pas B
3 cek;

Refresh — HaxxMuTe, YTOObI OTMEHUTb U3MEHEHUS;

9.30 Monitor — Ports (MoHuTOpUHr — MopThbl)

9.30.1 Ports — State (MopTbl — CocTOoAAHME)

Port State Overview Auto-refresh [

Ha panHHon ctpaHmue WEB uHTepdperica oTobpaxaeTcsi TEKyLLee COCTOSIHNE
NnopToB.

MopTbl MOrYT NPUHUMAaTbL CrieyoLLne COCTOSHUS (PUCYHOK HIDKE)
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Het
CocroAHue OTKAOuU. EcTb "MHK
NNHKa

RJ45 nopTbl L J ﬂ

SFP noprtbl |____|| -|

ojd

KHonku:

Auto-refresh — HaxxmnTe, 4TOGBI OOHOBNATEL CTPaHULY aBTOMaTU4EeCKM pas3 B
3 cek;

Refresh — HaxxmuTe, YTOGbLI OGHOBUTL CTPAHULLY;

9.30.2 Ports — State (MopTbl — CocTOosAAHME)

Port Statistics Overview Auto-refresh [
— [ Packets [ Bytes [ Errors I Drops [ Filtered
| Received | Transmitted | Received [ Transmitted | Received | Transmitted | Received | Transmitted | Received

1 0 0 0 0 0 0 0 0 0

2 0] 0 0 1] 1] 0 0 0 1]

3 a 0 0 a a 0 0 a a

4 0 0 0 0 0 0 0 0 0

5 6392 13507 1431293 1776428 0 0 0 0 2826

6 0] 0 0 1] 1] 0 0 0 1]

i a 0 0 a a 4] 0 a a

8 0 0 0 0 0 0 0 0 0

9 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0

Ha paHHom cTtpaHnue WEB wuHTepdenca npeacrtaeneHa Ttabnvua co
CTaTUCTUKOW Ha BECb TpaduK NPUHATLIN/NepeaaHHbI Yepes nopThbl.

Port (MopT)
Jlornyecknin Homep nopta

Packets (MNakeTbl)
CyeTurK NoNy4YeHHbIX U OTNPaBMEHHbLIX MAKETOB Ha KaXK4OM nopTe

Bytes (banTbl)
CyeTUMK NoNyYeHHbIX 1 OTMPaBIEHHbIX BANTOB Ha KaXdoM noprte

Errors (Owmnbku)
CyeTurK NoNy4YeHHbIX U OTNPaBMEHHbIX OLIMBOK Ha KaxaoM nopTe
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Drops (OTGpoLLeHHble NakeTbl)
CyeTynk NakeToB, OTOPOLLEHHBLIX HA KaXO0M nopTe

Filtered (OTchmneTpoBaHHbIE NaKeThI)
CyeTunk nakeToB, OTMWMILTPOBAHHBbIX HA KaXOoM MOpTe B Mpouecce
nepechbISkun

KHonku:

Auto-refresh — HaxxmuTe, 4TOBbI OGHOBNATL CTPAHULYY aBTOMaTUYECKM pa3s B
3 cek;

Refresh — HaxxmuTe, 4YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxMuTe, 4TOObl OYMCTUTL BCE CHETUMKMN AN MOPTOB.

9.30.3 Ports — QoS Statistics (MopTbl — CTaTucTHKa Q0S)

Queuing Counters Auto-refresh []
Port Qo Q1 Q2 Q3 Q4 Qs Q6 Q7
Rx [Tx [Rx [Tx [Rx [ Tx [Rx [ Tx [Rx [ Tx [Rx [Tx [Rx [ Tx [Rx] Tx

1 0 1] 1] 0 0 0 0 0 1] 0 0 0 0 0 1] 0
2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 0 1] 1] 0 0 0 0 0 1] 0 0 0 0 0 1] 0
4 0 1] 1] 0 0 i] 0 0 1] 0 0 i] i] 0 1] 0
5 6424 0 o 0 0 0 0 0 o 0 0 0 o 0 0 13553
6 0 1] 1] 0 0 0 0 0 1] 0 0 0 0 0 1] 0
i 0 1] 1] 0 0 0 0 0 1] 0 0 0 0 0 1] 0
8 0 0 0o 0 0 0 0 0 0o 0 0 0 0 0 0 0
9 0 1] 1] 0 0 0 0 0 1] 0 0 0 0 0 1] 0
10 0 1] 1] 0 0 0 0 0 1] 0 0 0 0 0 1] 0

Port (Mop)
Jlornyecknin Homep nopTa

on (Homep ouepeau)
8 ovepepnert Ha Kaxapbii nopT. Q0 MMeeT caMblil HU3KUIA NPUOPUTET.

Rx/Tx
KonuuecTtBo NpuHATLIX/NepeaaHHbIX NakeToB A4S Kaxaon ovyepeam
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KHonku:

Auto-refresh — HaxxmnTe, 4TOGBI OOHOBNATEL CTPaHULY aBTOMaTU4EeCKM pas3 B
3 cek;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxxmuTe, 4TOBbI OUMCTUTL BCE CHETHUMKN OIS NOopTOB.

9.30.4 Ports — QCL Status (Moptbl — CocTtosiHne QCL)

QoS Control List Status Auto-refresh [ | Resolve Conflict || Refresh

Frame Action
Type | CoS | DPL | DSCP

User | QCE | Port

No entries

Conflict

Ha paHHoW cTpaHuue oTobGpaxaetcs ctatyc QCL gna pasnumyHbix QCL
nonb3oBaTenemn.

User (IMonb3oBaTens)
Mone oTobparkaeT nonb3oBartens QCL

QCE

Mone otobpaxaet aoeHtTudumkatop QCE

Port (MopT)
Mone oTobpakaeT cNUCOK NOPTOB, HACTPOEHHbIX ¢ QCE

Frame Type (Tun dperma)
Mone oTobGpaxaeT Tnn penma. BoaMoXxXHblE 3HAYEHNS:

v" Any — cOOTBETCTBYET Nnto6oMy Tuny HpeiMos;
Ethernet — cooTBeTcTBYET EtherType cdpemawm;
LLC - cooTtBeTcTBYeET LLC (hpenmawm;

SNAP - cooTtBeTcTBYeT SNAP hperimam;

IPv4 — cooTBeTCTBYET IPV4 chpenmawm;

NN

IPv6 — cooTBeTCTBYET IPV6 chpenmam.
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Action (Oericteue)
v' CoS - knaccudukaumsa ¢ nomousto CoS;
v" DPL - knaccudukaums ¢ nomouypbto DPL;
v" DSCP - knaccudwukaums ¢ nomoulsto DSCP.

Conflict (KoHdrmkT)
lMone oTobpaaeT cTaTyc koHdnmkTa 3anncen QCL.

KoHpnukT moxeT 6bITb paspeLleH nyTeM ocBOBOXAEHNSI pecypcoB
H / W, Heobxoanmbix ana pobasneHusa 3anucu QCL npu Haxatum KHOMKM
«Pa3pewmntb koHpNUKT» (Resolve Conflict)

KHonku:

Auto-refresh — HaxmuTe, 4TOBbI OBHOBNATL CTPAHULY aBTOMAaTUYECKM pas B
3 cek;

Refresh — HaxxmuTe, YTOGbLI OGHOBUTL CTpaHULLY;

9.30.5 Ports — Detailed Statistics (MopTbl — [leTanbHas cTaTUCTUKA)

Detailed Port Statistics for Switch 1 Port 23[pont 23[v | Auto-refresh [ [ Refresh | | Clear

Receive Total [ Transmit Total
Rx Packets 96661 Tx Packets 2233
Rx Octets 30693055 Tx Octets 355217
Rx Unicast 21445 Tx Unicast 2068
Rx Multicast 42544 Tx Multicast 159
Rx Broadcast 32672 Tx Broadcast 6
Rx Pause 0 Tx Pause 0
Receive Size Counters | Transmit Size Counters
Rx 64 Bytes 33185 Tx 64 Bytes 403
Rx 65-127 Bytes 16942 Tx 65-127 Bytes 824
Rx 128-255 Bytes 6966 Tx 128-255 Bytes 322
Rx 256-511 Bytes 29784 Tx 256-511 Bytes 667
Rx 512-1023 Bytes 2899 Tx 512-1023 Bytes 5
Rx 1024-1526 Bytes 6885 Tx 1024-1526 Bytes 12
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Receive Queue Counters [ Transmit Queue Counters
Rx Q0 38922 Tx Q0 0
Rx Q1 0 TxQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 TxQ3 0
Rx Q4 0 TxQ4 0
Rx Q5 0 TxQ5 0
Rx Q6 0 Tx Qb 0
Rx Q7 0 TxQ7 2233
Receive Error Counters [ Transmit Error Counters

Rx Drops 57739 Tx Drops

Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 0

Rx Oversize 0

Rx Fragments 1]

Rx Jabber 0

Rx Filtered 57739
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Ha paHHom ctpaHuue WEB wuHTepdenca npeacrtaBneHbl AeTanbHble
cBefieHus Ans BelGpaHHOro nopTa KOMMyTaTopa.

Cyemvyuk lNony4yeHo/omnpaesieHo

RX and Tx Packets
O6uee KONMYECTBO MOMYYEHHbIX U OTNPABIEHHbIX NaKeToB

Rx and Tx Octets
Obwee KONMYECTBO NOMYYEHHbIX U OTNPABIIEHHbLIX 6GanToB

Rx and Tx Unicast
O6Lee KONNMYeCTBO NOMYyYeHHbIX M OTNPaBeHHbIX NakeToB Unicast

Rx and Tx Multicast
O6uee KONMYECTBO MOMYYeHHbIX U OTNPaBIeHHbIX NakeToB Multicast

Rx and Tx Broadcast
O6Lee KONUMYECTBO NOMyYEHHbIX U OTNPaBMEHHbIX NakeToB Broadcast

Rx and Tx Pause
Konuuecto naketoB MAC Control, ykasbiBatoLmx Ha onepaumio «laysa»

Cyemyuk owubok npu nosiy4eHuu

Rx Drops
KonnyectBo chpeimoB oTOPOLLEHHBIX U3 3a Neperpy3kn Bbixoada

Rx CRC/Alignment
Konuuecteo dperimo ¢ CRC nnu owimbkamm BeipaBHUBaAHUSA

Rx Undersize
KonuuectBo  KOpOTKMX  perMOB  MNOMYYEHHbIX C  OeNCTBUTENbHOWN
KOHTporbHoM cymmon CRC

Rx Oversize
KonuuectBo  AONUHHbIX  PENMOB  MOMYYEHHbIX C  OEeNCTBUTENbHON
KOHTporibHon cymmon CRC
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Rx Fragments
KonuuectBo KOpPOTKMX (pperMOB MNOMYYEHHbIX C HeOeNCTBUTENbHON

KOHTposibHon cymmon CRC

Rx Jabber
KonnyectBO OfMHHBIX  PPEMMOB MNOSIYYEHHbIX C HEOEeWCTBUTENbHOWN
KOHTpOsibHon cymmon CRC

Rx Filtered
KonuuectBo chpenmoB OTHUNLTPOBAHHBLIX MPU NEPECHINKe

Cyemyuk owub0K npu nepecbisike

Rx Drops
KonuuectBo dperimoB OTOPOLLEHHLIX U3 3a Neperpysku bydepa

Tx Late/Exc. Coll
KonuuyectBo chpenoB OTOPOLLEHHBIX U3 3@ KONMNU3UI

KHonku:

Auto-refresh — HaxmuTe, 4TOOBI OOHOBNATL CTPaHULY aBTOMATUYECKM pa3 B
3 cex;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxxMuTe, 4TOObl OYUCTUTL BCE CHETYMKMN AN MOPTOB.
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9.31 Monitor — DHCP (MoHuTopuHr — DHCP)

9.31.1 DHCP - Server — Statistics (DHCP — CepBep — CTaTucTHKa)

DHCP Server Statistics Auto-refresh [] | Refresh | | Clear

Database Counters

Pool | Excluded IP Address | Declined IP Address
0 0 0

Binding Counters

Automatic Binding | Manual Binding | Expired Binding |
0 0 0

DHCP Message Received Counters

DISCOVER | REQUEST | DECLINE | RELEASE | INFORM
0 0 0 0 0

DHCP Message Sent Counters

OFFER | ACK | NAK
] ] ]

Ha paHHow cTpaHuue WEB nHTepderica HaxoamTcs cyeTyYmkn 6asbl AaHHbIX
n konmyectea coobeHnn DHCP coobLeHnii oTnpaBreHHbIX U NOMYyYeHHbIX
DHCP cepsepom.

Cyemyuku 6a3bl OaHHbIX

Pool
KonuyecTBo nynos agpecos

Excluded IP_ Address
KonnyecTBO UCKNIOYEHHbIX Anana3oHoB |IP-agpecos.

Declined IP Address
KonnyectBo OTKNOHEHHbIX IP-agpecos.
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C4yemd4uKu npuesizok

Automatic Binding
KonuuecTtBo npmBsI30K C NyriaMmy CETEBOrO TuMna.

Manual Binding
KonuuecTtBo NpmBA30K, KOTOpPbIE agMUHUCTPATOP HasHavaeT KnueHTy no IP-
agpecy. To ecTb nyn umeeT TuM XocTa.

Expired Binding
KOJ‘II/I‘-IeCTBO NPUBA30K, ANA KOTOPbIX UCTEK CPOK UX apeHabl.

Cyemyuku nony4yeHHbix DHCP coobwerul

DISCOVER
KonuuyectBo nonyyeHHbix coobuweHun DHCP DISCOVER

REQUEST
KonnyectBo nonyyeHHbix coobweHn DHCP REQUEST

DECLINE
KonuuectBo nonydeHHbix coobeHun DHCP DECLINE

RELEASE
KonnyectBo nonyyeHHbix coobwennii DHCP RELEASE

INFORM
KonuuectBo nonyyeHHbix coobieHmun DHCP INFORM

Cyemyuku omnpaeneHHbix DHCP coobuweHuli

OFFER
KonuuyectBo oTnpasneHHblx coobueHnin DHCP OFFER

ACK
KonuyectBo oTnpasneHHblx coobweHnn DHCP ACK
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NAK
KonuuectBo oTnpasneHHbIx coobeHnn DHCP NAK

KHonku:

Auto-refresh — HaxxmnTe, 4TOGBI OOHOBNATEL CTPaHULY aBTOMaTUYECKM pas3 B
3 cek;

Refresh — HaxxmMuTe, YTOOLI OGHOBUTL CTPaHULLY;

Clear — HaxmnTe, 4TOBbI OUMCTUTL BCE CHETHUMKKN OIS NOopTOB.

9.31.2 DHCP - Server — Binding (DHCP — CepBep — NpuBa3ska)

DHCP Server Binding IP autorefresh [] | Refresh | | Clear Selected | | Clear Automatic | | Clear Manual | | Clear Expired
Binding IP Address

[ Delete T IP [ Type [ State [ Pool Name [ ServerID |

Ha paHHom cTpaHuue WEB wuHTepdpelica oTobpaxaloTcss MpuBA3KM,
reHepupyemble DHCP knueHTamu.

lpuesizka |P adpeca

IP (IP appec)
IP-agpec, BblaeneHHbin ona DHCP-knueHTa.

Type (Tunm)

Twvn npuBA3kn. Bo3aMOXHbIE TUMbI:
v' Automatic (aBToMaTU4ECKUIA);
v' Manual (Bpy4Hy0);
v' Expired (uctekwui).

State (CocTosiHne)

CocTosiHme npuBaA3kn. Bo3MOXHbIE COCTOSIHUS:
v" Commited — BbINOMHEHHBbIN;
v" Allocated — BblaeneHHbIN;
v' Expired — uctekwmi.
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Pool Name (Mmsa nyna)
Myn, KOTOPbLIV reHeEpPUPYET NPUBSA3KY

Server ID (MgeHTncmkatop cepaepa)
P-agpec cepBepa Ans obcnyxmBaHus NpUBSI3KN.

KHonku:

Auto-refresh — HaxxmuTe, YTOBbI OGHOBNATL CTPAHULYY aBTOMaTUYECKM pa3 B
3 cek;

Refresh — HaxxmuTe, YTOGbLI OGHOBUTL CTPAHULLY;

9.31.3 DHCP - Server — Declined IP (DHCP — CepBep — OTKINOHEHHble
IP)

DHCP Server Declined IP auto-refresh [ | Refresh

Declined IP Address
| Declined IP |

Ha paHHon cTpaHuue WEB nHTepdenca HaxoamnTcsa CIMCOK OTKITOHEHHbIX |P
agpecoB

Declined IP
Cnuncok IP OTKNOHEHHbIX aapecoB

KHonku:

Auto-refresh — HaxxmuTe, 4TOBbI OGHOBNATL CTPaHULY aBTOMaTUYECKM pas B
3 cex;

Refresh — HaxmuTe, YTOGbLI OGHOBUTL CTPAHULLY;
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9.31.4 DHCP - Snooping Table

Dynamic DHCP Snooping Table Auto-refresh [] | Refresh

Ea

Start from MAC address 00-00-00-00-00-00 . VLAN 1 with |20 entries per page.

Ha paHHon cTtpaHunue WEB wHTepdenca oTtobpaxaetrca uHdopmaumsa o
HasHayeHHoOM anHamunyeckoM IP-agpece nocne oTkntoveHus pexmuma DHCP

Snooping.

Bce knueHtel DHCP, nonyuvBwmne puHamudeckun IP-agpec oT
cepepa DHCP, 6yayT nepeuncrieHbl B 3Ton Tabnuue, 3a ucknoveHnem IP-

agpecos nokanbHoro nHtepdenca VLAN.
Cmon6uybl mabnuuybi DHCP Snooping

MAC Address (MAC agpec)
MAC agpec nonb3oBaTtens Ans 3Ton 3annucu

VLAN ID (WaeHTndbmkaTtop VLAN)
NaeHTndukatop VLAN B koTopow paspelueH Tpaduk DHCP.

Source Port (MopT MCTOYHUK)

Homep nopTa KOMMyTaTopa, OJid KOTOporo OT06pa)KaIOTCF| 3anucu.

IP_Address (IP agpec)
IP agpec nonb3oBatensa Ang 3Ton 3anucu

IP_ Subnet Mask (Macka noaceTtn)
Macka noaceTy nonb3oBaTens Ans 3Ton 3anncu

DHCP Server Address (Aapec DHCP cepepa)
Appec DHCP cepsepa onst aToin 3anucu

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHWLY aBTOMAaTUYeCKn pas

B 3 CeK.;
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Refresh — HaxxmuTe, YTOOLI OBGHOBUTL CTPaHULLY;
Clear — HaXXmMuTe, 4TOObI OYNCTUTL BCE AMHAMUYECKNE 3aMNUCK;
|<< — obHOBMNEHMEe TabnuLbl, HA4YMHAA C NepBon 3anucu B Tabnuue;

>>| — oOHoBneHne Tabnuubl, HayMHas C 3anucu nocne nocnegHen
oTobpaxkaemon 3anmcu

9.31.5 DHCP - Relay Statistics (DHCP — Ctatuctuka petpaHcnsuum
DHCP)

DHCP Relay Statistics Auto-refresh [] | Refresh | | Clear

Server Statistics

Transmit | Transmit

Receive Receive Missing | Receive Missing | Receive Missing | Receive Bad | Receive Bad
to Server Error from Server | Agent Option R 1D

Circuit ID Circuit ID R ID
0 0 i i 0 0

Client Statistics

Transmit | Transmit Receive Receive Replace Keep Drop
to Client Error from Client | Agent Option | Agent Option | Agent Option | Agent Option
0 0 0 0 0 0 0

Ha paHHon cTtpaHunue WEB wuHTepdenca Haxoautcs Tabnuvua CTaTUCTUKK
petpaHcnaumn DHCP.

Cmamucmuka cepeepa

Transmit to Server
KonnyecTBO nakeToB, KOTOpble NepefarnTca OT KNMeHTa K cepBepy.

Transmit Error
KonunyecTtBo NnakeToB, KOTOpre I'IpI/IBeJ'II/I K 0LIJI/I6KaM I'IpI/I OTI'IpaBKe KITMeHTaM

Receive from Server
KonunuecTBo nakeToB, NOSYyYEHHbLIX C cepBepa.

Receive Missing Agent Option
KonnyectBo nakeToB, nonyyeHHbIx 6€3 nHdopmaumm ob areHTax.
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Receive Missing Circuit ID
KonnyecTtBo nakeTos, nonyyeHHbIX ¢ onumen Missing Circuit ID.

Receive Missing Remote ID
KonuuyecTtBo nakeToB, Nofy4eHHbIX ¢ onuuen Missing Remote ID.

Receive Bad Circuit ID
KonuuectBo naketos, ybsa onuusa «Circuit ID» He cOOTBETCTBYET N3BECTHOMY
Circuit ID.

Receive Bad Remote ID
KonnyectBo naketoB, 4bsa onumsa «Missing Remote ID» He cooTtBeTcTBYeT
na3sectHomy Missing Remote ID.

Cmamucmuka KnueHma

Transmit to Client
KonuuyecTtBo peTpaHcnmpyeMbix NakeToB C CepBEpPa Ha KIUEHT.

Transmit Error
KonuuecTtBo nakeToB, KOTOPbIE NPUBENN K OLUMOKE Npu OTMPaBKE Ha cepBep

Receive from Client
KonnyecTBo Nony4YeHHbIX NAakeTOB KIMEHTOM OT cepBepa.

Receive Agent Option
KonnmuecTBO MOMyYeHHbIX NakeToB C oOnuMein WuHdopmaumMu areHTa
peTpaHcnaumn.

Replace Agent Option
KonnyectBo naketoB, KOoTopble OblNM 3aMeHeHbl onuuen wnHdopMaumm
areHTa peTpaHcnsumm.

Keep Agent Option
KonnyecTtBo naketoB, 4bs MHopMauusa ob areHTe peTpaHcnauun Obina
COXpaHeHa.
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Drop Agent Option
KonnyecTtBo OTOPOLLEHHBLIX NMAKeTOB, MOMYYEHHbIX C MHOPMaLMen areHta
peTpaHcnsaunn.

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOLI OOHOBUTL CTpPaHWULY aBTOMaTU4eCcK/ pas
B 3 cek.;

Refresh — HaxxmMuTe, UTOOLI OBGHOBUTL CTPaHULLY;

Clear — HaxxmunTe, 4ToObl OUNCTUTL BCHO CTaTUCTUKY,

9.31.6 DHCP — Detailed Statistics (DHCP — fletanbHas CtaTucTUKa)

Rx Discarded Checksum Error
Rx Discarded from Untrusted

DHCP Detailed Statistics Port1 |[Combined w||Port 1 [&| Auto-refresh [ | Refresh | | Clear
Receive Packets | Transmit Packets

Rx Discover 0 Tx Discover 0
Rx Offer 0 Tx Offer 0
Rx Request 0 Tx Request 0
Rx Decline 0 Tx Decline 0
Rx ACK 0 TxACK 0
Rx NAK 0 Tx NAK 0
Rx Release 0 Tx Release 0
Rx Inform 0 Tx Inform 0
Rx Lease Query 0 Tx Lease Query 0
Rx Lease Unassigned 0 Tx Lease Unassigned 0
Rx Lease Unknown 0 Tx Lease Unknown 0
Rx Lease Active 0 Tx Lease Active 0

0

0

Ha paHHow cTpaHumue WEB uHTepdenca Haxogutcs Tabnuua getanbHou
ctatuctukn DHCP Snooping

ﬂonyquHble U omripaeJieHHbIe nakemabl

Rx and Tx Discover
KonnyecTtBo nonyyeHHbIX 1 nepeaaHHbix nakeToB Discover

Rx and Tx Offer
KonuuecTtBo nonyyeHHbIX 1 nepegaHHbix naketos Offer
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Rx and Tx Request
KonnyecTtBo nonyyeHHbIX U NepedaHHblx naketoB Request

Rx and Tx Decline
KonuuyecTBo nonyyeHHbIX 1 nepegaHHbix naketoB Decline

Rx and Tx ACK
KonunyecTtBo nonyyeHHbIX 1 nepeaaHHbix naketos ACK

Rx and Tx NAK
KonnyecTBo nonyyeHHbIX 1 nepeaaHHbix naketoB NAK

Rx and Tx Release
KonnyecTBo nony4yeHHbIX U NepeaaHHblx naketoB Release

Rx and Tx Inform
KonuuectBo nonyyeHHbIX 1 nepedaHHbIX naketoB Inform

Rx and Tx Lease Query
KonuuecTtBo nony4veHHbIX M NepedaHHbIX MakeToB lease query (3anpoc
apeHabl)

Rx and Tx Lease Unassigned
KonuuectBo nony4yeHHbIX W NepefaHHbIX naketoB Lease Unassigned
(apeHaa He Ha3HayeHa)

Rx and Tx Lease Unknown
KonnyecTtBo nonyyeHHbIX U nepedaHHbIX naketoB Lease Unknown (apeHga
Hen3BecTHa)

Rx and Tx Lease Active
KonnyecTBo nony4veHHbIX M nepedaHHbix nakeTtoB Lease Active (apeHaa
aKTuBHa)

Rx Discarded checksum error
KonnuyecTBo NonyyYeHHbIX OLWMOOK 06 OTKMOHEHHbLIX NakeTax M3 3a OLMGKM
KOHTPOIbHONM CyMMbl
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Rx Discarded from Untrusted
KonnyecTBo OTKIOHEHHbIX MAKETOB, NOCTYNAOLWMX C HEHAAEXHOIO MopTa.

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOLI OOHOBUTL CTpPaHWULY aBTOMaTUYeCcK/ pas
B 3 cek.;

Refresh — HaxxmMuTe, YTOOLI OGHOBUTL CTPaHULLY;

Clear — HaxxmnTe, YTOOblI OYNCTUTL BCHO CTaTUCTUKyY OnA Bbl6paHHOI’0 nopTa;

9.32 Monitor — Security (MoHUTOpUHTr — Be3onacHoOCTb)

9.32.1 Security — Access Management Statistics (besonacHocTb —
CraTtucTuka ynpaBrieHUsi 4OCTYNOM)

AcCCess Management Stausucs Auto-refresh ||  Refresh | | Clear
Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 0 0 0
HTTPS 0 0 0
SNMP 0 0 0
TELNET 0 0 0

Ha panHon ctpaHuue WEB wHTepdenica npeacraBrneHa craTucTvka
yrpasreHns JOCTYNOM.

Interface (MHTepdeiic)
Tun uHTepdpenca, Yepes KOTOPbIN yAaneHHbI XOCT MOXeT NoMy4uTb JOCTYnN
K KOMMYyTaTopy.

Received Packets (lMonyyeHHble nakeTbl)
KonunyecTBo MonyyeHHbIX NakeToB OT MHTepdelica, Koraa BKIMOYEH PEXUM
yrnpasneHus SOCTYNoM.

Allowed Packets (PaspellueHHble nakeThbl)
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KonnuectBo pa3pelleHHbIX MakeToB OT MHTepd)eﬁca, Korga BKITHOYEH peXuUM
ynpasneHna OCTynom

Discarded Packets (OTknoHeHHble nakeTbl)
KonnuecTBO OTKMOHEHHBLIX MakeToB OT MHTepdeiica, Koraa BKIHOYEH PEXMM
ynpaBneHust 4OCTYNOM

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHULY aBTOMaTUYECKM pas3
B 3 CeK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxxMuTe, 4TODObl OYUCTUTL BCIO CTATUCTUKY.

9.32.2 Security — Network — Port Security (besonacHoctb — CeTb —
Be3sonacHocTb NOpPTOB)

Port Security Switch Status Auto-refresh [
User Module Legend

User Module Name | Abbr
Limit Control L
802 1X 8
Woice VLAN vV

Port Status

MAC Count

Port | Users | State " "m r ot | Limit

--- Disabled - -
--- Disabled - -
--- Disabled - -
--- Disabled - -
- Disabled - -
Disabled - -
--- Disabled - -
--- Disabled - -
--- Disabled - -
--- Disabled - -

|

|D 1€ 100 |~ |G | [ Jee Iha |—
1
|
|

Ha paHHoM cTpaHmue WEB wvHTepdhbenica Haxogutca cTaTUCTUKA
BesonacHocTn nopToB. BesonacHocTe moptoB (Port Security) ato moaynb
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6e3 npsiMori HacTponku. KoHdurypaums npomcxoouT KOCBEHHO OT ApPYrux
Nnonb30BaTenbCKUX MOAYMEN.

Cmamyc nopma

Port (Mopr)
Homep nopTa, K KOTOPOMY OTHOCUTCS cTaTyc. Haxmute Ha HOMep nopTa,
LIT06I:.~I yBVILI,eTb CTaTyC ang 3Toro KOHerTHOFO I'IOpTa.

Users (Monb3oBatenu)

Y Kkaxporo w3 nonb3oBaTenbCkUX MoAyrnen ecTb crtonbel, KoTopbin
nokasblBaeT, BKMAYWMA NWU 3TOT MOAYfMb 3aluTy MOPTOB WU HET. «-»
03Ha4yaeT, YTO COOTBETCTBYIOLLUMI MONb30BATENbCKUA MOAYb HE BKIHOYEH.

State (CocTosiHne)
Mone oTobpaxaeT Tekyllee cOCTOAHME NopTa.

v" Disabled — B HacTosilllee BpemMsi HM OAMH MNONb30BaTENbCKUN
MOAYINb He ucnonb3yeT crnyxby 6e3onacHoCTn nopTa

v" Ready — Port Security ucrnonb3yeTcsi Mo KpawHen Mmepe OOHWUM
nonb3oBaTenbCKMM MOAYMNEM U OXuaaeT NocTynneHus ppenmos ¢
HeusBecTHbIXx MAC-agpecoB

v' Limit Reached — Port Security Bknio4YeHa, No KpalHeh Mepe,
nonb3oBaTtenbcknuMm mogyrnem Limit Control, n 3TtoT moaynb ykasan,
YTO npegen p[ocTurHyt u Gonbwe MAC-agpecoB He [OIDKHO
NpYHUMaTbCS.

v Shutdown - Port Security BknoYeHa Mo KpallHel Mepe,
none3oBatensckuMm mogynem Limit Control, n aToT moaynb ykasan,
yTo npegen npesbiweH. Jliobole MAC-agpeca He MoryT O6bITb
u3yyeHbl Ans nopta, noka OH He O6ydeT MNOBTOPHO OTKPbIT
aAMWHUCTPATOPOM CUCTEMbI Ha BeBG-cTpaHuue «Limit Control».

MAC Count (Konnyectso MAC agpecoB)

B aByx crtonbuax ykaszaHO KONMMYECTBO WM3YYeHHbIX B HACTOSLLMA MOMEHT
MAC-agpecoB (kak nepeafpecoBaHHbIX, Tak U 3a6rOKMPOBaHHBIX)
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KHonku:

Auto - Refresh — HaxxmuTe, YTOOLI OOHOBUTL CTpPaHWULY aBTOMaTUYeCcK/ pas
B 3 Ccek.;

Refresh — HaxxmuTe, 4YTOOBI OBGHOBUTL CTPaHWULLY;

Port Security Port Status for Switch 1 Port 1 [port 1 o] Auto-refresh [ | Refresh

MAC Address | VLAN ID | State | Time of Addition [ Age/Hold
No MAC addresses attached

Ha paHHon ctpaHuue WEB uHTepdenca nokasaHel MAC-agpeca,
3awmuieHHble mogynem Port Security. Port Security - 310 mogynb 6es
npsMon HacTpouku. KoHdurypauus npomcxoamT KOCBEHHO OT ApYrux
nonb3oBaTenbCKUX Modyren.

MAC Address & VLAN ID (MAC agpec n naeHtundpukatop VLAN)
MAC-agpec n ngentndukatop VLAN, koTopble BuAHbI Ha 3TOM NopTy. Ecnn
MAC-agpeca He onpegeneHbl, oTobpaxaeTca ogHa CTpoka ¢ Hagnuceto «No
MAC addresses attached».

State (CocTosiHne)

Mone ykasbiBaeT, 3abnokupoBaH nu cootBeTcTBylOWMA MAC-agpec unm
BbINOMHAETCS nepeagpecauusd. B 3abnokupoBaHHOM cocTosiHUM He Oyaet
paspeLleHo nepeaaBaTtb Unn nony4vaTtb TpaduK.

Time of Addition (Bpemsi o6HapyxeHuss MAC)
MokasbiBaeT pgaty u Bpemsa, korga 3toT MAC-agpec BnepBble 06bin
OBHapyXeH Ha nopTy.

Age/Hold
Ecnun xoTs1 Obl 0AMH Nonb3oBaTeNbCKN Mogyrb pelnn 3abnoknpoBaTb 3TOT

MAC-agpec, oH 6yaeT ocTtaBaTbCs B 3ab0MOKMPOBAHHOM COCTOSIHAM [0 TEX
nop, noka He ncteyeT BpeMs yaepxaHusa Hold (n3amepeHHoe B cekyHaax).
Ecnn Bce nonb3oBaTenbckue MOAYNW pewwnnn  paspelunTb
nepecbinky atoro MAC-agpeca, a yctapeBaHve Age BKIMHYEHO, MOOYIb
3awwmThl NopTa OyaeT nepuoamMyeckn NnpoBepsaTh, NnepeckinaeT nm atot MAC-
agpec Tpadumk. Ecniv nepuog Bo3pacTta (M3MEepEeHHbIV B CEKYHAAX) UcTekaeT
1 Kagpbl He bbinn 3ameveHbl, MAC-agpec Oyaet yaaneH us tabnuusl MAC.
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KHonku:

Auto - Refresh — HaxxmuTe, YTOOLI OOHOBUTHL CTPaHULY aBTOMaTMYECKN pa3
B 3 Ccek.;

Refresh — HaxxmuTe, 4YTOOBI OBGHOBUTL CTPaHWULLY;

Network Access Server Switch Status for Switch 1

Auto-refresh [1 | Refresh

Port | Admin State

Port State

| Last Source [ LastID | QoS Class | Port VLAN ID

D|(D|00|“-I|O'J|U1|4>-|C~>|I\J|—t = 120 102 1= 1S3 1 | e [ |—

S NN

=

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

Ha paHHon ctpaHuue WEB uHTepdelica koMMyTaTopa HaxoauMTCs CBOAHas
Tabnuua Tekywmx coctosHui nopta NAS.

Port (MopT)
Homep noprta kommyTaTopa. Haxmute, 4TOObl NEpernTM K NOAPOOHOMN

cratuctuke NAS gns saToro nopta

Admin State (CoctosiHue Admin)
Tekywee Admin coctosiHne nopta. lNepengute Kk NAS Admin State gnsa
ONMCaHMs BO3MOXHbIX 3HaYEHUN.
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Port State (CoctosiHue nopTta)
Tekywee coctosHue nopta. MNepengnte k NAS Admin State gns onucaHus
BO3MOXHbIX 3Ha4YEHWIA.

Last Source (MocnegHun npuHaTbIN ncxogHbin MAC)

McxogHbin MAC-agpec nepepaeTcsa B nocrnegHeM MNpuUHATOM  dperive
EAPOL pgnsa ayteHTMdukaumm Ha ocHoBe EAPOL n B nocneaHem NpuUHATOM
Kagpe OT HOBOrO KnueHTa Ansa ayTeHTudukaumm Ha ocHose MAC.

Last ID (Mms nonb3oBaTens B NocrnegHeM NpuHATOM dopenme)

Mva nonb3oBatens  (MoeHTUdMKaTop  3anpallvBatolierr  CTOPOHbI)
copgepxutcs B nocrnegHem npuHatom dperime EAPOL ngeHtudpmkatopa
oTBeTa Anst ayteHTudukaumum Ha ocHoee EAPOL n MAC-agpece NCTovHuKa
M3 camoro nocrnegHero MPUHATOrO kagpa OT HOBOrO KnueHTa Ans
ayTeHTUdukaumm Ha ocHose MAC.

QoS Class (Knacc QoS)

Knacc QoS, HasHaueHHbIV nopTy cepepomM RADIUS, ecnin oH BkMoYeH
Port VLAN ID (MoeHtudmkatop VLAN ans nopta)
Naoentndukatop VLAN, B koTopbii NAS nomectun nopt. None nyctoe, ecnu
naeHtudumkatop VLAN nopta He nepeonpegeneH NAS.

Ecnn npeHtudpukatop VLAN HasHadvaeTca cepsepom RADIUS, k
naeHtucdmkatopy VLAN gobasnsetcsa «(RADIUS-assigned)»

KHnonku:

Auto - Refresh — HaxmuTe, 4TOObI OGHOBUTL CTPaHMLY aBTOMaTUYeCKU pas
B 3 CeK.;

Refresh — HaxxmuTe, YTOGLI OGHOBUTL CTPaHULY;
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NAS Statistics for Switch 1 Port 1 [Port 1 [+| Auto-refresh [ | Refresh
Port State

Admin State Force Authorized
Port State Globally Disabled

Ha paHHonm cTtpaHunue WEB wuwHTepdpelica cogepxutca noapobHas
ctratuctuka NAS ana KOHKPETHOro nopta KoMMyTatopa, Ha KOTOpPOM
BblnonHseTcs ayteHTudukaumns IEEE 802.1X Ha ocHose EAPOL.

CocmosiHue nopma

Admin State (Admin coctosiHue)
Tekywee Admin coctosiHne nopta. lNepengute Kk NAS Admin State gns
ONMUCaHNS BO3MOXHbIX 3HAYEHUNA.

Port State (CoctosiHue nopTta)
Tekywee coctosaHne nopta. MNepengnte k NAS Admin State gns onucanus
BO3MOXHbIX 3HaYEHWM.

QoS Class (Knacc QoS)

Knacc QoS, HasHaueHHbIV nopTy cepepom RADIUS, ecnin oH BKMoYeH

Port VLAN ID (MaeHTucbunkaTop VLAN)
WpeHTtudukatop VLAN, B koTopbln NAS nomecTtun nopt. [None nyctoe, ecnu
naeHtndmkatop VLAN nopta He nepeonpegeneH NAS.

Ecnn npeHtudpukatop VLAN HasHadvaeTca cepBepom RADIUS, k
nageHtudukatopy VLAN gobaensetca «(RADIUS-assigned)»

Cuyemyuku EAPOL
CuYeTumnKM NaKkeToB AOCTYNHbI AN CreAyloLWwmnx COCTOSIHUIA nopTa:

Force Authorized
Force Unauthorized
Port-based 802.1X
Single 802.1X

Multi 802.1X

AN NER NI NN
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Cyemyuku dns RADIUS cepeepa
CueTumkun naketoB RADIUS gocTynHbl AN CrieayoLwwmx COCTOSHUIA nopTa:

v" Port-based 802.1X
v" Single 802.1X
v Multi 802.1X

9.32.3 Security - Network - ACL Status (besonacHocTb — CeTb —
CoctosiHue ACL)

ACL Status [combined  ~]Auto-refresh [

User | ACE | Frame Type | Action | Rate Limiter | Mirror | CPU [ Counter | Conflict
Mo entries

Ha pgaHHon cTtpaHnue WEB wHTepdeinica Haxogutcs Ttabnmua cocTosiHMS
ACL ansa pasnunyHbix nonb3oBatenien. MakcumanbHoe konmyectso ACL —
512.

User (Monb3oBaTtenb)
Mone oTobparkaeT nonb3oBatens ACE

ACE
OTtobpaxaeT ugeHTudpmkatop 3anmcu ACE

Frame Type (Tun dperima)

OtobpaxaeT T1n cdhpenmos ans ACE. BoamMoXHble 3Ha4YeHus:
v Any

EType

ARP

IPv4

IPv4/ICMP

IPv4/UDP

IPv4/TCP

IPv4/Other

IPv6

AN N N N N N N
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Action (Oericteue)
lMone oTobpakaeT cocTosHNe nepecbinkn ana ACE
v' Permit — doperimbl, cooTBeTcTBYIOWME ACE, MOryT ObITh NepeaaHsl 1

n3ydensl (learning)

v' Deny — — dppelimbl, cootBeTcTBYOWME ACE GyayT oTOpoLUEHbI.

Rate Limiter (OrpaHn4nTenb CKOpOCTH)
HoctynHble 3Hayenmsa 1 — 16. Ecnu B none ykasaHo disabled -
OrpaHVNYnTENb CKOPOCTU OTKITHOYEH.

CcPU
Mepecnatb nakeT, KOTOPbIA COOTBETCTBYET KOHKpeTHoMy ACE ans
npoveccopa

Counter (CyeT4mk)
CueTunk nokasblBaeT KonmMyecTBo pas, korga ACE cosnan ¢ Tunom kagpa.

Conflict (KoHdnmkT)

lMone nokasbiBaeT annapatHoe cocTosHue onpegeneHHoro  ACE.
KoHkpeTHbIn ACE He npumeHsieTcsas Kk 00OpyaoBaHMIO M3-3a annapaTHbIX
OrpaHnyYeHun.

KHnonku:

Auto - Refresh — HaxmuTe, 4TOObI OGHOBUTL CTPaHMLy aBTOMaTUYeCKU pas
B 3 cek.;

Refresh — HaxxmuTe, YTOGBLI OGHOBUTL CTPaHULY;
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9.32.4 Security - Network - ARP Inspection (Be3onacHocTb — CeTb —
MpoBepka ARP)

Dynamic ARP Inspection Table for Switch 1 Auto-refresh [ | Refresh | | |<<

Start from Port1 |v| K VLAN 1 , MAC address 00-00-00-00-00-00 and IP address |0.0.0.0 with |20 entries per page.

[ Port [ VLAN ID [ MAC Address | IP Address |
l No more entries |

3anvcn B guHamudeckon Tabnuue nposepkn ARP nokasaHbl Ha 3TOM
ctpaHuue WEB nHTepdeiica.

OunHamnueckas Tabnuua npoBepkn ARP cogepxut go 1024
3anMcen M COpPTUPYeTCA cHavana no nopTy, 3aTeM No MAeHTudUuKaTopy
VLAN, 3atem no MAC-agpecy 1 3aTem no IP-agpecy.

Cmonbusb! Hasuzayuu no mabnuye nposepku ARP

Port (MopT)
Homep nopTa kommyTaTopa Ans KOToporo 6yayT oToGpaXkeHbl 3anucu.

VLAN ID (MaeHTndukaTtop VLAN)
MaoenTtudukatop VLAN B KoTOpon paspewleH ARP Tpaduk

MAC Address (MAC Agpec)
MAC agpec nonb3oBaTtens aTon 3anmcu

IP_Address (IP agpec)
IP agpec nonb3oBaTensa aTou 3anucu

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOBI OBHOBUTL CTPaHMLY aBTOMaTUYECKM pas3
B 3 CceK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;
Clear — HaxxMuTe, 4TOObl OBHOBUTbL BCE AUHAMUYECKME 3anucy;

[<< — oBGHOBREHME Tabnuubl, HAYNHAsA C NEPBOK 3anvcK B Tabnuue NpoBepKU
OnHamunyeckoro ARP
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[>> — o6HoBnNeHMe Tabnuubl, HauyuHasi C 3anucu Mocrie mnocrnegHen
oTobpaxkaemon 3anucu.

9.32.5 Security - Network — IP Source Guard (besonacHocTb — CeTb —
®PyHkumsa IP Source Guard)

Dynamic IP Source Guard Table for Switch 1 Auto-refresh [ | Refresh | | |<< >>

Start from | Port 1 |« |, VLAN 1 and IP address (0.0.0.0 with |20 entries per page.

Port | VLANID | IP Address | MAC Address
MNo more entries

3anuvcn B Tabnuue IP Source Guard aMHamuyeckoro IP-agpeca nokasaHbl
Ha aTonn WEB cTtpaHuue.

Tabnuua IP Source Guard guHamudeckoro |IP-agpeca cHadvana
copTupyeTcd no nopty, 3atem no umaeHtudpukatopy VLAN, satem no IP-
agpecy u 3atem no MAC-agpecy.

Cmon6busbl Hasu2auyuu rno maénuye IP Source Guard

Port (Mopr)
Homep nopta kommyTaTopa Ans koToporo 6yayT oTobpaxeHb! 3anucu.

VLAN ID (WaeHTndmkaTtop VLAN)
MaoeHTudukatop VLAN B KOTOpOK pa3speLueH IP Tpaduk

IP_Address (IP agpec)
IP agpec nonb3oBaTensa aTou 3anucu

MAC Address (MAC Agpec)
MAC agpec nonb3oBaTtens aTon 3anmcu

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOBI OBHOBUTL CTPaHWLY aBTOMaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOGLI OGHOBUTL CTPaHULLY;
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Clear — HaxmuTe, YToObl OOHOBUTL BCE ANHAMUYECKUE 3arnuncu;

[<< — obHoBneHue Tabnuupbl, Ha4yMHasa ¢ nepeBon 3anucu B Tabnuue IP
Source Guard

9.33 Security - AAA (besonacHocTb — AAA)

9.33.1 Security — AAA — RADIUS Overview (BesonacHoctb — AAA —
AyTteHTudumkauma RADIUS)

RADIUS Authentication Server Status Overview aytorefresh [ | Refresh

# | IP Address | Status
1 0.00.0:1812 Disabled

2 00001812 Disabled

3 00001812 Disabled

4 00001812 Disabled

5 0.0.00:1812 Disabled
RADIUS Accounting Server Status Overview
# | IP Address | Status
1 00001813 Disabled

2 00001813 Disabled

3 00001813 Disabled

4 0.00.0:1813 Disabled

5 00001813 Disabled

Ha paHHol cTpaHuue WEB wuHTepdhelica Haxogutcs cBogHasa Tabnuua
coctosHua cepeepoB RADIUS |, HacTpaMBaemMbix Ha  CTpaHuue
KOHdUrypawmm ayTeHTudmkauuu.

Cepeepa aymenumudpukayuu RADIUS
#

Homep cepBepa RADIUS. Haxmute, 4tobbl nomny4nuTb noapobHyto
CTaTUCTUKY
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IP_Address
IP agpec u Homep UDP nopta BbibpaHHOro cepsepa.

Status
Tekylee cocTosHMe cepBepa. Mone MoXeT NpMHMMAaTb OOHO U3 CrIe4yHLMX
3HAYEHUN:

v' Disabled — cepBep OTKIMIOYEH;

v" Not Ready — cepBep aktMBeH, HO IP coeaunHeHne elle He
YCTaHOBMEHO;

v Ready — cepBep akTuBeH, IP coeguHeHue yctaHoBneHo, RADIUS
MOZYIb FOTOB BbIMOMHATb CBO (DYHKUMIO;

v' Dead — Obinv nNpeanpuHATbl MOMbITKM [OCTyna K BblOpaHHOMY
cepBepy, HO OH He OTBETWN B TeYEHMe 3a4aHHOr0 BPEMEHMW.

Cepeepa yyema RADIUS

#
Homep cepBepa RADIUS. Haxmnte, 4tobbl nony4nuTb noapobHyto
CTaTUCTUKY

IP_Address
IP agpec un Homep UDP nopTa BbibpaHHOro cepeepa.

Status
v" Disabled — cepBep OTKMIOYEH;
v" Not Ready - cepBep akTMBeH, Ho IP coeavHeHune elle He

YCTaHOBIEHO;
v Ready — cepBep akTuBeH, IP coeguHeHune yctaHoBneHo, RADIUS
MOAYINb FOTOB BbINOMHATL CBOK (DYHKLMIO;
v' Dead — Obinv nNpegnpuHATbl MOMbITKM [OCTyna K BblOpaHHOMY
cepBepy, HO OH He OTBETUM B TeYEeHMe 3aJaHHOro BPEMEHN.

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOBI OBHOBUTL CTPaHMLY aBTOMaTUYECKM pas3
B 3 cek.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;
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9.33.2 Security — AAA — RADIUS Details (BesonacHocTb — AAA —

MoagpobHasa ctatuctnka RADIUS)

RADIUS Authentication Statistics for Server #1 [server #1 v Auto-refresh [ | Refresh

Receive Packets [ Transmit Packets

Access Accepts 0 Access Requests 0
Access Rejects 0 Access Retransmissions 0
Access Challenges 0 Pending Requests 0
Malformed Access Responses 0 Timeouts 0
Bad Authenticators 0

Unknown Types 0

Packets Dropped 0

Other Info
IP Address 0.0.0.0:1812
State Disabled
Round-Trip Time 0 ms
RADIUS Accounting Statistics for Server #1
Receive Packets [ Transmit Packets
Responses 0 Requests 0
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0
Other Info

IP Address 0.0.0.0:1813
State Disabled
Round-Trip Time 0 ms

Clear

Ha paHHOM cTpaHuue Haxogutca Tabnuua c noapoGHOM CTaTUCTMKOWN

paboTbl BeibpaHHoro RADIUS cepeepa.

KHonku:

Auto - Refresh — HaxxmMuTe, YTOObI OBHOBUTL CTPaHWLY aBTOMAaTUYeCKn pas

B 3 CceK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxxMuTe, YTODObl OYUCTUTL CHETHMKM ANS BbIOpaHHOro cepsepa.
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9.34 Security — Switch — RMON (Be3onacHocTb — KommyTaTop —
YpaneHHbIN MOHUTOPUHT)

9.34.1 Switch — RMON - Statistics (KommyTaTop — YaaneHHbIn
MOHWUTOPUHI — CTaTUCTUKA)

RMON Statistics Status Overview for Switch 1 Auto-refresh [ [ Refresh | | << >>

Start from Control Index |0 with {20 entries per page.

Multi- 65 133 ZEB 512 1[‘)"24
cast

CRC
Errors

Under-
size

Over-
size

Broad-

Octets cast

Drop Pkts Frag.

Jabb. ‘ Coll.

Data 54
ID | Source Bytes | .~
iflndex) yt 127 | 255 | 511

1023 | 1588

No more entries

Ha paHHOn cTpanuue WEB wuHTepdenca npegcrtaesneHa Tabnuua
ctatuctukm RMON  (yganeHHbld MOHWUTOPWHI). Ha kaxgow cTpaHuue
oTobpaxaeTtca oo 99 sanucen 13 Tabnuubl CTaTUCTUKK

ID
Mone 0To6pa>|<aeT WHOEKC 3anncu CTatuCTukn

Data Source
NaeHTudukatop noprta, KOTOpbI HEOOXOAMMO OTCNEXNBATL

Drop
OO6Lee KONMYeCcTBO COOLITUA, B KOTOPbIX MakeTbl ObiNM OTOpOLUEHb! M3-3a

HexBaTKN PeCypCoB.

Octets
OOLlee KOMMYECTBO OKTETOB [AaHHbIX (B TOM u4ucne B naketax «Bady),
Nony4YeHHbIX B CETH

Pkts
O6wee KONMMYECTBO MOMyYeHHbIX MakeToB (Bkntoyas Error nakeTsl,
Broadcast n Multicast nakeTbl)

Broad-cast

OO6Liee KONMMYECTBO MPUHATBLIX MAKeTOB, KOTOpble OblNvM HanpaBneHbl Ha
LMpoKoBeLLaTenbHbI agpec.
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Multi-cast
O6Lliee KONMMYECTBO MPUHATBLIX NaKeTOB, KOTOpble OblNMM HanpaBneHbl Ha
multicast agpec.

CRC Errors

OOwee KOMMYECTBO MOMYYEHHbIX MAaKeTOB, KOTOpble WMENW OJIUHY
(ncknovasa kagpupyrowme 6utbl, HO BKtoyas okteTbl FCS) ot 64 oo 1518
OKTETOB  BKIIOYUTENBbHO, HO WMenu 5nmMbo HEBEPHYI  KOHTPOIbHYIO
nocrnegosateneHocTb dpenma (FCS) ¢ ueneim yncrnom oktetoB (owwimbka
FCS) wnn HenpaBunbHas FCS ¢ HeuenbiM 4mcnom okTetoB (owwmnbka
BblpaBHNBAHWS).

Under-size
O6uee KONMYECTBO NOMYyYeHHbIX NaKkeToB, pasMepoM MeHee 64 OKTETOB.

Over-size
O6Lee KONNMYeCTBO MNOMyYeHHbIX NakeToB, pa3amepom Gonee 1518 okTeToB.

Frag.
OObuwee KONMMYECTBO MOMYYEHHbIX MakeToB, pa3sMepoM MeHee 64 OKTeTOB C

OLUMBKOM KOHTPOIbHOM cymmbl CRC

Jabb.
OG6Lee KONMMYeCTBO NOMYyYEHHbIX MakeToB, pa3mepom Gornee 64 oOKTeTOB C
OLUMOBKOM KOHTPOIbHOWM cymmbl CRC

Coll.
OueHKa obLLero KonnyecTsa Konnmsum B gaHHoM cermeHTe Ethernet.

64
OOLwee KONMMYECTBO MOSTYYEHHbIX MAKETOB (BKMioYas OWwMOOYHbIE) ANVHON
64 okteTa

65~127

OOLee KONMMYECTBO MOSYYEHHbIX MAKeTOB (BKMNtoYas OWMOOYHLIE) ANWHON
64 ~ 127 okTeTOB
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128~255
ObLwee KONUYECTBO MOSTYYEHHbIX MAKeTOB (BKMtoYas OwWWBOYHbIE) ANMHON
128 ~ 255 okTeToB

256~511

O6Lee KONMMYECTBO MOSyYEHHbIX MakeTOB (BKMYas OLWMOO4YHbIE) ONMHON
255 ~ 511 okteToB

512~1023

ObLwee KONUYECTBO MOSTYYEHHbIX MAKeTOB (BKMtoYas ownbOoYHbIE) ANVHON
512 ~ 1023 okTeTOB

1024~1588

OOLee KONMUMYECTBO MOSTYYEHHbIX MAKETOB (BKMtoYasi OWMOOYHbIE) ANMHON
1024 ~ 1588 okTeTOB

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTpPaHWLY aBTOMaTUYECKU pa3
B 3 cek.;

Refresh — Haxmute, 4TOObI OGHOBUTL CTPaHMULY;
|<< — obHoBREHUE TabNULbI, HaYNHasI C MEPBOW 3anucu B Tabnuue

[>> — o6HoBneHMe Tabnuubl, HayuHasi C 3anucu Mnocrne nocrnegHen
oTobpaXkaemoln 3anucu.

9.34.2 Switch — RMON — History (KommyTtatop — YaaneHHbIn
MOHUTOPUHT — UcTopuss RMON)

RMON History Overview for Switch 1 Auto-refresh [ | Refresh | | [<< || >>

Start fram Control Index |0 and Sample Index |0 with 20 entries per page.
History

Sample | Sample Broad- | Multi- | CRC | Under- | Over- ——
Index | Index | Start | DFDP| 00‘915‘ Phts [ ot | cast | Errors | size | size | Frag. ‘ Jabb. | Coll. | Utilization

No more entiies
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Ha paHHon cTpaHuue WEB wHTepdenca Haxoautca Tabnuua uctopuu
3anncen RMON. Ha kaxpgon cTtpaHuue otobpaxaetcs Ao 99 sanucen u3
Tabnuubl.

History Index
MHaekc anemeHTa ynpaBneHust UCTOpUn

Sample Index
MHaekc 3anucy gaHHbIX, CBA3aHHOM C KOHTPOJSTbHON 3amnuUchHo.

Drop
O6Lee KONMYeCTBO COOLITUIA, B KOTOPbIX NakeTbl ObinM OTOpOLUEHb!I 13-3a

HexBaTK/ PecypcoB.

Octets
OOuee KOMMYECTBO OKTETOB [AaHHbIX (B TOM u4ucne B naketax «Bady),
Nony4eHHbIX B CETU

Pkts
O6uiee KoOnMMYECTBO MOMy4YEeHHbIX NakeToB (BkMwyas Error naketsl,
Broadcast n Multicast nakeTbl)

Broad-cast
O6ulee KONMUYECTBO MPUHATBLIX MakeToB, KOTOpble ObINM HanpasneHbl Ha
LUMpOKOBeLLATENbHLIN aapec.

Multi-cast
OO6Liee KONMMYECTBO MPUHATBLIX NAKETOB, KOTOpble OblNM HanpaBneHbl Ha
multicast agpec.

CRC Errors

OOwee KOMMYECTBO MOMYYEHHbIX MaKeTOB, KOTOpPble WMENW OJUHY
(nckntovas kagpupylowme o6utbl, HO Bkrtodas okteTbl FCS) ot 64 go 1518
OKTETOB  BKIIOYUTENBHO, HO WMenu 5nnMbo HEBEPHY KOHTPOSbHYIO
nocnegoBartenbHocTb dperima (FCS) ¢ uenbim yncnom okTeToB (owwmnbka
FCS) wnn HenpaBunbHas FCS c HeuenbiM 4ucnom OKTeTOB (owwmbka
BblpaBHUBaHMSA).
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Under-size
OO0Lee KONMYECTBO NOMYYEHHLIX NAKETOB, pa3aMepPoM MeHee 64 OKTETOB.

Over-size
O6LLee KONMYecTBO NOMyYeHHbIX NakeToB, pa3amepom Gonee 1518 okTeToB.

Frag.
O6Lee KONMMYECTBO MOMYYEHHbIX NAaKeToB, pa3MepoM MeHee 64 OKTEeTOB C

OLINBKON KOHTPOMbHON cyMmbl CRC

Jabb.
OObuwee KOMMYECTBO NOMYYEHHbIX MakeToB, pasmepoM Bonee 64 okTeToB C
OWNBKOI KOHTPOMbHON cyMmbl CRC

Coll.
OueHka obLLero KonmyecTsa Konnusnii B 4aHHOM cermeHTe Ethernet.

Utilization
OueHka ucnonb3oBaHns ceTn U3NYECKOro YPOBHS Ha 3TOM MHTepdeince B
TeYeHue 3TOro nHTepaarna BbIbOpkKN B COTbIX A0OMAX NPOLEHTAa.

KHonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHWLY aBTOMAaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHNULLY;
[<< — o6HOBREHME Tabnuubl, HaYMHas C NepBOK 3anucu B Tabnuue

[>> — obHoBneHve Tabnuubl, HauMHas C 3anucyu nocre rfnocneaHen
oTobpaXkaemon 3anucu.
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9.34.3 Switch — RMON - Alarm (KommyTtaTtop — YaaneHHbIN
MOHUTOPUHT — TpeBOXHble COOOLEeHnsA)

RMON Alarm Overview for Switch 1 Auto-refresh [ | Refresh || [<< || ==
Start from Control Index |0 with |20 entries per page.
Sample

ID

No mare entries

Interval | Variable

| Value‘ Startup Rising ‘ Rising Falling Falling

Type Alarm | Threshold | Index | Threshold | Index

Ha paHHon cTtpaHuue WEB uHTepdeinca HaxoguTca Tabnvua TPeBOXHbIX
coobuweHnn RMON (yganeHHOro MOHUTOpMHra). Ha kaxgow cTpaHuue
oTobpaxaeTtcs Ao 99 sanucen 13 Tabnuupl.

ID
Mone 0To6pa>|<aeT WHOEKC 3anncu TpeBOXXHOIO coobuieHus

Interval
MMone onpepenseTt nHTepBan B CekyHAax Ans BbIGOPKM 1 cpaBHEHWs nopora
HapacTaHusi 1 cnaga.

Variable
Mone oTobpaxaeT KOHKPETHYIO NEPEMEHHYIO A BbIGOPKM

Sample Type
MeToq BbIGOPKM BbIGPAHHOW NEPEMEHHOW W BbIYUCHEHUS] 3HaYeHUs Ans

CpaBHEHUA C NoporoBbiMn 3HA4YeHNAMN.

Value
3HaveHue CTaTUCTUKM 3a NocneaHni nepmog BelGOPKN.

Startup Alarm
TpeBora, KoTopasi MOXeT ObITb OTMpaBneHa, korga 3Ta 3anucb BrepBble

yCTaHOBreHa Ha 3HayeHue Valid

Rising Threshold
MoBhbILWEeHNe NOPOroBOro 3Ha4YeHUs
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Rising Index
MHpekc cobbiTust

Falling Threshold
MageHve NoporoBoro 3Ha4YeHus

Falling Index
MHpekc cobbiTust

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OOHOBUTL CTpPaHWULYy aBTOMaTU4eCK/ pas
B 3 CeK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;
|<< — obHOBMREHUE Tabnuubl, HaYNHasi ¢ NepBoOW 3anucu B Tabnuue

[>> — obHoBneHWe Tabnuubl, HauMHas C 3anucyu nocre nocneaHen
oTobpaxkaemon 3anucu.

9.34.4 Switch — RMON — Events (KommyTaTop — YaaneHHbIn
MOHUTOPUHT — Cob6bITHA)

RMON Event Overview for Switch 1 Auto-refresh [ | Refresh || |<< || »»
Start from Control Index 0 and Sample Index |0 with |20 entries per page.
=4 Logindex | LogTime | LogDescription
Index
No more entries

Ha paHHol cTpaHuue WEB wuHTepdenica HaxoguTcs Tabnuua cobbiTui
RMON (yaaneHHoOro MoHUTOpUWHra). Ha kaxxgow cTpaHuue otobpaxaeTtcs Ao
99 3anucen U3 TadbnULbl.

Event Index
lMone oTobpaxaeT MHAEKC 3anucK cobbiTus
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Log Index
[Mone oTobpaxaeT MHAEKC 3anucK XXypHana

Log Time
lMone otobpakaeT BpeMsi cobbITUS

Log Description
Mone oToGpaxaeT onncaHme cobbITns

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OOHOBUTL CTpPaHWULYy aBTOMaTU4eCK/ pas
B 3 CeK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;
|<< — obHOBMREHUE Tabnuubl, HaYNHasi ¢ NepBoOW 3anucu B Tabnuue

[>> — obHoBneHWe Tabnuubl, HauMHas C 3anucyu nocre nocneaHen
oTobpaxkaemon 3anucu.

9.35 Switch — LACP (KommyTaTop — YaaneHHbI MOHUTOPUHT —
CoObIiTuSA)

9.35.1 LACP - System Status (LACP — CocTosiHue cuctemMsbl)

RMON Event Overview for Switch 1 Autorefresh [ | Refresh | | |<< >

Start from Control Index |0 and Sample Index |0 with |20 entries per page.

Event
Index
No more entries

Logindex | LogTime | LogDescription

Aqgr ID
WaoeHTudukatop arperaymm

Partner System ID
CuctemHbii uaeHtudukatop (MAC-agpec) naptTHepa no arperauyuu.
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Partner Key
Kntou, KOTOpbIV NapTHEpP Ha3Ha4un 3TOMy MAEHTUdUKATOPY arperaumm.

Last changed

lMone ykasbiBatoLlee Ha To, YTO BPEMs, Npollellee C MOMEHTa arperauum,
N3MEHUIIOCh.

Local Ports

Mone oTobpaxaeT, Kakne MnopTbl ABMAAITCA YacTbi AaHHOW arperauum /
CTaKa.

KHonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHMLY aBTOMAaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHWULLY;

9.35.2 LACP - Port Status (LACP — CocTosiHMe nopToB)

LACP Status for Switch 1 Auto-refresh [] | Refresh

Partner | Partner | Partner
Port | ey ‘ L&y | AggriD ‘ SystemID | Port Prio
1 No - - - - R
No -

2

3 No
4 No
5 No
6 No
7 No
8 No
9 No
10 No
11 No
12 No
13 No
14 No
15 No
16 No
17 No
18 No
19 No
20 No
21 No
22 No
23 No
24 No
25 No
26 No

Ha paHHom ctpaHuue WEB uHTepdelica npeacraBneHa Tabnvua CoCcTosHUSA
LACP gna noptoB
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Port
Howmep nopta kommyTaTopa

LACP
v Yes — o3HayaeT, 4yto LACP BKknloyeH, a CBsi3b C MOPTOM
yCTaHOBMeHa.
v" No — o3HayaeT, 4To LACP BbIKIOYEH, UM MOPT OTKITHOYEH.

Key
Kntouy, HazHayeHHbIN 3TOMy NOpTY. TOMBKO MOPTblI C OAMHAKOBbLIM KITHOYOM

MOryT ObITb arpermpoBaHbl Apyr C 4pYroM

Aqgr ID
MoeHTudbukatop arperaumm, HasHadeHHbI 3TOW rpynne arperauuu.

NaeHTndukatopsl 1 n 2 aenstotca GLAG, a ngeHtndmkatopsl 3-14 - LLAG.

Partner System ID
CuctemHbI ngeHTudumkaTop yctponctaa * naptHepa (MAC-agpec).

Partner Port
Homep nopTa ycTpoucTBa — napTHepa, MNOOKIOYEHHOro K 3TOMY MOpPTYy
KOMMYyTaTOpa.

Partner Prio
MpuopuTeT nopTa napTHepa.

KHnonku:

Auto - Refresh — HaxmuTe, 4TOObI OGHOBUTL CTPaHMLY aBTOMaTUYeCKU pas
B 3 CeK.;

Refresh — HaxxmuTe, YTOGLI OGHOBUTL CTPaHULY;
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9.35.3 LACP - Port Statistics (LACP — CTaTucTtuka nopToB)

LACP Statistics for Switch 1 auto-refresh [ | Refresh | | Clear

LACP LACP Discarded
Received | Transmitted | Unknown [ lllegal

Port

ki ] ] | e (| . [
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[ ]
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o e e N e e e e e e e e e e R R R s e e e e e e e e}

[N S IS ]
(=R &0 I g ]

Port
Homep nopTta kommyTaTopa

LACP Received
Mone otobpaxaeT konuyectBO LACP (peliMOB MONyYeHHbIX Ha Kaxablv
nopt

LACP Transmitted
Mone otobpaxaeT konuyectBo LACP dpeimMoB nepedaHHbIX C KaKgoro
nopTta

Discarded
Mone oTobpaxaeT KOMMYECTBO HEW3BECTHbIX WM HEKOppeKTHbix LACP
penmoB, KOTOpbIe ObINM OTOPOLLEHBI KaXAbIM 13 MOPTOB

246



KHonku:

Auto - Refresh — HaxxmuTe, YTOOLI OOHOBUTL CTpPaHWULY aBTOMaTUYeCcK/ pas
B 3 Ccek.;

Refresh — HaxxmuTe, 4YTOOBI OBGHOBUTL CTPaHWULLY;

Clear — ouncTka Bcex nonen ans Bcex nopTtoB

9.36 Monitor — Loop Protection (MoHuTOpUHI — 3awuTa oT
ceTeBbIX NeTesb)

Loop Protection Status for Switch 1 Auto-refresh [ | Refresh

Port | Action | Transmit | Loops | Status | Loop | Time of Last Loop

No ports enabled

Ha ganHow ctpaHmue WEB HaxognTca Tabnuua COCTOSHMSA 3almTbl NOPTOB
OT ceTeBblIX NeTerb.

Port
Homep nopTa kommyTaTopa.

Action
Henctere ansa nopta

Transmit
HencTterne ana nopra B pexvme nepefayn AaHHbIX

Loops
KonnyectBo 06Hapy)KeHHbIX neTesib Ha nopTe

Status
CocTosiHME 3almnThl OT NeTeNb A1 JAaHHOro nopTa
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Loop

lMone nokasbiBaeT, O6Hapy>i<eHa NN B JaHHbIN MOMEHT NeTnsa Ha nopre.

Time of Last Loop

Bpemsi obHapyXeHust nocrneaHen ceTeBon NeTnu.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHWLy aBTOMaTUYeCkn pas

B 3 cek.;

Refresh — HaxxmuTe, YTOGLI OGHOBUTL CTPaHULY;

9.37 Monitor — Spanning Tree (MoHuTopuHr — NpoTokon

CBA3yHOLIEro gepesa)

9.37.1 Spanning Tree — Bridge Status (MpoTokon cBA3ylowero gepesa —

CocTosiHne MmocTa)

STP Bridges Auto-refresh [ | Refresh
. Root Topology | Topology
MSTI Bridge ID D [ Port [ Cost Flag Change Last

CIST 32768.00-03-CE-11-11-11  32768.00-01-C1-00-00-00  1:23 20000 Steady 16513d 06:13:

Ha paHHon cTtpaHuue WEB wnHTepdenca HaxoauTcsa cTpaHuua COCTOsHME
Bridge ycTtpowncTte B STP Tononoruu.

MSTI

MoppobHoe onucaHme ctaTyca mocTta STP

Bridge ID
WpoeHTndukatop mocta

Root ID
MoeHTudukaTtop KOPHEBOro MocTa
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Root Port
Homep nopTta koMmyTaTOpa, BbINOMHSOLWMWA POfib KOPHEBOrO NopTa.

Root Cost
CtommocTb nyTu. [INst KOPHEBOrO MOCTa 3TOT NokasaTenb paBeH 0.

Topology Flag
Tekywee coctoaHme Topology Change Flag

Topology Change Last
BpeMFl C nocnegHero AMeHeHunsa Tononornun.

KHonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHMLY aBTOMAaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOGLI OGHOBUTL CTPaHULY;

9.37.2 Spanning Tree — Port Status (MpoTokon cBA3yloLwero aepesa —
CocTosiHue nopToB)

STP Port Status Auto-refresh [ [ Refresh |

Port | CISTRole | CIST State | Uptlme

1 Disabled Discarding

2 Disabled Discarding -
3 Disabled Discarding -
4 Disabled Discarding -
5 DesignatedPort Forwarding Od 05:30:16
6 Disabled Discarding -
7 Disabled Discarding -
8 Disabled Discarding -
9 Disabled Discarding -
10 Disabled Discarding -

Ha pgaHHol cTpaHuue WEB nHTepdelica oTobpaxaeTcsi COCTosiHUE
noptoB STP CIST.
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Port
Homep nopta kommyTaTopa (norudeckuit STP nopt)

CIST Role
Tekywas ponb nopta STP B CIST. [laHHOe nofne MOXeT NpyHMMaTb O4HO U3
HECKOJTbKMX 3HayeHun (NogpobHO O ponsiX HamMCaHoO B COOTBETCTBYIOLLEM
pasgene OOKyMeHTauun):

v' AlternatePort;

v' BackupPort;
v" RootPort;
v' DesignatedPort;
v' Disabled.
CIST State

Tekywee coctosiHue nopta STP B CIST. [laHHOe none MOXeT npuHMMaTb
OOHO W3 HECKONMbKUX 3HayeHMn (nogpobHO O ponsxX HanucaHo B
COOTBETCTBYIOLLEM pa3fernie JOKyMeHTauum):

v' Discarding — oTbpackiBaHue;

v' Learning — 3anomuHaHue;

v" Forwarding — nepecbisika.

Uptime
Bpemsa c nocnegHero MoMeHTa nHMUManu3auum nopta ycTponcTesa — MocTa.

KHonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHWLY aBTOMaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOGBLI OGHOBUTL CTPaHULY;
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9.37.3 Spanning Tree — Port Statistics (lTpoTokon cBA3yloLWwero gepesa
— CtatucTtmka nopTtoB)

STP Statistics for Switch 1 Auto-refresh [ | Refresh | | Clear
Port Transmitted Received Discarded
MSTP | RSTP [ STP [ TCN | MSTP [ RSTP | STP [ TCN | Unknown | lllegal |
1:23 5 0 0 0 1 1994 0 0 0 0

Ha paHHom ctpaHnue WEB wuHTepdenca npeacraBneHa Tabnuubl
CTaTUCTMKN MOPTOB YCTPOWCTB-MOCTOB.

Port
Homep nopta kommyTaTopa (norundeckuii STP nopT)

MSTP
Konuuectso MSTP BPDU, nonyyeHHbIX / nepegaHHbixX Yepes nopT.

RSTP
Konuuectso RSTP BPDU, nonyyeHHbIX / nepegaHHbIX Yepes nopT.

STP
KonuuectBo yctapeswnx BPDU STP koHdurypauui, nonyyYyeHHbix /
nepeaaHHbIX Yepes nopT

TCN
KonnyectBo ycTapeBLUMX YyBEOOMMEHWA 00 W3MEHEeHWM TOMOomnoruu,
nosny4YeHHbIX / nepeaaHHbIX Yepes nopT

Discarded Unknown
KonuuectBo HeusBecTHblx STP BPDU, nonyyeHHbIX 4epe3 nopT W
OTOPOLUEHHbIX B JaNbHENLLEM.

Discarded lllegal
KonuuectBo 3anpeweHHblx STP BPDU, nony4eHHbIX 4epe3 nopT MU
OTOPOLLEHHbIX B AaNbHENLLIEM.
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KHonku:

Auto - Refresh — HaxxmuTe, YTOOLI OOHOBUTL CTpPaHWULY aBTOMaTUYeCcK/ pas
B 3 Ccek.;

Refresh — HaxxmuTe, 4YTOOBI OBGHOBUTL CTPaHWULLY;

Clear — HaxmnTe, 4TObbl COPOCUTL CHETUMKMN.

9.38 Monitor — MVR (MoHuTOpUHIr — MVR)

9.38.1 MVR - Statistics (MVR — Ctatuctuka)

MVR Statistics for Switch 1 Auto-refresh [ | Refresh | | Clear
VLAN ID IGMP/MLD IGMP/MLD IGMPv1 IGMPv2/MLDvA1 IGMPvV3/MLDv2 IGMPv2/MLDv1
Queries Received | Queries Trar itted | Joins Received | Reports Received | Reports Received | Leaves Received
1 0/ 0ro 0 0/0 0/0 0/0

Ha paHHow cTpaHuue npeacrtaeneHa tabnvua ctatucTrkn paboTbl YHKLMK
MVR (TexHonorus nogkntoyeHus nonb3oBartenbckux VLAN k ogHo Multicast
VLAN, koTopasi no3BondeT cepBepy nepefasaTb MYyNbTMKACTOBbIN MNOTOK B
ogHon VLAN, B TO BpeMsa Kak KOHeYHble Mofb3oBaTenu CMOryT nonyyaTb
ero, Haxogscb B pas3nuyHbix VLAN).

VLAN ID
WapeHTndukatop Multicast VLAN ID

IGMP/MLD Queries Received
KonuyectBo nony4yeHHbix 3anpocos Ans IGMP 1 MLD cooTBeTCTBEHHO

IGMP/MLD Queries Transmitted
KonnyectBo oTnpasneHHbIX 3anpocoB and IGMP n MLD cooTBeTCTBEHHO

IGMPv1 Joins Received
KonuuectBo nonyyeHHblx paspelleHnin IGMPv1 Ha BcTynneHue

IGMPv2/MLDv1 Report's Received
KonuyectBo nony4deHHbIX paspelleHun IGMPvV2 Ha BCTynneHne n oT4eToB
MLDv1 cooTBeTCTBEHHO
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IGMPv3/MLDv2 Report's Received
KonuuectBo nony4deHHbix paspelueHun IGMPv3 Ha BCTynneHne n OT4eTOB
MLDv2 cooTBeTCTBEHHO

IGMPv2/MLDv1 Leave's Received
KonnyectBo nony4veHHbix naketoB IGMPv2 Leave u naketos MLDv1l Done
COOTBETCTBEHHO.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHMLY aBTOMaTUYECKM pas3
B 3 cek.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxxMuTe, 4TOBbl COPOCUTL CHETHMKN.

9.38.2 MVR — MVR Channel Groups (MVR - I'pynnbi kaHanos MVR)

MVR Channels (Groups) Information for Switch 1 Auto-refresh [ | Refresh | [ << || »>

Start from VLAN 1 and Group Address |- with |20 entries per page

Port Members
VLANID [ Groups [1[2[3]4[5]6[7]8]9[10]11][12[13[14]15[16][17[18][19]20]21]22]23[24[25]26]27 |28
No more entries

Ha paHHom cTtpaHuue WEB wuHTepdpenca Haxogutca Tabnuua
kaHanos (rpynn) MVR. CopTupoBka npoucxogut CcHayvana no
naeHTndukatopy VLAN, a 3atem no rpynnam.

VLAN ID
WpeHTudukatop VLAN ID anga rpynnbl

Groups
NaeHTndukaTop rpynnbl 4nd otobpaxaemon B JaHHbIN MOMEHT rpynmbl
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Port Members
MopTbl — y4acTHUKU oTOBpakaemow rpynnbl

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOLI OOHOBUTL CTpPaHWULY aBTOMaTUYeCcK/ pas
B 3 cek.;

Refresh — HaxxmMuTe, YTOOLI OGHOBUTL CTPaHULLY;
|[<< — 06HOBNEHUE Tabnumubl, Ha4YMHas C NepBoWi 3anucu B Tabnuue

[>> — o6HoBneHvMe Tabnuubl, HayuHasi C 3anucu mnocrne mnocrnegHen
oTobpaXkaemoln 3anucu.

9.38.3 MVR —= MVR SFM Information (MVR - UHcpopmaumsa o MVR ¢
SFM)

MVR SFM Information for Switch 1 Auto-refresh [ | Refresh || |<< ES

Start from VLAN 1 and Group Address | with |20 entries per page.

[ VLANID [ Group | Port [ Mode [ Source Address | Type [ Hardware Filter/Switch |
[ No more entries |

Ha paHHon ctpaHuue WEB uHTepdenca cogepxutcs nigopmaums o MVR ¢
SFM (MHoroagpecHas paccblifnka ¢ ounbTpaunen UCTOYHNKOB).

CopTupoBka npoucxoouT cHadvana no wugeHtudpukatopy VLAN,
3aTeM no rpynnam, a garnee no nopry

VLAN ID
WpeHtudukatop VLAN ID ana rpynnel

Group
"pynnoBow agpec oTobpaxaemon rpynmbl

Port
Homep nopTa kommyTaTopa
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Mode
[Mone oTobpaxaeT pexum unbTpauum GQYHKLUNOHUPYIOWNA Ha OCHOBE
(VLAN ID, Homep nopTa, rpynnoBoro agpeca)

Source Address
IP Agpec ncto4Huka.

B HacToswee Bpemsa cuctemMa orpaHuumBaeT obuiee KonmMyecTBo
IP-agpecoB uctoyHvka ons ounstpaumm o 128.

Ecnu appec uctodHuka He ykasaH, B none «Source Address»
oTobpaxaeTcs TekcT «Noney.

Type

Twvn dounbTpaummu:
v" Allow — paspeLleHo;
v" Deny — 3anpeLieHo.

Hardware Filter / Switch

Mone oToGpaxaeT wHpOpMaUMO, MOXET 5 MMAOCKOCTb  [aHHbIX,
npegHasHavYeHHas Ansi onpeneneHHoro rpynnoBoro agpeca M3 UCXOZHOro
agpeca IPv4 / IPv6, obpabaTbiBaTbCa CETEBLIM YMMOM KOMMYyTaTopa umnu
HeT.

KHnonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHWLY aBTOMaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOGBLI OGHOBUTL CTPaHULY;
|[<< — 0BHOBMEHMe Tabnuubl, Ha4YMHas ¢ NepBol 3anMcu B Tabnuue

[>> — o6HoBneHue TabNMUbI, Ha4MHAs C 3anucK nocrne nocneaHen
oTobBpakaeMol 3anucu.
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9.39 Monitor — IPMC (MoHuTopuHr — IPMC)

9.39.1 IPMC - IGMP Snooping (MVR - IGMP Snooping)
CocmosiHue IGMP Snooping

IGMP Snooping Status for Switch 1 Auto-refresh [] | Refresh | | Clear

Statistics

Queries | V1 Reports | V2 Reports | V3 Reports | V2 Leaves

VLAN | Querier | Host | Querier Queries
1D i Received | Received Received Received | Received

Version | Version | Status | Trar d

Router Port

Port | Status
1 -

2
K

Ha pgaHHonm cTtpaHnue WEB wHTepdhenica Haxogutca Ttabnumua COCTOSHMSA
dyHKumn IGMP Snooping.

VLAN ID
WaoenTtudukatop VLAN ID ansa sanucu

Querier Version
Bepcusi npoTokona Ha 3anpalluvBaioLLeM YCTPOUCTBE

Host Version
Bepcusa npoTtokona Ha xocTe

Querier Status

CTaTYC 3anpalmsaroLiero YCTpOVICTBa

Queries Transmitted
3anpocoB oTNpaBneHo

Queries Received
3anpocoB NonyyeHo

V1 Reports Received
[Mony4yeHo oTyeTOB Bepcum v1
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V2 Reports Received
MonyyYeHo OTY4ETOB BEpPCUN V2

V3 Reports Received
MonyyeHo oT4yeToOB Bepcun v3

V2 | eaves Received
Mony4yeHo nakeTtoB Leave Bepcum v2

Router Port
Mone oTobpaxaeT, kaknme nopTbl KOMMyTatopa OEWCTBYIOT, Kak MopThbl
MapLupyTusaTopa.
MopT mapuwpyTusatopa - 9TO NOPT Ha KommyTaTope Ethernet, koTopbin
BELET K YCTPOMCTBY MHOroagpecHomn pacchinikm (multicast) ypoBHs 3 unu K
YCTPONCTBY, 3anpawmusatowemy IGMP.
v/ Static — o3Ha4yaeT, YTO onpefeneHHbIi NOPT HACTPOEeH, Kak nopT
MapLupyTusaTopa.
v" Dynamic — 0603Ha4aeT, 4To onpeaereHHbIn NOPT CYUTAETCH NOPTOM
MapLupyTunsaTopa.
v" Both — 4yTO onpegeneHHbIA NOPT HAacTpoeH unu ndydeH (learned), kak
nopT MapLipyTusartopa.

Port
Homep nopTa kommyTaTopa

Status
Tekywee coctosHume noprta. OTobpaxaeT, HasHaydeH N MOpPT, Kak MopT
MapLupyTusaTopa unm Her.

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOBI OOHOBUTL CTPaHMLY aBTOMATUYECKM pas3
B 3 CceK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxxMuTe, 4TOObl COPOCUTL CHETHMKN.
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Nugopmayus o epynnax IGMP

IGMP Snooping Group Information for Switch 1auto-refresh [ [ Refresh | [ << || »>

Start from VLAN 1 and group address (224.0.0.0 with |20 entries per page.

Port Members

VLAN ID | Groups [1]2[3]4]s5]6]7]8][9]10[11]12[13]14]15]16]17[18]19]20]21[22]23]24]25]26] 27] 28

No maore entries

Ha gaHHon ctpanuue WEB uHTepdelica Haxoantesa Tabnuua rpynn IGMP.

VLAN ID
WaentndukaTtop VLAN ID gns rpynnbi.

Groups
Agpeca rpynn B otobpaxaemow rpynne.

Port Members
MopTbl — y4aCTHUKK OTOGpaKaeMon rpynnbl.

KHonku:

Auto - Refresh — HaxmuTe, 4TOObI OGHOBUTL CTPaHMLY aBTOMaTUYeCKU pas
B 3 cek.;

Refresh — Haxxmute, 4TOObI OGHOBUTL CTPaHULY;
|<< — obHoBREHUE TabNULbI, HaYNHasi C MEPBOW 3anucu B Tabnuue

[>> — o6HoBneHuMe Tabnuubl, HayuHasi C 3anucu mnocrne mnocrnegHen
oTobpaXkaemoln 3anucu.
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Uugpopmayus IPv4 SFM IGMP Snooping

IGMP SFM Information for Switch 1 Auto-refresh [ | Refresh == >

Start from VLAN 1 and Group (224.0.0.0 with |20 entries per page.

VLAN ID | Group | Port [ Mode | Source Address | Type | Hardware Filter/Switch
No more entries

Ha paHHOM cTpannue WEB wuwHTepdelica HaxoguTcsa Tabnvua cC
nHpopmaumen IGMP SFM (bmnbTpaumst UICTOYHUKOM)

VLAN ID
Waentndukatop VLAN ID gnsa rpynnbi

Group
"pynnoBow agpec oTobpaxaemow rpynnbl

Port
Homep nopTta kommyTatopa

Mode
Mone oTobpaxaeT pexum unbTpauum QYHKUMOHMPYIOWMI Ha OCHOBE
(VLAN ID, Homep nopTa, rpynnoBoro agpeca)

Source Address
IP Agpec ncto4Huka.

B HacTosllee Bpemsi cuctemMa orpaHuymMBaeT oOuiee KOnm4ecTBO
IP-agpecoB ncTovHMKa ansa cdounbTpaumm go 128.

Ecnu agpec uctouHuka He ykasaH, B none «Source Address»
oTobpaxaeTcs TekcT «Noney.

Type

Tun punbTpauun:
v Allow — pa3peLLeHo;
v' Deny — 3anpeLyeHo.
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Hardware Filter / Switch

Mone oToGpaxaeT wWHMOpPMaUMO, MOXET JM NFOCKOCTb  [aHHbIX,
npegHasHadeHHas NS onpederneHHoro rpynrnoBoro agpeca U3 WUCXOAHOro
appeca |IPv4, obpabaTbiBaTbCA CETEBBIM YMMOM KOMMYyTaTopa Uin HeT.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHULY aBTOMaTUYECKM pas3
B 3 CeK.;

Refresh — HaxxmMuTe, UTOOLI OGHOBUTL CTPaHULLY;
|<< — oBHOBMREHUEe Tabnuubl, HaYnHasi C NepBOW 3anucu B Tabnuue

[>> — o6HoBneHve Tabnuubl, HayuHasi C 3anucu Mnocrne nocrnegHen
oTobpaXkaemon 3anucu.

9.39.2 IPMC — MLD Snooping (MVR — IGMP Snooping)
CocmosiHue MLD Snooping

MLD Snooping Status for Switch 1 Auto-refresh [ | Refresh | | Clear

Statistics

VLAN | Querier | Host | Querier Queries Queries | V1 Reports | V2 Reports | V1 Leaves
1D Version | Version | Status | Transmitted | Received | Received Received Received

Router Port

Port | Status
1 -
2

Ha paHHon cTtpaHuue WEB uHTepdeiica Haxoautcs Tabnmua COCTOSHUS
dyHKumn IGMP Snooping.

VLAN ID
WpeHtndukatop VLAN ID anga 3anucu

Querier Version
Bepcusi npoTokona Ha 3anpalluvBatoLLemM yCTponucTBe

260



Host Version
Bepcus npoTokona Ha xocTe

Querier Status

CraTyc 3anpalumBatoLlero yctponcrea. MoxeT ObiTb:
v ACTIVE;
v" IDLE;
v DISABLE.

Queries Transmitted
3anpocos oTnpaBneHo

Queries Received
3anpocoB nony4yeHo

V1 Reports Received
MonyyeHo oTyeToB Bepcun vl

V2 Reports Received
[Mony4yeHo oTyeTOB Bepcumn v2

V1 Leaves Received
Mony4yeHo nakeTtoB Leave Bepcum v1

Router Port
Mone otobpaxaeT, Kakne MOpPTbl KOMMYyTatopa [AEeWCTBYIOT, Kak MnopThbl
MapLupyTunsaTopa.
MopT mapuwpyTusatopa - 9TO NOpT Ha KommyTaTope Ethernet, koTopbIn
BeAEeT K YyCTPOMCTBY MHOroagpecHoun paccbinikm (multicast) ypoBHs 3 unu k
yCTpOMNCTBY, 3anpawwmsatoemy IGMP.
v/ Static — o3Ha4aeT, 4YTO onpefeneHHbI NOPT HACTPOEH, Kak nopT
MapLupyTusaTopa.
v' Dynamic — 0603Ha4aeT, 4To onpeaeneHHbI NOPT cYUTAEeTCsl MOPTOM
MapLupyTusaTopa.
v/ Both — YTo onpefeneHHbIA NOpPT HAacTpoeH unu naydeH (learned), kak
nopT MapLupyTusaTopa.
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Port
Howmep nopta kommyTaTopa

Status
Tekywiee coctosiHue nopta. OTobpaxaeT, HasHayeH nM MNopT, Kak mnopT
MapLupyTusatopa Unm Her.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHULY aBTOMaTUYECKM pas3
B 3 CeK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

Clear — HaxxMuTe, 4TOBbl COPOCUTL CHETHMKN.

UHgpopmayus o epynnax MLD Snooping

MLD Snooping Group Information for Switch 1 Autorefresh [ | Refresh | | |<< =

Start from VLAN |1 and group address |ff00:: with |20 entries per page.

[ Port Members
VLAN ID [ Groups [1]2[3[4]5][6[7[e[9][10]11[12]13[14]15[16][17[18]19]20]21]22]23]24[25]26[27[28
No more entries

Ha pgaHnHon ctpaHnue WEB uHTepdenca HaxoguTca Tabnuua rpynn MLD
Snooping.

VLAN ID
WpeHTudukatop VLAN ID anga rpynnbl.

Groups
Agpeca rpynn B oTobpaxaemon rpynne.

Port Members
MopTbl — y4aCTHWMKM OTOGpaaeMon rpynnebl.
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KHonku:

Auto - Refresh — HaxxmuTe, YTOOLI OOHOBUTL CTpPaHWULY aBTOMaTUYeCcK/ pas
B 3 Ccek.;

Refresh — HaxxmuTe, 4YTOOBI OBGHOBUTL CTPaHWULLY;

|<< — obHoBREHNE TABNULBI, HAYNHAsI C MEPBOW 3anucuy B Tabnuue

[>> — o6HoBRNeHMe Tabnuubl, HauynHasi C 3anucu Mnocrfie nocrnegHen
oTobpaxkaemon 3anncu.

Nugpopmauus IPv6 SFM MLD Snooping

MLD SFM Information for Switch 1 Auto-refresh [ | Refresh || |=< >>

Start from VLAN |1 and Group [ff00:: with |20 entries per page.

[ VLAN ID | Group | Port [ Mode | Source Address | Type | Hardware Filter/Switch |
[ No mare entries |

Ha paHHOM cTpaHuue WEB wuHTepdelica HaxoguTcs Tabnuua c
uHdopmaumen MLD SFM (dbunnbTpaums UCTOYHUKOM)

VLAN ID
Npoentndukatop VLAN ID ana rpynnel

Group
"pynnoBow agpec oTobpaxkaemon rpynmbl

Port
Homep nopta kommyTaTopa

Mode
Mone oTobpaxaeT pexuMm unbTpauum QYHKUMOHMPYIOWMIA Ha OCHOBE
(VLAN ID, Homep nopTa, rpynnoBoro agpeca)

Source Address
IP Agpec ncto4Huka.

263



B HacTosllee Bpemsa cuctema orpaHuymBaeT obuiee KONMYecTBo
IP-agpecoB UcTouHVKa Ans ounsTpaumm o 128.

Ecnn agpec uctodHuka He ykasaH, B none «Source Address»
oTobpaxaeTtcst TekcT «Noney.

Type

Twvn dounbTpaummn:
v" Allow — paspeLueHo;
v" Deny — 3anpeLieHo.

Hardware Filter / Switch

Mone oToGpaxaeT wHOpPMaUMO, MOXET 5 MMAOCKOCTb  [aHHbIX,
npegHasHaveHHas anst onpeAeneHHoro rpyrnnoBoro agpeca U3 UCXOLHOro
agpeca IPv6, obpabaTbiBaTbCsi CETEBLIM YMMOM KOMMYyTaTopa Ui HET.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHULY aBTOMaTUYECKM pas3
B 3 CeK.;

Refresh — Haxxmute, 4TOObLI OGHOBUTL CTPaHMULY;
|<< — obHoBMREHUE TabNULbI, HaYNHasi C NEPBOW 3anucu B Tabnuue

[>> — o6HoBneHvMe Tabnuubl, HayuHasi C 3anucu nocrne mnocrnegHen
oTobpaXkaemon 3anucu.
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9.40 Monitor — LLDP (MoHuTopuHr — LLDP)

9.40.1 LLDP - Neighbours (LLDP - YcTponcTBa-cocegn)

LLDP Remote Device Summary Auto-refresh [ | Refresh

Local Port | ChassisID [ PortID | Port Description | System Name | System Capabilities | Management Address
Port 23 00-01-C1-00-00-00 4 Port #4 Bridge(+) 192.168.2.253 {IPv4,

Port 23 00-03-CE-46-7C-0B 4 Port #4 Bridge(+) 192 168.20.254 (IPv4,
Port 23 D4-6A-91-36-10-34 7 Port #7 EBridge(+) 192 168.2.230 (IPv4,
Port 23  00-03-CE-24-51-88 8 Port #3 Bridge(+) 192.168.2.4 (IPv4)

Ha paHHon cTtpanuue WEB wuHTepdelica HaxoguTca Tabnvua, B KOTOPOM
oTobpaxalTcs YCTPOMCTBaA - coceaun nogaepxusatowme npotokon LLDP.

Local Port
MopT, kOTOpbIM BbINK NonyyeHbl LLDP dpenmbl.

Chassis ID
WaoenTtudukatop ppenmor LLDP ycTponcTBa-coceaa.

Port ID
MaoeHTudukaTop nopra ycTpomncTea- coceaa.

Port Description
OnucaHuve nopta, 06bABNEHHOE YCTPONCTBOM-COCEA0M.

System Name
CuctemHoe nms, o6bABNEHHOE YCTPONCTBOM-COCEO0M.

System Capabilities

CuncteMHble BO3MOXHOCTU YCTPOMCTBa-coceaa.
1. Other —gpyroe;

Repeater — noBTopuTens;

Bridge — mocT;

WLAN Access Point — Touka goctyna;

Router — mapLupyTtusartop;

Telephone — TenedoHHbIM annapar;

DOCSIS cable device — kabenbHoe ycTponcteo DOCSIS;

Station only — cTaHuus;

Reserved — 3ape3epBnpoBaHo.

©oNo oA~ WDN
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Management Address

AZpec ynpaBrneHus - 3To agpec yCTpoMCTBa-coceaa, KOTOpbIN UCMONb3yeTes
ans ycTpoincte 6oree BbICOKOrO YpPOBHSI, YTOObl NOMOYb aAMUHMCTPATOPY
ceTu.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHULY aBTOMaTUYECKM pas3
B 3 CeK.;

Refresh — HaxxmMuTe, UTOOLI OGHOBUTL CTPaHULLY;

9.40.2 LLDP — PoOE (LLDP - PoE)

LLDP Neighbour Power Over Ethernet Information for Switch 1 Auto-refresh [ [ Refresh

Local Port | Power Type | Power Source | Power Priority | Maximum Power
23 PSE Device Primary Power Supply Low 0 W]
23 PSE Device Primary Power Supply Low 0 W]
23 PSE Device Primary Power Supply Low 0[w]
23 PSE Device Primary Power Supply Low 0 [W]

Ha paHHow cTpaHuue WEB uHTepdenica HaxoguTca Tabnuua yCcTpOWCTB-
cocegen, nogaepxmsatowmx PoE.

Local Port
MopT, kOTOpbIM BbINK NonyyeHbl LLDP dpenmsbl.

Power Type
Mone «Tun nutaHusa» oTobpaxaeT MHOPMaLUIo, SBNSETCA NN YyCTPOMNCTBO

uctoyHunkom PoE (PSE) unu yctporicteom, nuoawmmesa ot PoE (PD). Ecrin
TUN NUTaHWA He N3BECTEH, NoNe COAepPXMUT 3anucb «Reserved»

Power Source
UcTounuk nutaHna. OcHosHoM (Primary) unu pesepsHbini (Backup)

Power Priority
MpuopuTteT nutaHua ans nutaemoro yctpownctea(PD), ceasaHHbin ¢ PSE
ycTponcteoM. CyllecTByeT ypOBHS npuoputeTa:

v Critical — KpUTU4eCKUIA;
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v' High — Bblcokuiz;
v" LOW — HU3KUIA.

Maximum Power

MakcumanbeHoe 3Ha4YeHne MOLLHOCTW B BaTTax, Tpebyemas yctporncteom PD
OoT ycTponctBa PSE vnv MUHMManbHYH MOLLHOCTb, KOTOPYK YCTPOWCTBO
PSE cnoco6Ho nopaBaTb 4Yepe3 kabenb MakcMmanbHOM AONWHbI B
3aBMCUMOCTM OT €ro TekyLlen KoHurypawumu.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OOHOBUTL CTpPaHWULYy aBTOMaTU4eCK/ pas
B 3 CeK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHULLY;

9.40.3 LLDP — EEE (LLDP — EEE)

LLDP Neighbors EEE Information for Switch 1 Auto-refresh [] | Refresh

Local Port | Tx Tw | Rx Tw | Fallback Receive Tw | Echo Tx Tw | Echo Rx Tw | Resolved Tx Tw | Resolved Rx Tw | EEE in Sync
No LLDP EEE information found

Ha panHom ctpaHuue WEB wuHTepdenca Haxogutca Ttabnvua EEE
nHdopmaumm, KoTopasi ucnonb3dyeTcs npotokonomM LLDP npu obmeHe.

Local Port
MopT, kKoTOpbIM ObINKU NonyyeHbl LLDP dpenmsbl.

Tx Tw
MakcumanbHoe BpemMs B TeYeHWe KOTOPOro KaHan nepefadm MoxeT
npogomkaTe OTNPaBKy AaHHbIX nocne copoca LPI.

Rx Tw
MakcMmanbHoe BpemMsi B TEYEHMEe KOTOPOro KaHam nepefadm MoXeT
npogosrkaTe NpUemM gaHHbIX nocne copoca LPI.

Echo Tx Tw
Mone coaepxunt 3HadeHne Echo Tx Tw Anga ycTponcTea-napTHepa no fnHKY.
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Echo Rx Tw
Mone copepxut 3HadeHne Echo Rx Tw anga yctponcrea-napTHepa no fuHKY.

Resolved Tx Tw
PaspelueHHoe 3HayeHre Tx Tw ans aToro coeguHeHus. (He Ans ycTponcTea
— napTHepa Mo NNHKY)

Resolved Rx Tw
PaspelueHHoe 3HaveHne Rx Tw Ans 3Toro coeguHeHus (He Ans ycTponcTea
— napTHepa Mo NUHKY)

EEE in Sync
lMone oToOpaxaeT MHGOPMaLUI0 O COrflacoBaHMU BpeMeHU NpobyxaeHus
KOMMYTaTOpPOM M YCTPOWCTBOM-NAPTHEPOM MO JINHKY.

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHULY aBTOMaTUYECKM pas3
B 3 CeK.;

Refresh — HaxxmuTe, YTOGBLI OGHOBUTL CTPaHULY;

9.40.4 LLDP - Port Statistics (LLDP — CtatucTuka nopToB)

LLDP Global Counters for Switch 1 Auto-refresh [ | Refresh | | Clear

Global Counters
Neighbour entries were last changed 2015-03-19T13:14:29+08:00 (10105 secs. ago))
Total Neighbours Entries Added 4
Total Neighbours Entries Deleted 0
Total Neighbours Entries Dropped 0
Total Neighbours Entries Aged Qut 0

LLDP Statistics Local Counters for Switch 1

Local Port | Tx Frames | Rx Frames | Rx Errors | Frames Discarded | TLVs Discarded | TLVs Unrecognized | Org. Discarded [ Age-Outs
0 0 0

T W
sooo
scooo
scooo
scoocoo
sooo
sooo
scooo
scoocoo

Ha panHOonM cTpaHuue WEB wuHTepdenca npencraeneHa Ttabnuua
cTaTUCTUKKN Tpaduka LLDP ans Bcex nopTos.
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rno6anbHblie cmoabusbi

Neighbour entries were last changed

Mone otobpaxaeT Bpems yaaneHus unu gobaeneHust nocrnegHen 3anucu.
970 rnone Takxke NnokasbiBaeT Bpemsl, Npollealee ¢ MOMeHTa o6HapyxeHus
nocriegHero U3MeHeHus.

Total Neighbours Entries Added
Mone oToOpaxaeT KONMMYECTBO HOBLIX 3anucen, Ao06aBneHHbIX nocne
nepesarpysku kommyTtaTopa.

Total Neighbours Entries Deleted
Mone oToGpaxaeT KONMUYECTBO HOBLIX 3anucer, YyAaneHHbIX Mocne
nepesarpysku kKoMmmyTtaTopa.

Total Neighbours Entries Dropped
lMone oToOpaxaeT konuyectBo penmoB LLDP, oTOpolleHHbIX Wn3-3a
nepenonHeHus Tabnuupl BBoAA.

Total Neighbours Entries Aged Out
lMone oTobpaxaeT KONMYeCcTBO 3anncen, yaaneHHbIX U3-3a UCTEYEHMS Cpoka
OEencTBUs.

JlokanbHblie cmon6uybi

Local Port
MopT, KOTOpbIM ObINW Nony4YeHsbl UnNu nepegaxsbl LLDP dpenmvebi.

Tx Frames
Konuyectso LLDP dperimoB, nepefaHHbIX 3TUM NOPTOM

Rx Frames
Konuuectso LLDP dperimoB, nonyyYeHHbIX 3TUM NOPTOM

Rx Errors

KonnyectBo LLDP cpenmoB, coaepxallyx OLIMOKMA, MONYyYEHHbIX 3TUM
nopTom
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Frames Discarded

Ecnu Ha nopTt nonyyeH cdpenm LLDP, a BHyTpeHHASa Tabnuvua kommyTaTopa
3anonHeHa, cdperim LLDP yuntbiBaetca n oTbpacbiBaeTcs. OTa cuTyauumsi
n3BecTHa kak «Too many Neighbours» B ctaHgapte LLDP.

TLVs Discarded

Kaxgbin  cpeim  LLDP  mMoxeT copepXaTb HECKONbKO dparMeHToB
uHdopmaumm, nssectHbix kak TLV (TLV - cokpaweHue oT «Type Length
Valuey). Ecnn TLV uckaxeH, OH yunTbiBaeTca u otbpacbiBaeTcs.

TLVs Unrecognized
Konnyectso koppekTHbiX TLV, HO HemM3BecTHOro Tuna

Org. Discarded
KonnyectBo nonydeHHbIx TLV

Age-Outs
Kaxgbin ¢penm LLDP cogepxuT wHdopmaumio © TOM, Kak [ONro

nHpopmauums LLDP aesnsietcs gencreutensHomn (Age Outs Time).
Ecnu B TeueHvne BpeMeHW OXmOaHus He NOofy4vyeH HOBbIM hpenm
LLDP, nucdbopmaumsa LLDP ypanseTtca, n Age Outs Time yBenmynsaeTcs.

KHnonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHWLY aBTOMaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOGBLI OGHOBUTL CTPaHULY;

Clear — HaxxmnTe, 4YTOObl OYNCTUTL BCE NOKAsbHbIE CHETUUKN.
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9.41 Monitor — POE (MoHuTOpUHT — POE)

Power Over Ethernet Status

Auto-refresh |:| m

Local Port | PD class [ Power Requested [ Power Allocated | Power Used [ Current Used [ Priority [ Port Status
1 0 W] 0 (W] 0 W] 0 [mA] Low  No PD detected
2 0 W] 0 [W] 0 [W] 0 [mA] Low NoPD detected
3 0 [W] 0 [W] 0 [W] 0 [mA] Low  NoPD detected
4 0 W] 0 [W] 0 [W] 0 [mA] Low NoPD detected
5 0 [W] 0 [W] 0 [W] 0 [mA] Low Mo PD detected
6 0 W] 0 [W] 0 [W] 0 [mA] Low NoPD detected
7 ; 0 W] 0 [W] 0 [W] 0 [mA] Low  NoPD detected
8 ; 0 [W] 0 [W] 0 [W] 0 [mA] Low NoPD detected
Total 0 [W] 0 [W] 0 [W] 0 [mA]

Ha pgaHHon cTtpaHnue WEB wHTepdenica Haxogutcs Ttabnmua CocTosiHMSA
PoE Ha noprax.

Local Port
Homep nopTa kommyTaTopa

PD Class
Knacc nutaemoro yctpovictea (PD). OcHOBaH Ha MakCcMMarnbHOW MOLLHOCTYU
koTtopyto TpebyeT nutaemoe yctponctso (PD). Bcero npegycmoTtpeHo 5
KI1accoB:
v" Class 0 — makcumarnbHasa molHocTb 15,4 BT;
Class 1 — makcumanbHas molHocTb 4,0 BT;
Class 2 — makcmmanbHas molHocTb 7,0 BT;
Class 3 — makcumanbHas MmoLHocTb 15,4 BT;
Class 4 — makcumanbHasa molHocTb 30 BrT.

AN NEANIAN

Power Reguested
3anpawvBaemas MOLLIHOCTb — fofe, oTobpakalllee MOLLHOCTb B BaTTax,
KoTopyto PD xo4eT 3apesepBupoBarb.

Power Allocated
MoLLHoCTb, Bblaensiemas kommyTtaTtopom ans PD

Current Used
[laHHoe none oToGpaxaeT Tekyllee noTpebrneHne Toka B amnepax anst PD
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Priority
Mone npuoputeTa oOTOOpa)kaeT MpuMOpUTET MNOpTa, HACTPOEHHbLIN
nosib3oBaTenem.

Port Status
[Mone cocTosHNA NopTa MOXET NPMHUMAaTL creaylowme 3Ha4YeHus:

v" PoE not available — POE He nopaepXvBaeTcsi MOOKMOYEHHBIM
ycTponctBoM, POE uun He HangeH. POE He nogpepxuBaetcs
nopToM;

v" PoE turned OFF — POE oTkNiO4eHO Nonb3oBaTenemM;

v" PoE turned OFF — O6wuii 6ioaxxeT POE npeBbilleH;

v" No PD detected — He o6HapyxeHo POE ycTpolcTBO npu
NoAaKnioYeHn;

v" PoE turned OFF — PD B neperpy3ke, PD ycTpoOWCTBO 3anpocurio
MOLLIHOCTb DorbLUe, Yem NOPT CNOCOOEH BblAATb.

v" PoE turned OFF — noakntoyeHHoe POE ycTpoWCTBO BbIKIHOYEHO;

v Invalid PD - PD vycTpoiicTBO oO6HapyxeHo, Ho paboTtaet
HEKOpPpPEKTHO

KHonku:

Auto - Refresh — HaxxmuTe, YTOObI OBHOBUTL CTPaHULY aBTOMaTUYECKM pas3
B 3 CeK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHWULLY;

9.42 Monitor — MAC Table (MoHuTOpUuHr — Tabnuua MAC
appecoB)

MAC Address Table Auto-refresh |:|| Refresh || Clear || |== || =2 |
Start from VLAN and MAC address[00-00-00-00-00-00  |with[20 |entries per page.
Port Members

Type |[VLAN | MAC Address |cPu[1]2[3[4a[5][6[7[8][9]10
Static 1-cl 0

=1

1 0-01
Static 1 33-33-00-00-00-01
Static 1 33-33
Static 1 33-33-FF-00-00-00
Dynamic 1 40-16-TE-56-1BE-D&
1

Stafic
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Ha paHHon ctpaHuue WEB wuHTepdperica npeacrtaesneHa Tabnuua MAC
agpecoB. OHa moxeT copepxaTtb 8192 3anucu. CopTMpoBKa NPOUCXOAUT
cHayvana no VLAN ID, a satem no MAC agpecy.

Cmon6ubl mabnuubl MAC adpecoe

Type
Twvn 3anucn — AMHAMUYECKUA U CTaTUYECKUIA;

MAC address
MAC agpec, OTHOCSLLMIACA K 3anmcu

VLAN
VLAN ID, oTHOCALWMINCA K 3anncu

Port members
MopTbl-y4aCTHUKKN, OTHOCSLLMECH K 3anuncK

KHonku:

Auto - Refresh — HaxmuTe, 4TOObI OGHOBUTL CTPaHMLY aBTOMaTUYeCKU pas
B 3 cek.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHNULLY;
Clear —HaxmuTte, 4ToObl OYNCTUTL BCE ANHAMUYECKME 3aMUCH;
[<< — oBGHOBRAET TAbNULY Ha4YMHasa c NepPBOK 3anucy;

>> — 06HOBNSIET TABNULLY HaYMHas ¢ NOCNeaHeEN 3anucu.
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9.43 Monitor — VLANs (MoHutopuHr — cetn VLAN)

9.43.1 VLANs — VLAN Membership (cetn VLAN — nopTbI-y4aCTHUKH
VLAN)

VLAN Membership Status for Combined users Auto-refresh [
Start from VLAN |1 |with |2O | enfries per page.

Port Members
VLANID [1]2[3]4]5]6[7]8]9]10
1

Ha paHHon ctpaHuue WEB uHTepdelica npeacraBneHa Tabnmua CocTosHUS
nonb3oBaTtenen VLAN.

VLAN User
PasnunyHble nporpammHblie mogynn WEB nHTepdenca moryT ncnonb3oBatb
cnyx6bl VLAN ansa Hactponkm VLAN Ha nety.

B packpbiBaloLieMcs cnucke crnpaBa MOXHO BbiOpaTb Mexay
oTobpaxeHnem noptoB-yvyacTHMkoB VLAN B COOTBETCTBUM C HACTPOMKaMu
agMuHUCTpaTopa (agMUHUCTpaTopa) UM B COOTBETCTBUM C HacCTpOMKamu
BHYTPEHHMX NPOrpamMmMHbIX MOAYIEN.

KombuHupoBaHHas 3anucb oTobpaxaeT KOMOUHaLNto
agMUHUCTPATOPCKMX HacTPOEK W HacTPOEK BHYTPEHHUX MNPOrpamMMHbIX
Moaynen.

VLAN ID
Naoentndukatop VLAN ans kotopon oTobpaxaroTcs NopTbl-y4acTHUKU.

Port Members
CTtpoka 4ek-6okcoB ansi kaxaoro nopta ans kaxagoro VLAN ID

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOBI OOHOBUTL CTPaHMLY aBTOMATUYECKM pas3
B 3 CeK.;

Refresh — HaxxmuTe, YTOGLI OGHOBUTL CTPaHULLY;
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9.43.2 VLANSs — VLAN Ports (cetn VLAN — CoctosiHne noptoB VLAN)

VLAN Port Status for Combined users [Combined _~| Auto-refresh []
Port | Port Type [ Ingress Filtering | Frame Type | Port VLANID | Tx Tag | Untagged VLAN ID | Conflicts
1 C-Port All 1 Untag PVID No
2 C-Port All 1 Untag PVID No
3 C-Port All 1 Untag PVID No
4 C-Port All 1 Untag PVID No
5 C-Port All 1 Untag PVID No
6 C-Port All 1 Untag PVID No
7 C-Port All 1 Untag PVID No
8 C-Port All 1 Untag PVID No
9 C-Port All 1 Untag PVID No
10 C-Port All 1 Untag PVID No

Ha pgaHHon cTtpaHnue WEB wmHTepdenica Haxogutcs Ttabnmua cocTosiHMS
noptoB VLAN

VLAN User
PasnunyHble nporpammHblie mogynn WEB nHTepdenca moryt ncnonb3oBatb
cnyx6bl VLAN ansa Hactponkm VLAN Ha nety.

B packpbiBatowemcs cnucke crnpaBa MOXHO BblbpaTb Mexay
oTobpaxeHnem noptoB-yvyacTHMkoB VLAN B COOTBETCTBUM C HACTPOMKaMu
agMuHUCTpaTopa (agMUHUCTpaTopa) MM B COOTBETCTBUM C HaCTpOMKamu
BHYTPEHHMX NPOrpamMmMHbIX MOAYIEN.

KombuHupoBaHHas 3anucb oTobGpaxaeT KOMOUHaLNto
agMUHUCTPATOPCKMX HAaCTPOEK W HacTPOEK BHYTPEHHMX MPOrpaMMHbIX
Moaynen.

Port
Jlornyecknin Homep nopTa, K KOTOPOMY OTHOCATCS BCE HAaCTPOWMKM B TOW Xe
CTpOKe.

Port Type
Mone oTobpaxaeT Tun nopTa, KOTOPLIM HacTpauMBaeTcs MNonb3oBaTenem.

lMone ocTtaetcs nyCTbIM, €CIll1 OHO HE nepeonpeneneHo nosib3oBaTeriem.

Ingress Filtering
Mone oTobpaxaeT HanMune BxogHoW dunbTpaumu. lNone octaeTcsd nNycTbiM,
€Crnn OHO He nepeonpeaerieHo nons3oBaTenem.
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Frame Type
Mone otobpaxaeT gonyctumble Tunbl dperimoB (All, Taged, Untagged),

KOTOpble [JaHHbIN NOonb30oBaTeNb XO4eT HaCTpOuUTb Ha NopTy. [None ocTtaetcs
nycTbIM, €CIin OHO HE nepeonpenesieHo nosfib3oBaTerieMm.

Port VLAN ID

MokasbiBaeT naeHtudmkatop VLAN nopta (PVID), KoTopbii nonb3oBaTenb
XO4eT 3aKpenuTb 3a NOpPTOM.

lMone octaeTcs NyCTbIM, ECNN OHO HE NepeonpeaerneHo nonb3oBaTenem.

TxTag
Mone oTtobpaxaet TpeboBanus (Tag All, Tag PVID, Tag UVID, Untag All,

Untag PVID, Untag UVID), koTopble nofnb3oBaTernb HAaCTPoUn Ha nopTy.
lMone octaeTcs NyCTbIM, ECININ OHO HE NEpPEONpPEAENeHO NoNnb3oBaTenem.

Untagged VLAND ID
Ecnm Tx Tag nepeonpegeneH BbiOpaHHbIM Monb3oBaTeneM W ANs Hero
yCTaHoBMNeHO 3HadeHme Tag wnm Untag UVID, 10 B 3TOoM none ©Oyget
oTobpaxatbca wuaeHTudukatop VLAN, koTopbii nonb3oBaTenb XoyeT
NOMeTUTb TArom UNu yaanuTb U3 Tera Ha BbIXOAe.

lMone ocTaetca nycTbiM, €CAM OHO He nepeonpeaeneHo
nonb3oBaTenem.

KHnonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHWLY aBTOMAaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOGBLI OGHOBUTL CTPaHULY;
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9.44 Monitor — VCL (MoHuTopuHr — VCL)

9.44.1 VCL — MAC based VLAN (VCL — VLAN Ha 6a3e MAC agpecoB)

MAC-based VLAN Membership Status for User Static |static v | Auto-refresh [ | Refresh

Port Members
MAC Address [ VLANID [1]2[3]4[5][6][7][8[9]10]11[12]13[14[15][16]17[18[19]20]21]22[23]24]25]28

No data exists for the user

Ha gaHHon ctpaHuMue WEB uHTepdeiica npeacrasneHa tabnuua sanucen
VLANoB Ha 6a3ze MAC agpecos ans pasnunyHbix VLAN nonb3oBartenem

MAC Address
Mone otobpaxaet MAC agpec

VLAN ID
Mone otobpaxaet VLAN ID

Port Members
MopTbl — yyacTtHukn VLAN Ha 6a3e MAC agpecos.

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOBI OOHOBUTL CTPaHWLy aBTOMATUYECKM pas3
B 3 CceK.;

Refresh — HaxxmuTe, YTOOBI OGHOBUTL CTPaHNULLY;
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9.45 Monitor — sFlow (MoHuTOpuHr — sFlow)

sFlow Statistics Auto-refresh [ | Refresh | | Clear Receiver | | Clear Ports

Receiver Statistics

Owner
IP AddressiHostname
Timeout

<none:
0.0.0
0
Tx Successes 0
0
0
0

.0.0.0

Tx Errors
Flow Samples
Counter Samples

Port Statistics for Switch 1

Port | Rx Flow Samples | Tx Flow Samples | Counter Samples

== B B = B e
coocooooo
(=I=J0==1==N-=]
(=== == =N-=]

Ha panHon ctpaHuue WEB wHTepdoelice npeactaBneHa cTpaHuua
crtatucTukm skFlow.

Owner (Bnageneu)
B atom none otobpaxaeTca Tekywui Bnageney KoHdurypauum sFlow.
[ocTynHbl cnegyouime 3Ha4YeHUS:

v Ecnn sFlow B HacTosiliee BpeMsi He HacTpoeH / He BocTpeboBaH,
none owner cogepXuT 3HadyeHne <none>.

v' Ecnu sFlow B HacTosiLlee BpeMsi HAacTpoeH ¢ nomolubio WEB mnu
CLI, none owner cogepxuT 3HadyeHne < Configured through local
management >,

v" Ecnu sFlow B HacTosiLLiee BpeMsi HacTpoeH ¢ nomolbio SNMP, none
Owner COAepPXUT CTPOKY, MAEHTUdMUMpyoLwyo nonyvarens sklow.

IP_Address/Hostname
IP-agpec nnn nma xocta sFlow.nonyvarens.

Timeout
KonuuecTtBo cekyHA, OCTaBLUEeCs OO OCTAHOBKM BbIOOPKM M OCBODOXOEHUS
Tekyllero Bnagenbsua sFlow.
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Tx Successes
KonuuectBo pentarpamm UDP, ycnewHo oTnpaBneHHbIX nonyyaTento
sFlow.

Tx Errors
KonnyectBo gentarpamm UDP, HeoTnpaBneHHblx nonyvatento sFlow n3 3a
owmnboK.

Hanbonee pacnpoCTpaHEeHHbIM WCTOMHMKOM OLIMBOK sBnsieTcs
HeponycTMMas koHdurypaums IP-agpeca / nmeHn xocta nonydartens sFlow.

Flow Samples
Obwee KonnyecTBO BbIBOPOK MOTOKA, OTNPAaBIEHHbIX nonyvaTtento sFlow.

Counter Samples
O6uiee KONMYeCcTBO CHETYMKOB BbIGOPOK, OTNPaBIeHHbIX nonyyatento sFlow

Cmamucmuka nopmoe

Port
Homep nopTa, K KOTOPOMY OTHOCUTCH TeKyLLaa CTaTUCTUKA.

Rx and Tx Flow Samples
KonnyectBo BbIOOPOK MNOTOKa, OTNpaBneHHbIXx nonyyatento  sFlow,
NCXogsLLMX C 3TOro nopra.

Bbibopkn notoka gensitca Ha Bblbopkm noToka Rx u Tx, raoe
BbIOOpkM MNOTOKa Rx cogepxaT KONMMYECTBO MaKeToB, KOTOpble Obinu
oToOpaHbl Mpu nprveme (BXoAe) B MOPT, a BbIOOpkM notoka Tx copepxat
KONMMYeCTBO MakeToB, KOTOpble Obinn 0TOGpaHbl Npu nepegave (BbIxoa) Ha
nopre.

Counter Samples
OO6Lee KONMYECTBO CHETHYMKOB BbIGOPOK, OTNPaBIEHHbIX Nony4vartento sFlow

KHonku:

Auto - Refresh — HaxxmuTe, 4TOOBI OBHOBUTL CTPaHMLY aBTOMaTUYECKM pas3
B 3 cek.;
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Refresh — HaxxmuTe, YTOOLI OBGHOBUTL CTPaHULLY;
Clear Receiver — HaxXmuTe, YTobbl OYUCTUTL CHETUMKM NonyyaTens;

Clear Port — HaxXmMute, 4TOObl OYMCTUTL CYETUMKM AN NOPTOB.

9.46 Monitor — UDLD (MoHuTOopuHr — UDLD)
Detailed UDLD Status for Port1 [Port 1 -] Auto-refresh []

UDLD status
UDLD Admin state | Disakle
Device ID{local) 00-03-CE-5A-66-98
Device Name(local) | -
Bidirectional State | Indeterminant

Neighbour Status

Port | Device Id | Link Status | Device Name
Mo Neighbour ports enabled or no existing partners

Ha pgaHHon cTtpaHvue WEB uHTepderica Haxogutca Tabnuua COCTOSIHUNA
UDLD ans nopTos.

CocmosiHue UDLD 0dnst nopmos

UDLD Admin State
TekyLee cocTosiHME nopTa.

Device ID(local)
MaeHTudukatop yctpomncTsea

Device Name(local)
Wmga ycTpoiicTtBa

Bidirectional State
Tekywnii pexxum paboTbl nopTa (AByHaNpaBreHHbIV / O4HOHANPAaBIEHHbIN)
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CocmosiHue ycmpolicmea-coceda

Port
Tekywmi nopT ycTpoKrcTBa-coceaa

Device ID
Tekywmin naeHTuduKaTop yCTponcTea-cocena

Link Status
TekyLlee COCTOsIHME NOAKITIOYEHUS K MOPTY YCTPOWCTBa-coceaa

Device Name
Mmsa ycTponcTtea-cocena

KHonku:

Auto - Refresh — HaxxmuTe, 4TO6BI OBHOBUTL CTPaHMLY aBTOMAaTUYECKM pa3
B 3 cek.;

Refresh — HaxxmuTe, YTOGLI OGHOBUTL CTPaHULY;

9.47 Diagnhostics — Ping (AnarHocTuka — KomaHga Ping)

ICMP Ping

IP Address 0.0.0.0
Ping Length |56
Ping Count 5
Ping Interval |1

Start

Ha paHHowm cTtpaHuue WEB wuHTepdperica HaxoguTcss WHCTPYMEHT
amarHoctuku Ping.
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MNocne HaxaTtus kHomku «Starty HaumHatoT nepegasatbes ICMP-
naketbl, a TMOPSIOKOBbIA HOMEP W BPeEMS MPOXOXAEHWs curHana
oTobpaxkaloTcsl Npy NoNy4eHun oTeeTa.

O6beM paaHHbIX, MOny4YeHHbIX BHyTpM IP-naketa Tmna ICMP
ECHO_REPLY, Bcerga 6ymet Ha 8 Ganmt Gonblle, 4YeM 3anpaluvMBaemoe
NPOCTPaAHCTBO AaHHbIX (3aronoBok ICMP).

CTpaHuua obHOBNSIeTCS aBTOMaTUYECKM 4O NOMyYeHNsi OTBETOB Ha
BCE MaKeTbl UK 0O UCTEYEHUS BPEMEHMW OXMUOAHUS.

Hanpumep:

PING server 10.10.132.20, 56 bytes of data.

64 bytes from 10.10.132.20: icmp_seg=0, time=0ms
64 bytes from 10.10.132.20: icmp_seg=1, time=0ms
64 bytes from 10.10.132.20: icmp_seg=2, time=0ms
64 bytes from 10.10.132.20: icmp_seg=3, time=0ms
64 bytes from 10.10.132.20: icmp_seg=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad

IP_ Address
IP agpec HasHayeHus (opyroe yCTpoOWCTBO U T4.)

Ping Length
Pa3vep ICMP naketa. MoxeT 6bITb 0T 2 o 1452 6anT.

Ping Count
KonnyectBo nepenaBaembix naketos. OT 1 go 60.

Ping Interval
WuTepBan nepegayn naketoB ICMP B cekyHagax. OT 0 go 30 cek.

KHonku:
Start — HaxxmuTe, YToObI HayaTb Nepegasatb ICMP nakeTbl

New Ping — HaxmuTte, 4ToObl Nepe3anycTuTb ANarHOCTMKY C nomoLlpbto Ping
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9.48 Diagnostics — Ping6 (AnarHocTtuka — komaHaa Ping6)

ICMPvV6 Ping

IP Address 0:0:0:0:0:0:0:0
Ping Length 56

Ping Count 5

Ping Interval 1

Egress Interface

Ha paHHoW ctpaHnue WEB wuHTepdpenca HaxogutCcss MHCTPYMEHT
anarHocTukun Ping ans nposepkun IPV6 coegnHeHnn.

Mocne HaxaTns kHoMkM « Starty HaumMHalT nepenaBatbea ICMPV6-nakeThl, a
NOpsiAKOBbIA HOMEpP M BpeMsi MPOXOXAEHUA curHana otobpaxaloTcs npu
nonyyeHnn oTeera.

Hanpumep:

PING6 server ::10.10.132.20, 56 bytes of data.

64 bytes from ::10.10.132.20: icmp_seq=0, time=0ms
64 bytes from ::10.10.132.20: icmp_seq=1, time=0ms
64 bytes from ::10.10.132.20: icmp_seq=2, time=0ms
64 bytes from ::10.10.132.20: icmp_seq=3, time=0ms
64 bytes from ::10.10.132.20: icmp_seq=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad

IP Address
IP agpec Ha3HayeHus (opyroe yCTpOWUCTBO U T4.)

Ping Length
Pa3vep ICMP naketa. MoxeT 6bITb OT 2 o 1452 Gant.

Ping Count
KonuuyectBo nepegaBaembix naketoB. OT 1 go 60.
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Ping Interval
WHTepBan nepegayn naketoB ICMP B cekyHgax. OT 0 go 30 cek.

Eqgress Interface (Only for IPv6)
NaeHtudukatop VLAN (VID) KOHKpeTHOro BbixogHoro nHtepdenica IPve, no
KoTopoMy npoxoaut naket ICMP.

3apanHbin VID Haxogutca B gvanasoHe ot 1 go 4094 un 6ypet
OencTBoBaTb TONbKO NPU AEWCTBYIOLLEM COOTBETCTBYHLLEM UHTepdence
IPV6.

Korgpa wucxogswun wHTepdenc He 3agaH, PING6 Haxogut
NHTEpPdENC Hanmny4yLero COOTBETCTBUS AN NyHKTa Ha3HaYeHWs.
He ykasbiBaliTe BbIXOAHOW MHTepdenc Ans agpeca obpaTHOM CBA3MN.
YKaxuTe BbIXOOAHOW WHTepdenc AN foKanbHOro WM MHOroagpecHoro
(multicast) agpeca.

Kronku:
Start — HaxxmuTe, YToObI HaYaTb Nepegasatb ICMP nakeTbl
New Ping — HaxmuTte, 4ToObI Nepe3anycTuTb ANarHOCTMKY C nomoLlbto Ping

9.49 Diagnostics — VeriPHY ([lnarHocTuKa — UHCTPYMEHT
VeriPHY)

VeriPHY Cable Diagnostics for Switch 1

[PeR] (A

Start

Cable Status
Port [ Pair A | Length A | PairB [ Length B | Pair C | Length C [ PairD | Length D

LM o L B2

Ha paHHOM cTpaHuue WEB wuHTepdenca HaxoauUTCA WHCTPYMEHT Anis
aunarHocTukm kabenbHbix coeanHeHun ans 10/100 n 1G noptos.
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Haxmute «Start» uTobbl HavyaTb AuarHoCTuKy. MpubnusntenbHoe Bpems
avarHoctmkn 5 cek. Ecnu BbiGpaHbl BCe NOPTbl, BPEMSA ANArHOCTMKU
yBenuumneaetcsa 0o 15 cek.

Korga [guarHoCcTMKa 3aBepLluMTCsi, CTpaHuua aBTOMAaTUYECKU
0o0HoBUTCS, pe3yrbTaTbl ANAarHOCTMKN 0TOBpasAaTCca B NONsX Tabnmubl.

ToOYyHOCTL  WMHCTPYMEHTa pocTuraetcsas npu  AnvHe  kabens
nogkntoyeHunst ot 7 — 140m.

Moptel 10 n 100 M6uT/c oOTKMOYaOTCA MpU aKTMBHOM paboTe
uHctpymeHnTa VeriPHY. MNoatomy 3anyck VeriPHY Ha nopte ynpasneHus 10
unn 100 M6uT / ¢ npuBedeT K TOMY, YTO KOMMYTaTop nepecTtaHeT oTBeYaTb
0o 3aBepuleHns VeriPHY.

Port
MopT, 4Na KOTOPOro BbINOMHAETCS ANarHoCTUKa ¢ nomoLlbto VeriPHY

Cable Status

Port:

v" Howmep nopTa
Pair:
OK
OPEN
Short
Short A
Short B
Short C
Short D
Cross A
Cross B
Cross C
Cross D

SN N N N N N NN

Length
OnuHa (B MmeTpax) kabenbHOM napsbl.
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9.50 Maintenance — Restart Device (O6cnyxuBaHue —
Mepes3arpy3ka ycTponcTBa)

Restart Device

Are you sure you want to perform a Restart?

Yes Mo

Ha paHHon cTpaHuue WEB wuHTepdenca HaxoauTCa WHCTPYMEHT Anis
NPUHYAMTENBHOW Nepesarpy3kn KoMMyTaTopa.

KHonku:
Yes — HaxmuTe, YToObI Mepe3arpy3anTb KOMMYTaTOP;
NoO — HaxmuTe, YToObI BEPHYTBLCS K COCTOSIHMIO NOPTOB 6€3 nepesarpysku.

9.51 Maintenance — Factory Defaults (O6cnyxunBaHue — BoaBpart
K 3aBOACKUM HacCTpOMKamMm)

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

Yes Mo
Ha paHHOM cTpaHuue WEB wuHTepderica HaxoguTcs WUHCTPYMEHT,
No3BOMSAOLWNA BEPHYTb KOMMYTaTOp K 3aBOACKUM HacTpowvikam. bygert
coxpaHeHa TonbKko IP KoHurypaums.

HoBass KOH(urypaumss [oOCTynHa cpasy, 4YTO O3Ha4vaeT, 4To
nepesanyck He TpebyeTcs
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KHonku:
Yes — HaxmuTe, 4TOObl COPOCUTL KOMMYTATOP K 3aBOACKUM HACTPOWMKaM;

No — HaxmuTe, 4TOBbl BEpHYTbCHA K COCTOsSIHWIO nopToB 6e3 cbpoca
HacTpoexk.

lMpumeyaHue. BoccTtaHOBNEHWEe 3aBOACKMX HACTpoOeK Mo

YMONYaHMIO Takke MOXHO BbINOMHUTb, COeaUHUB uandeckm 1

U 2 NopTbl B TEYEHWEe NEPBON MUHYTbI MOCNEe nepesarpysku

KommyTaTopa. B nepByto MWHYTYy nocne nepesarpys3kv nakeTbl
«loopback» 6yayT nepepaBaTbcs uepe3 nopT 1. Ecnm naket «loopback»
nonyyeH 4Yepes nopT 2, KOMMYTaTtoOp BbIMOMHUT BO3BpaT K 3aBOACKAM
HacTponKam.

9.52 Maintenance — Software (O6cnyxusaHue — lNpolwmnBka)

9.52.1 Software — Upload (MpowmBka — 3arpy3ka o6pa3sa)

Software Upload

Choose File | Mo file chosen Upload

Ha paHHon ctpanmue WEB wuHTepdenca HaxoauTCH WHCTPYMEHT Arnis
OBHOBIEHNSA NPOLLUMBKM KOMMYyTaTopa.

Knonku:
Choose File — HaxxmuTe, 4TOObI BEIGpaTh hann-obpas NpoLUMBKY;

Update — HaxxMuTe, 4TOObl MPUCTYNNUTb K 3arpy3ke HOBOW MPOLUMBKMY.

Firmware update in progress

The uploaded firmware image is being transferred to flash.
The system will restart after the update.

Until then, do not reset or power off the device!

(HHTHHHTHH ]

Waiting, please stand by.
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Cuctema npouHGOPMUPYET Bac, Korga npolivMBka OyaeT 3arpyxeHa B
kommyTatop. [llocne ycTaHOBKM HOBOW MPOLUMBKM, KOMMYyTaTop 6yaet
nepesarpyxeH.

BHumanne! CtpaHuua ynpaenexHuss WEB 6ygeT HegocTynHa B
npoLecce yCTaHOBKM HOBOW MpowuBku. He nepesarpyxante
KOMMYTaToOp CaMOCTOSITENIbHO B XO4€e YCTAHOBKM MPOLUMBKA U
He OTKntoyanTe nutaHue!

9.52.2 Software — Image Select (MpowunBka — BLIGOp 0OCHOBHOMN U
pe3epBHON NPOLUNBKM)

Software Image Selection

Active Image
Image managed
Version POE0812_W1.012015-11-20
Date 2015-11-20T11:06:27+08:00

Alternate Image

Image managed.bk
Version PoE (standalone) dev-build by root@localhost 2015-09-22T12:03:50+08:00 Config:smb_switch_sparx|ll_10_I10_ref.mk
Date 2015-09-22T12:03:50+08:00

| Activate Alternate Image || Cancel |

Ha panHon ctpaHuue WEB wuwHTepdenca Haxogutcs uHdopmaums o
TeKyLen n pesepBHOM NpoLUMBKax.

MpumeyaHne. Ecnu Tekywuin obpas MpoLIMBKM SABMSETCS U
pe3epBHbIM 00pa3oM, TO oOToOpaxaeTcss Tonbko Tabnuua
«Tekywun obpa3s NPOLLNBKUY.
B aTtom cnyyae KHoMka «AKTMBMpPOBATb pe3epBHbIM 00pas» Takke
OTKIMYeHa.

Ecnn pesepBHbI 06pa3 NpoLMBKN aKTUBEH (13-32 NMOBPEXAEHMS
OCHOBHOro obpasa), npu 3arpy3ke HOBOro obpasa MpOLUMBKU HA YCTPOWCTBO
aBToMaTuyeckn Byget Mcnonb30BaTbCHA CIIOT OCHOBHOW MPOLLMBKKW, OH Xe
OyOeTt akTMBMPOBaH.

WHdopmMaumsa o Bepcun n gate NpoLIMBKMA MOXET ObiTb MyCTON ANS
cTapbiX BEPCU NPOLUNBKU. DTO He SABMNSETCS OLUMOKOMN.
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UHgpopmayusi 06 obpasze npowueku.

Image
Nmsa ob
«.bk» B

pasa c npolwuBkoii. iMsi pesepBHOro oGpasa MPOLUMBKMA COAEPKUT
KOHLle Ha3BaHus

Version

Bepcus

Date

obpasa C NPOLLMBKOWN.

[aTta, korga npowwueka 6bina cosgaHa.

KHonku

Activate — HaxmwuTe, 4TOObl BblbpaTb pes3epBHbIi 006pa3 MPOLMBKU B

Ka4yecTB

€ OCHOBHOIO;

Cancel — HaxmuTe, 4TOObl OTMEHUTbL aKTMBALNIO pe3epBHOl7I NPOLUNBKN.

9.53 Maintenance — Configuration (O6cnyxnBaHue —

KoHdu

rypauus)

Ha paHHon ctpanmue WEB wHTepdenca HaxoauTCs WHCTPYMEHT Arnis

Bblbopa koH(urypaumi ana kommyTtaTtopa. Bcero npegycmoTtpeHo 3 Tuna
KOHdUrypaumm:
v Running config — daiin, KOTOpbIN COOEPXKUT  TEKYLLYIO

KoHcpurypaumio  kommyTtatopa. @aiin  6ygeT  ypaneH, ecnu
koMMyTaTop GyneT nepesarpyxeH. HeobxoaMmo coxpaHutb dhaiin,
KaK CTapToBYyK KOHGurypaumio (startup), UtoBbl M3MEHEHUs Bbinu
COXpaHeHbI;

Startup config — crTapToBas KoHdwurypauus kommyTatopa (npu
3anycke). byget npountaHa npu 3arpyske kommyTaTopa.

Default config — koHdwurypaums Tonbko ana uJTenus. byper
NpMMEHeHa, Kkorga cucTtema Obina BO3BpalleHa K 3aBOLACKUM
HacTponKam.
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9.53.1 Configuration — Save Startup-config (KoHdwmrypauusa —
CoxpaHeHue cTapToBOM KOH(Urypaumm)

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time
consuming, depending on the amount of non-default configuration.

Save Configuration
Knonku:

Save Configuration — HaxxmuTe, YTOBbLI COXPaHUTb TEKYLLYIO KOH(UrypaLmio
B BMAEe CTapTOBOMW.

9.53.2 Configuration — Download (KoHndwmrypaumsa — 3arpyska)

Download Configuration
Select configuration file to save.

Please note: running-config may take a while to
prepare for download.

File Name
) running-config
() default-config
() startup-config

Download Configuration

File Name
Bbi6op koHpurypauum, dan ¢ kotopol Heobxoaumo 3arpya3unTb Ha K.

KHonku:

Download Configuration - Haxmute, 4TOObl COXpaHuTb ann c
KoHdurypaumen Ha lMK.
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9.53.3 Configuration — Upload (KoHdurypaums — Beirpyska)

Upload Configuration
File To Upload
Choose File | No file chosen

Destination File

File Name | Parameters
C running-config ® Replace Merge
() startup-config

() Create new file

Upload Cenfiguration

File to Upload
Bbibop koHdurypauun, cgan ¢ kotopon Heobxoammo Bbirpy3ntb ¢ K Ha

KOMMYyTaTop (HaXmnTte KHOMKy «choose filey).

Destination File
Bbibop koHurypaumm, kotopas 6ygeTt 3ameHeHa hannom, BbIrPY>KEHHbIM C
MK
v Replace _Mode - Tekywas KoHdurypaumsa ©OyaeT MONHOCTLIO
3aMeHeHa BbIrpyXeHHbIM dannom c MK
v Merge Mode — BbIrpyeHHbI ¢hann OyaeT COBMELLEH C TekyLlen
KOHdurypaumen kommyTtaTtopa (running config)

KHonku:

Upload Configuration — HaxmuTe, u4TOObl BbIrPY3UTb ann ¢
KoHdurypaumen c MK Ha kommyTaTop.
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9.53.4 Configuration — Activate (KoHdurypaums — AkTuBaums)

Activate Configuration

Select configuration file to activate. The previous
configuration will be completely replaced, potentially
leading to loss of management connectivity.

Please note: The activated configuration file will not be
saved to startup-config automatically.

File Name
) default-config
() startup-config

Activate Configuration

Ha paHHon ctpaHuue WEB uHTepdelnica eCTb BO3MOXHOCTb HEMEANEHHO
aKTMBMPOBAaTb BbIOpaHHbIN hann ¢ KoHurypaumnen.

KHonku:

Activate Configuration — HaxmwuTe, 4TOBbBI HEMEONEeHHO aKTUBMPOBaTb
darin ¢ BbIOpaHHOM KOHUrypauuen.

9.53.5 Configuration — Delete (KoHdurypauus — YaaneHue)

Delete Configuration File

Select configuration file to delete.

File Name
O startup-config

Delete Configuration File

Ha paHHon ctpaHunue WEB nHTepdeica ecTb BO3MOXHOCTb yaanuTb dann
C KOH(urypaumemn, CoxpaHeHHbIN B KOMMYyTaTope.

KHonku:

Delete Configuration File — HaxmnTe, 4Tobbl YyoanuTe cann ¢ BbibpaHHOM
KoHurypavmen.
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BHumaHue

v Ona 3awuTtbl o6GopygoBaHUs OT [PO30BbIX PaspsdoB  Heobxoaumo
yCTaHaBnMBaTb YCTPOWCTBA rpo303aluThbi!

v [Ons Toro 4toGbl nNpoM3BecTM cOpoc KoMMyTaTopa K 3aBOACKUM
HacTporikaM HeobxoaMmo coeauHuTb natvykopgom UTP cat 5e 1 n 2n
nopTbl KOMMYyTaTopa. Nocne nony4yeHus 2m NOpTOM MakeToB OT MEPBOro —
cbpoc Kk 3aBOACKMM HacTporkam bygeT ocyuwecTBrneH. Takke onepauuto
cbpoca HacTpoek MoxHO nposecTtn Yepe3 WEB nHTepdeiic.

8. TexHU4YecKue xapakTepuCTUKN*

Mogens SW-60822/ILC | SW-80822/ILC
O6Lee Kon-Bo NopToB 10
Kon-Bo noptoe FE+PoE 8 -
Kon-Bo noptoBs FE - -
Kon-Bo noptoB GE+PoE - 8
Kon-so noptos GE i
(He Combo noptbl)
Kon-Bo noptoB Combo 2 GE
GE (RJ45+SFP)
Kon-so noptos SFP )
(He Combo nopTbl)
MouHocTtb PoE Ha oauH 30 BT
nopT (Makc.)
CymmMapHast MOLLHOCTb 240 BT
PoE Bcex noptoB (Makc.)
IEEE 802.3af

CraHgapTtbl PoE \EEE 802 3at

Metog A
Metog nogauu PoE 112(+), 3/6(-)
BcTpoeHHble onTudeckne i
nopThl

3Be3ga
Tononorny NoAKMYeHNs

Kackag
Bydep naketos 4 Mb
Tabnuubl MAC-agpecoB 8K
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MponyckHas
CMocoOHOCTb
KOMMYTaLMOHHOW
MaTpuLbl
(Switching fabric)

5.6 Fout/c 20 out/c

1000 M6ut/c — 1488,000

CKOPOCTB OBCTIYKMBAHMS 100 Méut/c - 148,800 nakeToB/c
naketos (Forwarding nakeTtos/c 100 M6ut/c - 148,800
rate) 10 M6ut/c- 14,880 nakeTos/c
nakeTtos/c 10 M6ut/c- 14,880
nakeTos/c
9.6 Kb (Tonbko Ha
Mopnaepxka jumbo frame mMegHom nopte Combo- 9.6 Kb

nopta)

CTaHﬂaprl M NPOTOKOIbI

IEEE 802.3 10Base-T Ethernet

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3x Flow Control & Back Pressure
IEEE 802.3 af/at Power over Ethernet

IEEE 802.3az Energy Efficient Ethernet (EEE)
IEEE 1588 Precision Time Protocol (PTP)
IEEE G.8032 Ethernet Ring Protection

IEEE 802.1D-2004 for Spanning Tree Protocol
IEEE 802.1w for Rapid STP

IEEE 802.1p for Class of Service

IEEE 802.1X for Authentication

IEEE 802.1Q for VLAN Tagging

MpoTtokonel: CSMA/CD, IGMP v1/v2, SNMP
v1/v2c/v3, TFTP, SNTP, SMTP, RARP, RMON,
Syslog, HTTP, Telnet, LLDP, HTTPS

PyHKUMM YPOBHS 2

802.1Q VLAN and 802.1ad Q-in-Q provider bridge
IGMP/MLD Snooping

IGMP/MLD query

DHCP Client/Server/Relay with Option 82

Internet Protocol Version 6 (IPv6)

Port Status, Statistics, Monitoring, Security, and Rate
Limiting, SFP DDM

Loop Detection, *PD Alive, Port Mirroring, uPnP,
Modbus/TCP

KayecTBo 0GCnyXmBaHus
(QoS)

CoS
ToS
Diffserv mapping
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SPQ/WRR queuing

BesonacHocTb

User Name / Password Protection
User Privilege: up to 15 levels
IEEE 802.1x: Port-based Access Control

IP Source Guard

MAC Based Authentication
Web-based Authentication

HTTPS

RADIUS: Authentication/ Accounting
TACACS+: Authentication

ACL (Access control list)

YnpasneHue

Web

Telnet,
Console,
Cisco-like CLI,
F/W upgrade

WHavkaTopsl

WHOWKATOP OCHOBHOIO U
NMHOUKaTop OWnOKuY;
nHavkatopsl Ethernet.

pe3epBHOro NUTaHUs;

Pene aBapunHon

DC24V,1A(HO, H3)
curHanusaumm
Mnutanne™* 2 x DC 45-57V ¢ pe3epBupoBaHmem
OHepronotpebneHune
(6e3 Harpy3ku PoE) 12 Br 15 Bt
BcTpoeHHast 6 KB
rpososalumTta
OxnaxageHvne KoHBekLMoHHOE (6e3 BeHTUnATopa)

Knacc 3awnThbl

IP30

Pasmepb! (LUXBXI') (Mm)

75x175x125 (BepTrKanbHOe NonoXeHue)

Cnocob MoHTa)xa

Ha DIN-peniky

Paboyvasa Temneparypa

-40.

..+70 °C

[ononHuteneHo

DIP — nepekntovatenu ang BKI/OTKMN TPEBOrn

Console nopt (RJ-45) onsa ynpasneHus
kommyTtaTopom vepes CLI no RS232 nHtepdpeiicy

* MpousBognTens NMEET NPaBO M3MEHSITb TEXHUYECKME XapaKTEPUCTUKU
nsgenvis 1 KomnnekTaunto 6e3 npenBapuTeribHOMO YBEOOMITEHUS.
**BrOKM MUTAHUS B KOMMIEKT MNOCTABKM HE BXOOST.
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9. NapaHTHuA

lapaHTMs Ha Bce obopygoBaHue OSNOVO — 60 mecsiueB ¢ gatbl
NpoAaxu, 3a UCKIOYEHNEM aKKYMYMNATOPHbLIX OaTtapei, rapaHTUIAHbIA CPOK -
12 mecsiues.

B TeuyeHune rapaHTUMHOIO CpoKa BbIMOIHSAETCS OecnnaTHbI PEMOHT,
BKIOMasa 3an4actu, Uin 3aMmeHa M3genuin npyu HEBO3MOXXHOCTU MX PEMOHTA.

MogpobHas WMHopmauna 00 YCIOBUSIX rapaHTUNHOrO
obcnyxMBaHMA HaxXoOAUTCH Ha caiTe WWWw.0SNnovo.ru

CoctaBun: Enarnn C.A.
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